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      ၊                                                                        

                                                                                                 

                             

           (electr ical force)                                            

          (magnet ic force)                                     

    RP 1 :             ၊                                                                                     2 cycles (         ) 2 Hz               1 m/s         
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Electrons                                                                       

                                                                  elec trons                

                                

                 e lectrons                                                                

                                                                              

               electrons                                                           

                                                                                                

               

                               elec trons                                             

                                                                                    

                                     vectors         (                                             )  

                                                                                                   

                          Dipole (                            ၂                    )     

                       i                                    

         m idi  c i                                                   

                                                                                 

                                                                                  (         )  

                                                                                             

                                                  

                                                                   

Dipole Antenna                                                                 

                                                                      

                                                                              

                                   Maxwell                                website l ink  

                             

http://en.wikipedia.org/wiki/E lectromagnet ic_f ie ld#Mathemat ica l_descr ipt ion  

                                                                       

                                                                  

                                              -  

     (speed) =           ( frequency) *            (wave length) 

                      c                                                      

c = 300,000 km/s = 300,000,000 m/s = 3*10 8  m/s 
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c = f * λ 

                                                                                             

                                                                  

                                                                     

                            

International system                        

      ၊                                                                                

             Giga-Hertz (GHz), Cent i -meters(cm), Micro -s c  ds(μs                        

                           

                                                          ( internat ional system of  

measurement -  SI)                            

(http://www.bipm.org/ut i ls/common/pdf/si_brochure_8_en.pdf )                            

                                                 

                                                         

 

 

SI           

atto       1/1000000000000000000  a 

femto       1/1000000000000000  f 

p ico       1/1000000000000  p 

nano      1/1000000000 n 

micro      1/1000000 µ 

mil l i       1/1000 m 

cent i      1/100 c 

k i lo      1000 k 

mega     1000000 M 

giga     1000000000 G 

tera      1000000000000  T 

peta      1000000000000000  P 

exa      1000000000000000000  E 
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                       802.11b                                                           

f  = 2.4 GHz  = 2, 400, 000, 000 cycles/second  

W v          mbd  (λ  = c / f  = 3*10 8   / 2.4*109  = 1.25*10 - 1  m = 12.5 cm 

           (frequency)                   (wavelength)                                

                                                                                              

                      (                                                            

                  ၊                                 (antenna)   

                                                                                

                                                                             

                                                                           - 802.11b ၊  

802.11g ၊  802.11n       802.16                 GH                                        

                                                               

Tele lcommunicat ion Basics                                                           

(modulat ion)                     ၊  Media Access                                    

                                                                                   

                                                                                           

                     ၊                                             

                                                                          

                                                 ၊                            ၊          

                                                                                         

                                                                                 

                                                 NLOS (Non Line of Sight)               

             ၊                        (mult ipath)                                           

                                                                                                  

                                                                                               

                                                            

Phase 

                                                ၊                          Fresnel zones 

                                                                              

             phase          (         )                    phase                              

               RP2                    s ine                                                        

                                                                                         

                                                                                                 

                            phase                      phase                                       
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                                                 -                                               

                                                                                         phase           

          phase                                             (     - λ                         

                           ၃၆                                         (     - ၉         

                   s            ၃၆                                                             

           

 

 

 

 

 

 

 

 

 

Polarization 

                                                    polar izat ion             

polar izat ion                             vector                                          

                          di                    (                          )      

                   electrons                                                    

                                                                                       

                                                                                           s  ic  

 i          i   i   (                   )                                    

                                                            Horizontal L inear Polar izat ion     

          

    RP 2 :                       s            
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L inear Polar izat ion                                                         

                                                                                           

        P    i   i                          Dipole              s ignal                    

                polar ized                                                                         

                                                vector                              

                                                    E  i  ic        i   i                

polar izat ion                             vector                                                

                                                              polar izat ion                    

(antenna)                                                 Polar izat ion             

                                                                                         

          (signal)                                                  Polar izat ion Mismatch 

           

                    ၊                   (end points) (               ref lector  

                            )                                                                 

                     ၊                                       Polar izat ion                  

                                                                                 polar ized  

                                     polar ized                                             

                                                                                        

                                                                            

    RP                 polarized                       
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                         (antenna)                                   polar izat ion  

                                                         -            Polar izat ion    

           polar izat ion       signal                     ၊                                    

           Polar izat ion               Polar izat ion       signal                     ၊  

                                                                         “c  ss      i   i  ”  

                     

                             

                                                                                     

                                                                                      ( 

Electromagnet ic Spectrum )                                                        

                                                 7.5*1014  Hz       3.8*1014  Hz       ၊  

            c irca 400nm (violet/b lue )       800 nm (red)                    

                                                                                -  

                 (Alternat ing Current) (    )  50/60 Hz                      ၊                     

(Ultraviolet) (                                                   ) ၊                    

(                                                    ) ၊  X-Rays radiat ion                   

                                                                          

                                                                                           30 kHz 

   300 GHz                                                                                       

                                                GH           

                              (100 MHz)                       FM Radio                  

                                                                      1 GHz    300 GHz ၊  

            30cm    1 mm         Microwaves               

                                                                                         

microwaves                                                                      

                                                                                       ၊        

                                                                            ISM Band    

         

                                                                       

                                                                                               

                                                                                                 

                                                                                     ISM band 
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                                             - 

  802.11b ၊  802.11g                                 2.400 – 2.495 GHz (               ၁၂.၅ 

                )  

                               5.150 – 5.850 GHz (               ၅              ၆ 

                 )  

             802.11n                band                                    

Wif i Fami ly                                                                                                

                                                                                           

                                                   

 

Bandwidth 

                                        Bandwidth                     Bandwidth 

                                                                                             

           (2.40 GHz)       (2.48 GHz)                       Bandwidth     (0.08 GHz (   MH    

         

Bandwidth                                                               

                                                                              

                                         Bandwidth                         

                                         -                            bandwidth     

    RP 4 :                               
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(1 Mbps)                                      (1 megabit )                          

                              physical s ignal                                           

                                                        (Modulat ion) ၊                        

                            (Encoding)                                              (802.11g)  

    (802.11b)              bandwidth                                                   

                                                                                       

                                  b it              (802.11b)     (၅)              

                                                                 (     i   i    

                                                                               

                            (၂)                                                      (frequency)       

(bandwidth)                                                       (၂)             

                                           

(802.11b)            (2.4 GHz band)                                             

                                                                                      

                                         (22 MHz)               (5 MHz)     

             

                                                                          

                                                                            RP 5      

              

                                

                                                                             

                        

                                                          

                                                                                        

                                                      

    RP 5 :  802.11 b                                                           

                       1. 6       11                                 
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                                                                AM                  FM 

                                                                       (၁  )                         

                                                                                              

                                    

                                                 

(၅)                                         (၅)                               

                                         (၅ )                          (     -             )  

                                                                                                 

                                                                      

                                                                                 

                                                                                       

                        -  M                                                                

                                                    (GSM           -  900MHz (or) 1800MHz)     

                                                                                 FM radio 

      GSM                                                         GSM             

                                                         

                                                                                                 

(၁)                                                                   

                                           

                                                                                 

                                             

                       (    )                                                 

                                                   

                                                                          

                                                                           ၊              

                Dutch         Chr ist iaan Huygens                     Huygens Pr incip le 
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Huygens            

                                                                                         

                                                                                                 

      ၊                               Chr ist iaan Huygens                             

Huygens Pr incip le          

                                                                                         

                                                                                      

                                                                                          

                                                                                   

                                                                                       

                                    Huygens Pr incip le                                 

wik ipedia.org                     Huygens Pr incip le                                          

“Huygens Pr incip le                                                                   
                                                                                                  
                                                                                     
                                                                        
                                                                                
                                                       ” 

                                                                                            

                                                         

                                                                          

                                                                                            

                                                                                          

              L ine of sight                                                                  

                            Huygens                                                 Frsnel  

zone                                                           

                                                                           

                                         

            (Absorption) 
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                                         (               )                          

                                                            

                                                                                       

                         

                                                                            

                                                                                      

                                                    

                                                                                         

                                                                (၂)               

     -                                                                      

                                                                                      

             

   -                                                                                      

                                          

                                                                                      

                                                                                    

                                                                                                 

                                                             

                                                                 ၊     ၊            ၊            

                                                                                             

                                                                                           

                                                                                   

                                                                                         

                                                                 (    -                          

               )                                                                                

(    -                  ၊                      )  

                                                                  

                     

                                                                                          

                                                                                               

                                                  

                                                                              

                                                                                  



41 
 

                                                                                                   

                                                      

                                                                      (                       

          

                                                                                      

                                    

            (access point)                                                                  

                                                                           

              hotspots      ၊  café instal lat ion      ၊                         outdoor instal lat ion  

                              

                  (Reflection) 

                                                                                         

                                                                                       

                                                                         

                                                                                     

                                                  

                                                                      

                                                                                

                 

2.4 GHz       ၁                                                            

                   

                                                                                            

                                                                                    

                                                                                   

                                                     

                                                                                

mult ipath effect                                     (mult ipath effect           

                     s ignal                                                               

                                            ၊                                         

                      )   
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           ၊                                                                             

                                                                                                

                                                                     

 

 

 

 

 

 

 

 

 

polar izat ion                                                    polar izat ion             

                                                                           

                                                                                     -  

                                   t ransmitter/receiver             parabolas          

                                                                         signal         

                                

                              (Diffraction) 

                                                                                 

                                         

                                                                           

                                                                                      

                                                              

                       (                    )                                        

                                                                                          

    RP                                                                                  parabola                                                                         
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                                 Huygens Pr incip le                                

        Instant      wavefront                  s    ic   “w v    ”            

                                           

                                         Fresnel                                   

                                                                               

                                                                                 Huygens 

                                                                   

    RP 7 :                                                          
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(         )                                                               

                                                                   

                                                                              

                                                                                          ၊  

                                                                                                  

                                                                                     

                                                           

    RP 8 : Huygens Principle 
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                                               wavefront                            

                                applicat ion                                               

                                             

                                   (Interference) 

                                                                   

                                             ၊  phenonema                 

                                                                                         

                                                                                          

                                                                                    

                                                     

                                                                                            

                                        

                   telecommunicat ion                                           

                                                                         “                   ” 

                             telecommunicat ion                    “          

                                          ”                         

                                                                                     

                                                                                                       

                               :                                                                  

                                                                      

    RP                                                    
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(Sine wave)(၂)                                                                        

           s                                                                      

                                                     (1+1=2)  

                                                        (construct ive interference)     

        

P  s               ၁၈        (           λ                                           

                                                                           ( (1+(-)1 = 0) -           
                          (destruct ive interference) ) 

                                                                                     

                                                                                               

                                                                                                

                                 (         )                                                    

                     phase                                            

Beamforming arrays                                                            

                                                                                s ignal  

                                 construct ive interference                            signal  

                               destruct ive interference                       

                                                          phase                       

                                                              

    RP 10 :                              
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               (၃)                                                             (၃)     

               (၁)       (၂)    s ignal                             (၃)           (၁)       (၂)       

signal                                                     

                                                                                   RF 

                                                                                          

                  -                                               ၊            provider         

                                                                                                 

                           ၊                                                                        

                                                                                     

                              ၊                   phase                     ၊                  

                                                                                           

                                                                                      

                                                      (    -                       )      

                                                                             

                                                                         - point to 

point l ink                                                                                   

                                                 

                                                                            “   c    ic sm  ” 

                                                                                         

             ၉                                                                                    

                                 

                                                                                

                                                                                        

                                                                                

Line of Sight  

Line of Sight  (              LOS)                                                

                                                     A          B                              

A      L ine of Sight                             A          B                             

                                                          L ine of Sight         

                                                                               

                                                                                        

                                                                                      

                                          ( .၅) micrometres                         
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                                                         ၁                        
                                                   pointer                   
                                                                                   
                                                                 (         )                
           (water tower)                                                            
                                                                              
                                      

      A       B                                                                   Line 
of Sight                                                                    
                                                                                             
Fresnel zone                 L ine of Sight                          NLOS    
                 “     i    f s i   ”                                   NLOS     
                              (                                                            
                                                                                     NLOS 
                                                                                
                        (                           ) ၊                                           
                                                                                        
                       - White Space             NLOS                                   (  
                      )                                                                                
                             2.4 GHz           5 GHz                                                 
                  

Fresnel zone                             

Fresnel (                 Fray – nel l) zones                                
                                                                               
Huygens             wavefront                                                        
                                                                                           
                                                                                                   
                                                          Fresnel zones                   A    
      B                                                                                       
B                                                    A    B                                
                                                                                                 
                               

                                                                                 
                                 phase                                    

Phase shift                                                              
                                  signal                    
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                                                             s ignal                              
                        

                                                                                    
                                                                                     
                

 
 

 
Fresnel zones                                                                        

                                                                                     
                                                                           
                                                                                       
                                                                        

                                 -              (         )                     
                                    s ignal                                                 
                                                                                         
                                                                                   
                                                                                      
           ၆                                              

                                                                           

         
       

     
  

                                                                            d1       d2 
                                                                            d     
                                                         f                     MH        
           

    RP 11 :                   line of sight                       Fresnel zone                              
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        Fresnel zone                                                        
                  

    
       

 
  

                                             

        Fresnel zone                                                 
                                                                                    
                     d1 = d  = d                                    

                                                                                    
                  

                                                                                        
                                                                 

     - (၂)                                 2.437 GHz (802.11b channel 6)            
                       Fresnel zone                                  

         
           

           
  

 

         
       

       
  

 

r=7.84metres  

                         ၁                                   Fresnel zone     
                                      2.16                               

                 Fresnel zone     (၆ )                                                     
                                         

                                               r  =0.6*7.84metres  

r=4.70metres  

 

                        ၁                       ၅.၃                                
                                                    Fresnel zone     (  )                 
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         (Power) 

         (energy)                                                                
                                                                                                     
                                         (power)                   (power)               
P                                   W(watts)                                         
                                                                               
                                                

                                      ၊                            ၊                
                                                          Antennas/ Transmiss ion Line        
                                                          

                          ၊                                                    
                                                                   v/m (potent ial d if ference 
ps metre)                      (power)                          
                               

P – E2 

                    (power)                                       Watts W       
                ၊       - An Antenna and a Voltmetre ၊  Power Metre ၊  Osci l loscope ၊  Spectrum 
Analyser or        Cards       Laptop              

DB                   

        (power)                                                                     
  cib  s (                                                                                  
                                               

Decibel                  d im  s i    ss                  (power)                  
                                                             -  

dB = 10 log(P 1/P0) 

P1       P2                                                                                      
(power)                                  Decibels                                         
                                              exponent ial            

                                                                                     
                                                                   

                                                                           
                                                                                                 
            (metre)                                                                
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       = 1 (signal       )  
၁      = 1/2 
၂      = 1/4 
၃      = 1/8 
       = 1/16 
n      = 1/2n = 2 - n  

 

                                                  

                                               i  m (                               
              n power                         n                                                   

                                                                            

+3dB = doublepower 
-3dB = halfthepower  

+10dB = orderofmagnitude(10t imespower)  

-10dB = onetenthpower 
 

                     d imensionless dB     P 0                                           
                                                    

dBm relat ive to P0 = 1 mW 

 dBi relat ive to an ideal isotropic antenna  

 

Isotropic antenna               hypothet ical antenna                                
        (  w                   

                                  isoropic antenna                                 
                                                   Antenna                               
isotropic model              
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                                    ၊                                                        
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၂ Telecommunication                       
Telecommunicat ion                                                                      

                                                                                s ignal    
                           signal                                                 
                                                     Signal                        
                  ၊  opt ical                                                  (      
                                                                                                  
voltage             Analog Signal                                   ၊       ၊               
                                                                                  Dig ital b inary  
signal                                              one       zero         ၂                
              Analog s ignal                       sampling                        Dig ital s igna l  
                     Sampling                                  
                                                                     ၂                  
s ignal                                                                           Noise           
       s ignal                                                                               Signal     
                                                       ၊                             
                                                                                      Signal      
                                            

 

 

 

 

 

 

 

Per iodic signal                 sinusoidal                                       signal   
                                                                                       s ignal     
waveform                                                    (                            
                                                                                         

 

    TB 1 : signal          
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    TB 2      s ignal                                      ၂                           
             Waveform     osci l loscope                                        
                        Spectrum Analyzer                                                      
signal                                                                   s ignal      
                                                                                       
s ignal     sinusoidal                            f1, f2       f3           signal     f2       f3     
                                                 f2       f3                                    
s inusoida l                  f1                     

                                                          “Low Pass f i l ter ing”            
                  f1       f2                 f3                                “High Pass Fi lter” 
                                                                              
                                                                                              
                                                                                   
                signal                                                           Signal   
bandwidth                                                                                               
Bandwidth           H  (  mb    f cyc  s     s c  d                    

                                   s ignal                                     signal  
                                                          ( interference)                   
                    (    )  opt ical                                                           
                                     

Intra-channel                                                                 (signal)            
           (channel)                                     Co-channel         
                                                                               (channel)   
                     (signal)                                       

                                                      s ignal                          
                                                                                          

    TB 2 : waveform      ၊                                            
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( interference)                         (noise)                                                
                                                               signal                
                                                           s ignal                
(transmitter)                   (receiver)                       signal      
                       (attenuat ion)                             (delay)                 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

S ignal                                          Electr ical Ampl if ier                       

Amplif ier                   signal                                                          

                        s ignal                          Amplif ier                      

           (noise)                                                                    

                                  

                                                                

                                                                                            

                                                                               

                                                                               

                      

                                                                                

                                                                                                 

telecommunicat ion                                 

    TB 3 :                                  
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                    (၂၆)                 (၂၆)                             

                                                         

                                                                                    

                                                 (၂)                             

                                 -                dots       dashes       

Cont inuous analog signal    d iscont inuous dig ital s ignal                                     

Analog to Dig ital Conversion (ADC)                                             s ignal           

                                                    Dig ital  to Analog Converter(DAC) 

          

                                       telecommunicat ion               

                                   Dig ital Binary Signal                                      

                                          Receiver                   b it (Binary Dig it )   

                      (0 or 1)                                    CD              V inyl Record      

                        ၊  Analog                            Dig ital                    

                                          Dig ital s igna l         “d ig ital d iv idend”     

        bandwidth                                                            analog    d i i    

                                                                                                  

                                                              

             analog    d ig ital                                                          

                                                                                                      

 

     - Dig ital Camera                                     bits                            

                  

    TB 4 : Undersampled         
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Bit                              (megapixel                              ) 

                                                                     (memory)          

                                                                       

                                          d ig ital s ignal           

                                                                                          

Analog signal                  

Sampling rate               S ignal                                                      

analog signal                                                                          

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

    TB 5 :                        signal                               
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          sample                              b it                                        

                             

                            analog signal                         (၂)          

                           b it                                                              

                                           

    TB 5                                           0101110           “ ”     zero 

volts                     “ ”     1 Volt                      signal                         

               s ignal                                                                  

                                           (attenuat ion)                          s ignal     

                                                               (delay)                         

               j i t ter                                        ၊                                          

( j it ter)                                                      (detect ion error)                     

                                             Amplif ier                                   s ignal      

electronic noise                      

              (noisy)               s ignal            s ignal                         

                       Dig ital                                      s ignal     sampling           ၊  

sampling                                                                                             

                                                                                

                   s ignal     1.8 V                                       1.1 V     

                signal                              Digital 1 ၊                            

Digital 0                                                                 b it      

                         “ ”                                               

Sampling signal                                                                

                                                                                     

                                         ( j it ter)                     

Physical                                                                           

                                                (      bandwidth)                           

                          signal                                                

                                           

                                                s ignal                                 

bandwidth                ၊                                                          bandwidth 

                       s ignal                                                 
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Modulation 
Digital s ignal                                                                 

                                            Dig ital S ignal                            

                                    Marconi                                

                                                                                          

                    

                                                                                      

                                                      Modulat ion                   

                          ၊                                                                    

                                                                 s ignal                

Demodulat ion                                                    

 

 

 

 

 

 

 

 

 

 

 

 

 

    TB 6              A  ၊        θ                         T                                 
f0       signal                               

                  Modulat ion scheme                                

                  modulat ion                                                                  

                         ၊                                                                    ၊  

                               (1 Hz                      bit              )       

                                                        

                         modulat ion                      BPSK – Binary Phase Shif t  

Keying                       1 b it                              256 QAM – Quaternary Amplitude 

Modulat ion                        8 b its                                    256 QAM 

                                                                                     

    TB 6 : Sinusoidal Carrier Signal 



61 
 

               signal                                                                     ( S/N 

                             )  

Dig ital                                                                

                      BER –  i  E     R             BER                   s ignal             

                                                        BER                              10 - 3        

10 - 9                   

Modulat ion                                                 range                    

                                                                                    (carr ier)  

                             ၊                             ၊                         

                                

Multiplexing       Duplexing 
                                                                                   

                     Mult ip lex ing                          Mult ip lex ing                   

 

 

 

 

 

 

 

 

 

 

 

                                                                                    

                     FDMA – Frequency Div is ion Mult ip le Access                         

                                                                                            

TDMA – Time Division Mult ip le Access              ၊                                        

                                                    CDMA – Code Division Mult ip le Access 

                           CDMA                                              

                                                                                     

                                      F igure TB8                     

    TB 1 : Multiplexing 



62 
 

       (    )                                                                                      

                            MIMO – Mult ip le Input, Mult ip le Output                         

                    SDMA – Space Div is ion Mult ip le Access                             SDMA 

                                                                                       

                                                                            

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                                       ၂ 

                                                                               downlink 

             ၊                                            upl ink                             

                                                                    ၂            FDD – 

Frequency Div is ion Duplex ing       TDD – Time Division Duplexing  ၂                     

                           

 

 

 

    TB 2 :                             
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                        signal                                                            

                                                  

                                            b it                    bandwidth     Hz 

                    ၊  S/N                                                         

Modulat ion     s ignal                                                                     

                                  signal                                            

                                                  modulat ion scheme                                 

                S/N                                       

Spat ical mult ip lex ing                         ၊                  ၊                      

(    )                                                                                        

                                                                                

                                                      power point sl ide         

                 http://wrkit .org/groups/wrkit/wiki/820cb/download_page.html     
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၃                             
                                                                                              

                  ၊                                                                    

                                  ဌ                                               

                                             

            ဌ                                                                          

                                         2.4 GHz / 5 GHz                                  

                                                                                 

                 

                                                                                   

                                                                                 

                                                                                      

                         

                                  hardware             ၊                  

                      (                                                                    

                                                                                          

                 ဌ                     ၊                                                        

                                                  
                                                           scenario                      

                                                                             

                                                                      ၊                         

                       ၊                                        ၊                       telecom 

                                           

                                                                                  

                               -  

                             

  ISP/ Telecommunicat ion          

                                                  

                                                             

                                                      

  ISP                                       -               
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                   R                                                               R  

                       ၊                   ၊                ၊                                              

                                                     R                                        

                                                                                         

                                                       

Internat ional Telecommunicat ion Union (ITU)                                        

        - 

“                   Telecommunicat ion                                          ” 

                                                                      ၊                      

                                                         

                                                          ၊                               ၊  

                                                                                           

                                          GH  b  d                        

(၂  ၃)                  ITU     5 GHz band                                                 

900 MHz band         United State                                 Western Europe       

                                  GSM                                                               

telecommunicat ion                ဌ                              Internat ional Radio 

Regulat ions                                                                              

                        ဌ            

(Wikipedia    “S  c   m M     m   ”                 ) 

                                                                                   

                ISM – Industr ial,  Scient if ic and Medica l radio bands              ISM band    

                                                            non-communicat ion sources        

                                  

ISM band         ITU-R (ITU’s R di c mm  icat ion Sector)                          

2.4    5 GHz                                             ISM band                                   

                                                   ISM band                         

              ISM                                                                         

                                                                                           

                                                  band                           

(၁၉၈၅)            (၉)         US      FCC (Federal Communicat ions Commission)     ISB 

band                                                                                          

                FCC                                                                                  
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ISP/Telecommunications          

                                                                                        

                                                                                            

                                         

                                                

                                                                      

                                                                                                

၅          ၁                                                           

                 

                                                                    

                                                             Equivalent Isotropical ly Radiated 

Power(EIRP)                                                                           

                                                                                          

                                               

     FCC                                                                                

point-to-mult ipoint(PtMp)            (    )  point -to-poing(PtP)                  

                                                                                            

                                                

Om idi  c i                                   FCC    PtMp                       2.4 

GHz PtMp                FCC     EIRP       4 Watts                                    

               1 Watt                

5 GHz band                                              Unlicensed Nat ional Informat ion 

Infrastructure (U-NII) radio band     IEEE-802                ISPs                               

                                                                   (၃)              

              

U-NII Low (U-NII-1): 5.15-5.25 GHz.                                                    

                                 mW          

U-NII Mid (U-NII-2): 5.25-5.35 GHz.              Dynamic Frequency Select ion (DFS, or 

radar avoidance)                                                                               

250 mW              

U-NII Worldwide (U-NII-3): 5 .47-5.725 GHz.  Dynamic Frequency Select ion (DFS, or radar  

avoidance)    i d        ၊  outdoor                                        250mW             

“                        United States      U-NII                         band         

                   ”    FCC                                               (၂  ၃)         
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FCC                5600-5650 MHz band                        

                                                                                     

                  

U-NII Upper (U-NII-3): 5.725 to 5.825 GHz 

       ISM band                      U-NII/ISM                              user-

i s     b                                                        1 W                     ISP 

        5.725 – 5.825 GHz                   

(Wikipedia    “U-NII”                 ) 

5 GHz band     PtP                  EIRP                                                  

    band                                                                          

                  PtMPt                                                                    

                     

                                                    

                                                                                           

                                                                                  

                                                                                  

                                                                    homologat ion            

                                                                       

                                                                                       

                                  

     - United States                                              ( cc ss   i          

                                                                         

ISP                                       

ISP                                                                                  

                                                          

                                                                                      

                                                                        ISP   
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                                      - 

                                                                                

                                                                                             

Range                                                                                        

                                                                                     

                                                               

             -  Marconi     (၁၉၇၂)                                         “         

                  ”                                                                           

                               bit                                                       

                             

                                                                                                    

                                   England                                       ၃၅   

                                                                                       

                                                                                        

(t ime slots)                                                                      TDMA – Time 

Division Mult ip le Access           

(၃၅  )                                            Marconi                      

                                                                                          

                                                                                  

                     SDMA – Space Div is ion Mult ip le Access                     Marconi     

                                                                       (t ransmitter)         

                            (receiver)                      

                                                                                         

                                                                                 

                                   FDMA – Frequency Div is ion Mult ip le Area                        

                                                                              

                                                                         

                                                                                    

                                                                                      

                                                                                     

                                                                                                

                                                                                                

                                                                    ITU – 

Internat ional Telecommunicat ions Union                         (၁၉၃)                      
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                                                 “j mmi  ”                                

                  “j mmi  ”                                                            

                                                         “j mmi  ”     

                                                                                  

                                                                            “j mmi  ”         

                                                                                          

                             

                                                                           

                                             CDMA – Code Div ision Mult ip le Access         

                                                                                                 ၊  

           ၊         (    )                                                

                                                                      cel lu lar         

                                                                                            

                                                                                      

                                                                                                   

Telecommunicat ion Engineer                ၊             ၊                                    

                                          modulat ion                                         

                                                                          1 square meter 

       bandwidth Hz                                   b it                      

                                                                                 -               

                     mobile telephone                                     

                                                           

          (              )                 band                                (၃ )  

                             (၃ )                                                       

                                                                                

                  

 “               (s  c  div  si y ”                                                 

                                     electronic                                     

                                       

                          (transmitter)                                                   

                      (cel ls)                                                           (transmitter) 

                                                                          cel l                     

            (channel)                                                 ( interference)        
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(frequency reuse)           cel lu lar                                                   

(channel) (၁ )                  band       (၁)                                   

            (channel) (၁ )                  band       (၂)                                  

                       (channel)                    band       (၃)                   

                              RS 1                               band                        

                                                                                   

                 ( interference)                                           cel ls (၅ )     

                                                  (၃ )      (၁  x ၅                      (၅  )     

                                                                           cel ls            

                     (                                                    (transmitter)         

                  )                                                                       

                          (channels)                       

 

 

 

 

    RS 1 : Cellular                                                   
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                                                                      ၊                                    

           ၊                                                                                                  

                                            band     ISM (Industrial, Scientific and Medical) bands        

         

                                                                     

US                                                         FCC (Federal Commission of Communications)     

(၁၉၈၅)                                                                                                   

                                                                                                                

                

                        (Unlicensed)         band                                                        

                                 band                                                                                

                                          

                                                                                              

                                        ၊                                                                       

                                                                  (၁၉၉၇)            IEEE (Institute of Electrical and 

Electronics Enginners)                         802.11             WiFi                              

                                

                                                                                                    

                                                                                                       

                                                                                                             

                2400 MHz    2483 MHz          ISM band                                              

                                                  Laptop      ၊ tablets      ၊ smart phone                             

                                          

 Wi i                                                                                             

             

                               ၊                                                          WiFi          

                                                                                                         

                                                                                                  

                      

                                                      Mobile Phone Operators                            

                                               smart phone                                                    
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                                                                                                     WiFi       

                                   operator                 (        backhaul           ) 

                                                                WiFi                                                  

               WiFi                                                    cellular                             

                                                       Telecommunication operators         

                                                                                     

                                             

                b  d                                                                         “b    y c    s ”    

          

                                                                                          

                                                                    Frequencies                                   

                                                                                       

                                          Frequencies (              )                                                     

                                                                          

                                                                                                        

                      ဌ                                          

              ၂                                                                       

                                                                       Hundred of Billion (100,000,000,000) Euro     

               ဌ                    

      y      s                                                                                                 

                                                                                                        

                                                                                                     

                                                                                                                  

                         

                                   d                                                                  
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         RS2                                                                                        Fig RS3   RS2 

                                                                                           

 

 

 

 

 

 

 

 

 

  

               (s  c   m                          b  d                                       

                                                                                                       ၊               

                                                                              

                                   

                                (spectrum)                                                    

                                                                                      

    RS 2: Montevideo, Uruguay                                                    

    RS 3: Jakarta                                                
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                                                                  ၊                                           (         

Kennedy                                                                                 

                                      ဌ  ၊ M sc w                       Havana Cuba        

                                                               

                                      CNN      ဌ                                               

                       A1 Jazera      ဌ                              (spectrum)                           

                                                             ၊                                                                

                                                                                             ၊ 

                            ၊                                                                                                

                                                                                                                ၊ 

                                                                                                  

                                        

                                                 

 Tablets              Smart Phone                                  Telecom                       

Frequency band                                                                       Frequency band      

                                        

                                                                              ၊ Satellite           ၊ 

                      ၊         (Global postioning system –GPS)           ၊                            

                                                                                      

                                                         Frequencies                                                  

                  ci s                                                                               ၊ 

                                                                                                            

                              AM Radio ဌ     FM                                                AM station 

                                     Frequencies                                             FM         ဌ     
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        cellular operator                                                             ၈   MHz                     TV 

            Frequencies         Cellular Telephone                              ၊                          Frequencies 

                  ၊         Station                      ၊                                      ၊ 

                                                                 This is why these frequencies are commonly referred 

   “  s b  c  f            y”  

                                                          ၊ Modulation       Coding                   

b  dwid           bi      H                                                                                  ( Circuit      

                                  )                                                    modulation & coding 

                              

 ၁၉၉၈           Cloud  Shannan                                                   telephone       

                         b s                                       90s                                  Circuit 

                                                                     Digital                                 

                     analog                                                                                                 

                                    “w i  s s  c s”                           visi   c      s                          

                                    Frequencies                 

 

 

 

 

 

 

  

 

                       Analogue TV Channels                                                        

                   channel                            signal                                                      

channel                                            

                                                                                                    

             (central reservation)                         

                          analogue TV channel                                                       “W i   

S  c ”                     

    RS                           TV Channels           

                                                                        “W i   S  c ”                                                     
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Digital TV                                                               Frequency band        channels 

                          single analogue                    channels                                            

                   

           Analogue TV                                  Digital TV                          “ i i     ivid  d” 

                                          

                   white space                               Frequency (၃)                      

          

 TV                                                                                        

                                                                                          TV channel 

                                             

                                                           Analogous TV                           

(free)                 

                Digital TV                                                 Reclaimed                  TV 

                                                                                                              

                                                                                                  

                  (၂ )        Mobile                                                              

                                                                     bandwidth                 (voice) 

                                    Video                                                                  

                                 

             Telecom Operators                                                              “W i   S  c ”       

                                                                                               (Broadcaster)      

                                                                                                         

                                        

                                                                                

                                                                                                                                

                                                                                                          

                                                                                                                     

(၂ )                            TV                                                                      

                                                                                                                

                                                                                  dynamic              

                                                                                                                    

                                                                                                                       

           band                                                                                          

                 -                                      (spectrum)                            
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                              y  mic                                                                            

                                                                                                   

                                                                                                              

                      ၊                                                                                             

                                                                               IEEE 802.22                                      

                                                                                                          

                        

IEEE 802.22 

WiFi                      (                            ၊                                     )                   

IEEE                                (Wireless Regional Area Network)                                    

                                                                                                    (               

                                  )                                                                             

                                                         50 MHz    800 MHz          TV                     

                                                                                                                “W i   

S  c ”                                                                                                              

                                                          

                                               -                                                                 

                                     

IEEE 802.22          IEEE 802.11 (WiFi)              dy  mic                                           

                                                                                                                         

                                                                                                          

                           ၊      ၊                                                                                   IEEE 

802.22                                                                                                 

                           

                                                                                  (channel)       

                                                                                                                      

                (channel)                                                                     

                                                                                      Database               

                                 

                          (channel)                                                  (channel) 

                                                                      (Base Station)                          

(channel)                                                               (channel)                                 

                      (channel)                                                        
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                      (channel)                                                                       

                                                                                                                 

                                                                                          

                                                                                                                                

                                                                           

                  Database                            Database                                   

                                                ၊                                      (channel)   “ ff  imi ” 

zone                                                                                                           

                                                                                                                     

GPS receiver (         )                                                                                           

                                                                      (channel)                                  

                                               Database                                     

Database                                (                      (channel)                    

                                          )                                  (ADSL – Assymmetrical Digital Subscriber oop, 

Cable, Satellite, or Cellular)                                        Database                   

                                                                        Database                     

                                                                                                                   

US         (  d       mmm  ic  i  s   mmisi  ,                                                   )     

                                      Database                                                             

Database                                                          ၊             ၊                                 

                                   (၁ )                                

                                                                                                      UK     O  OM 

(                                          )     IEEE 802.22                                                  

                                                                                                 Database 

                                                IEEE 802.22                                             

                                               TV White Space     leverage                             

                                                                                                                 

                 

 

 

 

 



79 
 

IEEE 802.11 af 

               IEEE 802.11                                                   TV                      

           (frequency) band                                                                                   

            2.4 GHz band                                                                                

                                                                                                          

                                                      IEEE 802.11 working group                      

                               

IEEE 802.16h 

802.16                (၂ ၁ )                                                                 

               application      (         )                                 application                       

                        protocol                                               5 GHz band                 

                 TV band                                                                            WIMAX ( Wireless 

Microwave Access)                                  

                                        

                                                                                                                     

                         

                                   (channel)                                                           

                                                                                                                       

                                     802.22                                                                          

                802.22                                                                                                   

                            ၊                                                                               

                                                                             two-way                    

                                                             450MHz band      CDMA (Code Division Modulation 

Access) cellular                                                       Argentinian Patagonian            

                                                                                                                

              “        iv  T   f  ic  d      f   - OTE AL”                   COTECAL                    

                                                         (၅ )                                          
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Digital                                                                       TV Band                    

                                                                                                              

                                                                                                                     

                                                                                                           

                                                                                                              

                                                                                                    

                                                                                                                    

                                                                               TV band                                 

              240 MHz    960 MHz                  band                                      

TV band                 Open hardware        RF Explorer Spectrum Analyzer   

                          http://www.seeedstudio.com/depot/rf-explorer-model-wsublg-p-922.html     

                     

    RS 6      Trieste, Italy     2012 ICTP                                                                       

                                  RF Explorer                              2.4 GHz band       

                                          

    RS        f      d EL       , A     i           COTECAL                                                        
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                                 ၊                                                                                   

                        -  

http://www.apc.org/en/faq/citizens-guide-airwaves                          

 

 

 

 

 

 

 

 

 

    RS 6: Albania, Nepal, Malawi       Italy                                  RF Explorer                                                   (Trieste, 

February 2012) 
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၅                    /                              
           (transmitter)         RF                                (antenna)                               

               (antenna)                                                                              (antenna) 

                 (transmitter)                                          RF                          (R  

    smissi    i                                         RF                                                        

                                                           (receiver)                                 (antenna)     

       radio signal                                     (receiver)                             

                                 radio signal                                                                    signal         

                                                                        signal                           

                                       RF                                                             

 

 

                                              dielectric (         )               (insulator)            

                  (conductors)                   bifilar (         ) twin lead                  dielectric     

                              (TV antenna)                                           (         )                  

            bifilar                                                                                                 

    ATL             ၊                                               
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    phase                                                                                                            

                                                                                                              

                                 

 

 

 

 

 

 

 

 

 

 

 

 

    ATL 2 : Bifllar                           

    ATL                                                          
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                                                                          feature                

                                                                                       (2.13 dBi)               half 

wave dipole antenna                

Bifilar                                                                                                 

                                                                                        (internal conductor)     

                                                                                                                    

                          i                                                                                     

                   waveguide           RF                                                       

                 (Cables) 

Coaxial              (          coax ,               axis                                               

                                        Coaxial                                                                  dielectric 

(                                        

Dielectric                                                                               Dielectric     

                                                                                   

                    Coax                                     PVC                                          

              signal                                                                                      
                                                                                                               
                                                                                                                    
                                                                                                                             
        Signal                “ski   ff c ”           

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

    ATL 4 : jacket ၊ shield ၊ dielectric       core conductor               coaxial cable             
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            Coaxial                                 signal                                                      

                           signal                                                                           di                

attenuation                                                       cib  s     m     (d  m                             

signal                                                            signal                                          

         

Signal                                                                                   

                                                                                                           

Microwave                                                                                           

         

၁
  

“                ”  
               
                                                                                                                                  
                                                               Antenna 
                                                  
                                                                                     
                                                                     

၂
  

“                        ” 
                                                                                                                    
VHF                                                                                       Microwaves 
                                                                       

၃
  

RG-58                        Microwaves                                     Ethernet             ၊ CB 
(            H                                                                         

 
  

RG-213 (         ) RG-8                                   CB (           H  
                                                                                                                 
                                                                                         

၅
  

                                                         LMR           (         )           
                                           LMR                Coax                      Microwaves 
                                                                    LMR-400       LMR-600 
                                             Heliax                                                        
                                                                           

၆
  

                     
                                                                                                                   
                                                                                                                
                                                                             
                                                                                                                  ၊ 
                                                                 (         ) 
                                                   

၇
  

                                                                                         
                                                             

၈
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Waveguides 

(2 GHz)                                                                                 

                                                          Waveguide                             

                        Waveguide                                                                              

                                                                                                        

    d y c               guide                                                                                       

                                                waveguide                                    (c  d c   s  

                                                                                                           X dimension 

                                                                                                                       

                                                                                                             

                                        

                   Waveguide   X ၊ Y       Z                                                       

 

 

 

 

 

 

 

 

 

 

 

 

Low cutoff                                                                          waveguide        

                                                                                                                mode 

          mode                                                                 TM (Transverse Megnetic)    

                                                                                                  

                                                                                                                 TE 

(Transverse Electric)                                                                                     

                                                                                               

    ATL                        w v   id         X, Y       Z                
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                mode                                                                                        

    - TE10, TM11                   

                    mode                            guide                                     

                                                                                             mode     d mi     m d  

                            guide                                                                                 

                        (    λ)                         Y               dominant mode                mode 

                                                             (0.5  X)                                                 cross-

sectional                                                                                                           

                                                                                                            

                                                                                               X     

                   guide                 r                  guide                                          dominant 

mode                           

Guide                                      
Cutoff             2X 3.41r 
                    (attenuation)                                    
                      

1.6X 3.2r 

         mode                                                       1.1X 2.8r 
 

            waveguide                                                  ၊                               

                                                      ၊                        (         )                                  

                                           coaxial                                  coaxial                                    

                                   coaxial                                       (conductor)                           

                                                                                                                 

                (coaxial                                                                     (probe) )                 

                                                                                                                

                                    guide (         )                                      mode                     

                                                                                                           

Waveguide                                                                            (                       

                                                                                            ) 

                                                    waveguide                                                     

                      

WiFi                            w v   id                                                            

                           A                    

 



88 
 

Connector           Adapters      

Connector               (cable)                                                  (         ) RF 

                                                                                                          connector 

                               coaxial                               ၊                                                         

                                 - 

BNC Connectors 

BNC Connector         (၁၉  )                                           BNC           connector     

                            Paul Neill       Carl Concelman                                  Bayonet Neill Concelman 

                   BNC                                                                       

connect/disconnect connector              connector            female connector                                          

                                                       female connector                BNC     coaxial       

        (miniature)                                        (subminiature)                 cable termination       

                           (RG-58    RG-179      ၊ RG-316      ...         )      connector                     

                  b s   c   i   E                                                

TNC Connectors 

TNC Connectors         Neill       Concelman                       BNC                                    

                     connector                                        TNC connector         (12 GHz)        

                                 TNC     Threaded Neill Concelman                     

Type N Connector(Neill                                     “N vy”                                  ) 

Type N Connectors                                                  connector         (18 GHz)     

                                                                                                                         

          ၊                             ၊ socket joints                                                    

                                                                                                                     

(agglomerating tape)                            

SMA Connector 

SMA           Sub Miniature version A                  (၁၉၆ )                          SMA connector 

                                                                                     (18 GHz)             

                                             connector                                                                
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SMB Connector 

SMB Connector     Sub Miniature B               subminiature                      SMB     snap-on 

coupling       SMA                                                snap-on connector                b   db  d 

        (4 GHz)                           

MCX Connector 

MCX Connector         (၁၉၈ )                                SMB            MCX                              

                         ၊                                                       MCX connector     

                     SMB     (၃ )                        MCX Series                                       

                                                                                                           MCX     

snap-on connector                (6 GHz)     broadband                             

              connector                         WiFi                                                               

connector                                                                                              (         ) 

                                                                                                 connector 

                                                             pigtail                                  Jumper          

                             pigtail                       connector                                           

                                                    connectors                                  - 

RP-TNC 

TNC connector                             ၊                            

U-FL (MHF               ) 

                                                              c    c             U-FL/ MHF                     

mi i-P I                                        (         )              connector       (N       TNC               )       

pigtail                                                                      

MMCX Series 

MMCX Series     (၁၉၉ )                                      RF connector               MicroMate        

          MMCX     lock-snap                  microminiature connector series             (၃၆ )          
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MC-Card 

MC-Card connector         MMCX                                                                 

connector                                                                       connector              

                         

Adapter                                                                     (         ) 

                                                                              - SMA connector    BNC      

                 adpter                   

                                       connector                                             adapter     

              

 

 

 

 

  

     -                  socket (          ) connector                  N Connector                             

adapter                       

                       connector                   

“                                             ” 

Connector                                                                    connector         

               (         )                                            (                                             )   

                 connector                                                                                connector 

    socket                                                                                                   

         (         )                                                                         connector                

socket           connector                                                             connector      

                                                                            connector                                 RF 

           (           (transmitters)                      (antenna))         connector                                ၊ 

                                                                                             c    c           

connector                               connector            connector                                         

 

 

 

    ATL 6 : N female barrel adapter     
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“               ” 

RF                    connector           adapter                                             connector 

                                                  ( connector             dB                       ) 

“                                  ” 

                                                                                         

                 connector                                            connector                                   

                         connector              U.FL       MMCX         connector                                

                                                “   m”                                                            

              (2.4 GHz)                     BNC                           N Type connector              SMA ၊ SMB ၊ 

TNC                             

             connector                                                                                   

                                                 connector                                                

connector             (                     )                 connector               ၊                         

                                                                              

                                      connector                                 (    )                  

                              (                                                                                               

                                                ) 

Connector                                                                                       

                                                                                                              

             connector                                                                                                   

                                                     

                                                                                                     

(antenna)                           -                                                    RF signal         

                                                                                                      

                                                                                             ၊                          

                                                                                                         

                           band                                                                                        

                                                                                               ၊                            

                                                         (transmitters)                                     

                                                                                                                  

                                                                                                       

                                 signal                                                                           

                                                                                                              

                                          (radiation pattern)           
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                       (Input Impedance) 

                                                                  ၊                                  

                                                                                         Transceiver       

                                                                  (  Ω                                

                     (  Ω                                                                                           

                                                                                                                       

                                     

                 (Return Loss) 

                                                                                                                 

Pr                                                                          Pi                      dB              

logarithmic           - 

Return Loss (in dB) = 10 log10 Pi/Pr 

                                                                                                    (Return Loss) 

                                                                               

           (Transmitter)                                                                                    

(Transmitter)                                                        (s   i    y w v                            

                                                                                    S   di   W v  R  i  ( SWR  

         

Return Loss (in dB) = 20 log10 (VSWR+1 / VSWR-1) 

                                                    VSWR     ၁          

                             VSWR     ၂                                             
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Bandwidth 

                     bandwidth                                                                                   FH - 
FL                                bandwidth                                       Hz                              gain 

  3 dB                gain       (         ) VSWR     1.5                               Bandwidth     band 

                                                      

Bandwidth = 100 (FH – FL) / FC 

               FH     band                         ၊ FL     band                              FC                 

                   

                bandwidth                                            bandwidth                                

                                                           

                                            bandwidth                             

Directivity       Gain 

Directivity                                                                                       

                                      (    )                                                                            

                                                 

                                                                                                  

                                                                                   Directivity                      

T   sc iv                         mobile application                          Transceiver          

                                                                                                                         

Om idi  c i                                         application                   

Gain                                             watt (         ) ohm                                   

                          

Gain                                                             

                                                  - is     ic                      half-wave dipo   

                           

Is     ic                                                                                  is     ic 
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                                                                                                         is     ic 

                                       

                                                                                                    

                                                            

                                                gain                                            

                                                                       is     ic                                   

                                     

                            gain                       boresight                                               

                gain                                                              gain     is     ic 

                                   (3 dB)        (3 dBi)                        f-w v  di                       

                (         )                       band                                                                          

                                       isotropic                  half-wave dipole                              

                            gain                                    isotropic      half-wave dipole       

               

 i                                     (3 dB) gain                          (3 dBd)               half-wave 

dipole     (2.15 dBi) gain           dBd gain      (2.15)                      dBi                   

                                                        gain                              

                        (standard antenna)                    gain                                                 gain 

                                

                            

                           (                                                                

                                                                                                                   

                                                                                                 

                                                

                                                                                                              

                                                                                                      

                                                        (         ) polar                                   

                               -   m       i                                                                   
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Polar coordinate                                       

Polar coordinate                                                                                                 

(         )                                              gain dB                                                 

(0 dB)                 

                                                                                                 

                

    ATL 8           m       i                 polar                     

    ATL        i                                                                                               
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                                       (far-field)                                       (radiation field)           

                                                                                                                

                                                                                                     

                                                                 - 

rmin = 2 d 2  λ 

                           rmin                                         ၊ d                     

                           λ                         

 

 

 

    ATL        i                 P                                          



97 
 

Beamwidth 

                     beamwidth           half-power beamwidth                                      

                                                                                                       

                                                                                            beanwidth    

                          decibels       (-3 dB)                                                               

beamwidth     (3dB) beamwidth                            b  mwid       ၊            beamwidth    

                      

                                  sidelobes                                                        directive       

gain     beamwidth                               beamwidth           gain           

Gain                                                                beamwidth                          

                                                       beamwidth                                   

                                                                 

                                                                                               

            beamwidth                                                                                                

                                                                                        

                                                        ၊                                                

                                (downtilting)                                                                     

                   i   d                 b  mwid                                                                 

                                                                                                                             

                signal   phase                                                                                          

electricity downtilting            

Sidelobes 

                                                                                                              

                                                                                                                

                            sidelobe                                   lobe    dB down                                

                          gain       sidelobes                                  
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Nulls 

                                            null                                                    

                                di  c ivi y                                               null              null     

                                                  signal                                                          

Polarization 

Polarization                                                                                          

                    polarization                                               

                                        ၊                   i              

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                              polarization                 polarization                                   

                                         

    ATL 9 :                                                                                                                        
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                             polarization                                                            signal 

                                       i   i                                          Polarization                    

                                                          polarization                                       - 

linear polarization       circular polarization              

Linear polarization                       vector                                                            

                                                              ၊                                      ၊           

                                                                                                       

           polarize                                                                           

                                            

Om idi  c i                                                      polarization         

                                            polarization                                          

                    (man-made interference)                                

Circular Polarization                       vector                                                                    RF 

cycle                                                                                                 

                          i   i                 RF                                              

                                    

Polarization Mismatch 

                                                                                                                    

                                                             (spatial orientation)                

                                  (polarization sense)                 

                                                                                          (polarizatoin) 

                                                                                                                   

                                                                                                                        

                                  

                                                                          i     y      i  d             

                                        polarization                                                              

                       polarization                                              

Loss (dB) = 20 log10 (c s θ  

              θ                                      i   i                                  

၁၅                                       (0.3) dB ၊ ၃                     (1.25) dB ၊  ၅                    (3) dB 

                         ၉                                                          
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                                                                                   polarization 

                                                                      

              polarization                (၉ )                                                            

                      Yagi       can                                        (၉ )                                      

                polarization                                

Polarization                       point-to-point                                                    

                                                                                                                 

(monitoring tool)                                                             signal                             

                                                                i   i                                                 

                                                                                                             

                                                                 

          signal                                                                                  polarization 

                                                                                                              

                                                                         signal                    

                                                                                                                           

RF connector                                                                                              

                                                                    cross polarization                     

                                             

Front-to-back ratio 

Front-to-back ration     di  c i                         front-to-back                                   

             

Front-to-back ration                                           directivity                                 

                directivity                      

     -                                         dB                                                  

                                                                                  (၁၈ )                 

                                           front-to-back               d                     

                     m idi  c i                                                              

                signal                                signal                                           

                                           repeaters                                             
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                        (Antenna Aperture) 

                                                       (Aperture)                                              

                                        b  ic                                                                  parabola 

grid           solid paraboloid                         aperture                                                      

aperture     gain                    

                   aperture                                                                  

                 

              aperture                                                                 

                                                                                                               

aperture     gain                                   

                               

                                                                                         

                           

 HF                                      VHF                                                         

                                                                                                           

                                                                                                                                    

signal                                                                                                      

                                                                                                        

                      (2.4 GHz)       (5GHz)                                                                      

(2.4 GHz)                  (၁၂.၅)               (5 GHz)                  (၆)                   

Directivity 

                      omnidirectional ၊ sectorial       directive                    Om idi  c i     

                          signal                                                                    (၃၆ )                  

                                                       m idi  c i                                      dipole       

ground plane              S c   i                                                                              

                      (၁၈ )                      (၆ )                          

Directional (           di  c iv                                             S c   i                     

                                                                    gain                                               

               

 i  c iv                                  Yagi ၊ biquad ၊ horn ၊ helicoidal ၊    c                 ၊ parabolic dish 
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                                                       parabolic dish ၊ coffee cans           

                                       (2.4) GHz WLAN                                                

                                                                    

Application 

Access points         point-to-multipoint                                                

                                                  (backbones)         point-to-point                

                                                                                                                     

Multipoint Access                   node                                                                      m i 

                                                                                               S c   i   

                                               point-to-point                                            

                                                

 i  c iv                             Application                           2.4 GHz                 

                                                   ၊                                                     

    ATL                                    
    ATL                                    
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¼ wavelength ground plane 

 ¼ wavelength ground plane                                            ၊                                

                                                                                                  

           polarized signal                                                                       active element       ¼ 

wavelength element             (၃ )         ( ၅)                         ¼ wavelength ground element        (           

                    element        ground plane              ၊ radials                      

 

 

 

 

 

 

 

 

 

 

 

 

 

  

                                           signal                                                         

                gain     (2 – 4 dBi)             

 

 

 

 

    ATL              w v             d                         
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   i-Ud                 

       Yagi (         ) Yagi – Uda                                                                               

                       element                Yagi   driven element (         ) active element        f-w v  di     

                centre-fed                 

Driven element                                                         (0.2)    (0.5)     reflectors       directors 

(         ) passive element                       (         )                                  

Reflector     driven elements                       half wavelength                         Director 

    driven elements                      half wavelength                              Yagi      reflector            

director       (         )                      

                                                         driven element    director            

                                                                                                                      

                                                                        Yagi      director                   gain 

                     

                     director ၅         reflector ၁                 i                               i 

                                                             radome                             

 

  

 

 

 

 

 

 

   i                                      Point-to-Point                                 (10 – 20 dBi)     

gain               beamwidth     (၁ )         (၂ )                  

 

 

 

    ATL 12 : Yagi – Uda     
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Horn 

H                                                                                          

                                   ၊                    ၊            (         )                        

                                                 horn                               

Waveguide                                                                          coaxial cable           

                                                                                                        

Horn                                                                                                   

                                                                        

 

 

 

 

 

 

 

 

 

 

 

 

H                          dish antenna          active element                       horn     dish 

reflector                                            

 i                    (         )                                        H                      

              dish                      dish reflector                                                            

(2.4 GHz)                                                                          (10 dBi)     gain         

 

 

    ATL 13 :                           horn                                   
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Parabolic Dish 

Parabolic reflector                                                       gain                  

                                  di  c iv                                      

                    gain       directivity                                                                 dish 

                                                               

Randomes                                    (         ) windage                               

                                       

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

(၁)                  dish         solid material                            

          ၊                                                                                             

                        

    ATL      s  id dis                    
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Windage     dish                                                                                        

                                    dish   reflecting                                                             

                           front-to-back                                                    

                                        ၊            ၊        ၊                                

                                                                    

BiQuad 

 i   d                                                       Point-to-Point                    

              directivity       gain                                                                       element       

                 ¼ wavelength             reflector                 (                                    beamwidth 

    (၇ )                  gain         (10-20) dBi                   s   d-                           

                  Parabolic Dish                                                           

                polarization                                                                        

                                   i   i            

 

 

 

 

 

 

 

 

 

 

 

 

 

 

    ATL 15 : BiQuad     



108 
 

L   P  i dic                

L      i dic                              band                                           gain                

                                 spectrum analysers                         channel (2)    channel (14)     

                                                                                                                

                                                                  White Space                                    

 

 

 

 

 

 

 

 

 

 

 

 

                         

                                                                                                

                                                                            

Sector (           S c   i                  :  : cellular telephony infrastructure      

                                                                          (         )                pharsed dipole 

                           (reflective plates)                                   bandwidth     (၁၈ )          

           (၆ )                                          bandwidth                                         

  m  si                    :  :                       bandwidth             

                  Sectors                             (m   is c   i                 )    

Panel (           P  c                  :  :                                        panel 

             (23) dBi     gain               

    ATL     L      i dic                
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Parabolic                                                                                              

                                                                                    dish                      

                                          dish                                                                 

        (         )                                                 

F = D2 / 16 c 

Dish            D           parabola                                    c               

Dish                                                                                               

                              Beamwidth                  gain       beamwidth                                      

Gain =  ((3.14 D)2   λ 2) n 

   mwid   =     λ     

Dish            D             n                                                                   

            Dish                                                                                        

                                            Dish                                 Gain               (          )  

6dB                                   dish                                     signal                 12 db 

                                                                                                    

                 (၅ )                                

              f / D ( focal       / dish                 )         Dish                                     

                                                       Dish                                              

                        beamwidth                                              focal length          Dish 

                                                                                                                 

      focal-plane dish      (0.25)                                   dish                                               

        

Dish                                                    gain                                      sidelobes 
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Amplifiers 

                                                                                            (power)     

                                                                                                                                      

                             (power amplifier)                           DC                                 signal     

                 Amplifier                         (transmitter)                      (antenna)       

                                                                              

Amplifier     (2.4) GHz                                                                 (W   s  

                                                                                                                  

                                                     signal                                                                  

                                                        signal                                                  

                            amplifier                                                                  

                                      

                               (power amplifier)                                              

                                       (power amplifier)                                              

                           

 Amplifier                                     bandwidth          (2.4 GHz)                       

Wi–Fi application                                                               

 Amplifier              Directivity                                 gain                                            

           signal                                                                                                  

                      Amplifier                signal                            signal         

                                                                                                  

             

 Amplifier     band                                                                    

                                                                                                 

                                                                                           gain     

                                                                                         

                                                        

 Amplifier                                                                                                                     

                                                                         signal            

                                                                                  

                                   amplifier                                                        
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                        band                                                                      

      amplifier                                                                                       

                  built in amplifier               Wi i                            version         (2 GHz)        

(5GHz)                                                

    built in amplifier         external amplifier                                                     version         

                                                                 application                                            

gain                                                                                 

                                 

WiFi                        (2.4 GHz)                                                                  

                                                                 ၊                                                  

                        gain                                                                       

                                                                                                      

                                                                      

                                                                                                    

                                                                                                                 

                 

                                                   - A                                             

                                                                           

                              

                                                                                             

             (installation)                                                                        

                                                               

Anechoic chamber                                                                                     

                                                    (false reading)                

                                                                                                      

                                                                             (377 ohms)          dipole 

element                                                                                 
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                                                         (radome)                                radome 

                                                                                                            

                                                                                      

                   (Detuning)                                                                          

                                          (                                                   bandwidth         

            )                                                                         

                                                               

                                                                                                               

s  id     b  ic                       radome                    ၊ corner reflectors                

                              ၊ grid parabolics                                                   

 

 

 

    ATL          b  ic   id                                              
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၆                               

                                       ၊                          Platform                          

                                                                                                 

                                                                                                        

                                                             

                                                                                            

                        

                                                                                         

                                                                                                              

                                                        Roaming                      Laptop           

                                                                                   

                                                                protocol                               

         TCP/IP                                     

TCP/IP                                                                              

                                                        (configuration)                                    

                                                                                                (Deployment 

Planning)                                               

TCP/IP                                                                                            

protocol                                       

TCP/IP                                                                                      

                                                                                                  

                                                    numbering system         IPv6          

                                              

IPv6                                                                                       

                         IPv6                         ၊      IPv4                                            
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   ic                                                                                                      

                                                                                           

                                                                                                            

                  (၆)              (         )                                                               

                                                                                                             

                                                                                                     

                                            

                             papier-mâché                                             

                                                                  S. Polo, Venezia     Studio                      London, 

United Kingdom                                                                                              

                                  

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

    NG 1 :                                       
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                                                                              (tourist)             

                                 

             ic                                                                                

                 ဌ                            

                             Italian             ဌ                        UK               

                                   (import)                             H      w                          

                    ဌ                     L  d                        ဌ   ၊                     (    is               md   

                                  ဌ                            

                                                    ဌ     van                                                   

                                                                                                                       

                                                 (    is                                   studio           

                                                        

                    md                                ဌ                                                 

                                                                        S.Polo, Italy    Camden                    

                          

                                                                                              

               ic                                           L  d                                             

                                                                                         ဌ                         

        

                                                          (routing)                                   

message          packets                                 packet                     (source)                        

(destination)                            

    packet                                                                                Router        

                 

Router                                                              - Local                        

                       ၊ Local                                                                  ၊             

            Gateway                                                                                          

                       Routing Table            

Packet         Router                                              Routing Table                        

                            

      packet                                                  Router                             Internet Gateway 
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                            Router        packet                                            

                    

Packages                                      (International postal system)                          

                                                                       Packages                                  

        (addressing scheme)                              

    - package                                                                                 

                (                    ၊          ၊           ၊                                         (postal code)) 

                                                                                   package                 

                          (                                                        packet                       

                    addressing scheme                                                                             

                                       

                                                                                         

                                                              

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

    NG 2 :                   

Packets                                                  Router                                      
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                                            (Cooperative Communication) 

                                                                                        

                                              ၂                                                  

                                                                                          protocol     

                

                                                                                            

                                       (          microphone                -                 )                     

                                                                                                           

                                                                                                          

                                                   

                               protocol                                                       

                                                                                                              

                                                                (communication frameworks)            

                                           OSI model             

The OSI Model 

Open Systems Interconnection (OSI)                                         International Electrotechnical 

Commission       International Standards Organization        ISO/IEC 7498-1                               

        ဌ                                             http://standards.iso.org/ittf/PubliclyAvailableStandards/.      

              ISO/IEC 7498-1:1994                     OSI model                                      

                                                                                                                      

                                                                                                            

                                                                          (     - ubiquitous TCP/IP stack        )  

                                            protocol stack                                        

                                            OSI model                                protocols      

                                         (“j b”                                                     

                  OSI model                                       

ISO/IEC 7498-1                                                                                          

                                                               dw                        (                    

                  ) ၊ s f w                                                                                  

                                                                                     protocol stack 

                                                         

                        A                                                                    

           B                                                                      (                            

                                             ) 
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OSI                                 (၇)                                                          

     
         

                                       

7 Application Application Layer                                                              
                                                                       
             HTTP, FTP       SMTP                 Application Layer                 
                                   Application                                

6 Presentation Presentation Layer                   Application                               
                                                       HTML, MIME           
                          ၊                                              (data 
compression)၊                                                (formatting check) ၊ 
                                               (byte ordering)                

5 Session Session Layer     Application                                          
                            RPC     Session Layer                          

4 Transport Transport Layer                                                           
                                                   Protocols           TCP, UDP       
SCTP                               Protocol     (     - TCP)                     
                                                                   
                     ၊                                                              
                 UDP                                protocol                
              ၊                                                         
                                    

3 Network IP (Internet Protocol)                   N  w  k L y                           
                                                      
            (packets)        local                                         
                                                  
                                                      ၂                   
                  Router                                                       
                IP                                            Network Layer Protocol 
    I MP          IP                                                             
                                    message                          c           
            Internet Layer                 

2 Data Link ၂    (    ) ၂             node                                                  
                               (     - hub                                       
                       ၊         radio channel                         
                                         ) Data Link Layer                               
Data Link Protocol         Ethernet ၊ Token Ring ၊ ATM                                
             Protocol      (IEEE       A   G          Data Link Layer            nodes 
                                                                          link-local    
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                      Media Access Control(MAC) layer                           
Ethernet                node         MAC address                            MAC address 
                    48 bit                                                         
                                                          

1 Physical Physical Layer                                                                     
OSI model                                                    AT                    ၊ 
                     ၊                   (    )                                   
                                                             ၊                                         
RF                                   Physical Layer                              

 

OSI model          (၇)               (၇)                                                        

                                                                                                                         

OSI model                                            (၁)                                       (၇) 

                                                                                            

                                                                                              (     -            

( )                                        (၅-၆-၇)                                                     ) 

                                                                         

         ၃            Physical ၊ Data Link       Network                        ("on the network") 

                                      ၃                                                       

                 ၊ switchs      ၊ Routers                                                                       

             switch          MAC addresses              packets                                                    

                       (၁)                  (၂)                                                         Router        

         packet           IP address                                                                   (၁)    (၃) 

                                 web server       (    ) laptop                      Application            

                                (၁)    (၇)                                                                        

                                                                    Router                    ( ) 

                  ၊            (၅-၆-၇)                                                                    ck   

                                             (     - website        ၊                             

                                                 

OSI model                                                                                              

                                                                                                  

                                                                   ၊                                         

                                                                                                    

               ၊                                                                             OSI model     

                                                TCP/IP                             ၊                            Session      

      Presentation                                                         Internet                

                     OSI model        (၅)                                                                      
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TCP/IP Model 

OSI model                   TCP/IP model                                                               

                                model                                                                 

                                        

                 TCP/IP                                                             TCP/IP      

                                                    

TCP/IP model                                           (၅)                 

                        

5 Application 

4 Transport 

3 Internet 

2 Data Link 

1 Physical 

 

OSI model               (၅)               (၇)                TCP/IP model                           

A   ic  i   L y                       ( )        model ၂                             

                                                     ( )                        application             

                                                              

                                                                                                    

      ( )     TCP/IP                                  (hosts)                                                      

           ( )                                          Application                                     

                                TCP/IP                                                                          

                                  m d              

                                                   TCP/IP model                              

TCP/IP model                                                                                           

                                                                             (Physical Layer)              

                                 (Data Link Layer)                                                          

                                                    (Internet Layer)                                               

(Transport Layer)                                                                                             (Application 

Layer)  

                                                                                                            (၅) 
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"Please Don't Look In The Attic". 

                 -  

P   s  = P ysic  ,    ’  =      Li k, I  = I       , T   = T   s    , A  ic = Application 

Internet Protocols  

TCP/IP                                                            protocol stack                    

                      T   smissi           P    c   (T P    d I        P    c   (IP           Protocol                

                  protocol                         TCP/IP     Internet Protocol                           

TCP/IP model              (၃)       ( )                                         

                                               IPv4                                           

                (၂ ၁၂)            IP protocol                     (၆) (IPv6)                     

                        (၂ ၁၂)                                                                IPv6     

                                   (user experience)            

                          Application      (     - Skype in 2012)                       IPv4     

                                                                                                                   

                                                                          IPv4                       

                                       

Address             (width)         IPv4       IPv6                                      Data Link Layer 

(Wi i, E                     Transport Protocols (TCP, SCTP,UDP...)                                            

           IP                                                                           (version)          

                   IPv4       IPv6                                                                    dual-stack 

                  IPv6                             (၂ ၂ )                 dual                                 

                                                             

 

 

 

 

 

 



122 
 

IPv6 Addressing 

IPv6 address         bi                        hexadecimal                                        

                32 bit    (    ) hexadecimal 4                              ’                      hexadecimal 

                          (      c s                                                  (  w              

                IPv6 address                                      

2001:0db8:1234:babe:0000:0000:0000:0001 

2001 0db8 1234 Babe 0 0 0 1 
 

Address                                0                                       0                     

                 

2001:db8:1234:babe:0:0:0:1 

                                Address                                 0              ::’                         

2001:0db8:1234:babe::1 

IPv6 addresses                                        … 

 ::1 (0000: 0000: 0000: 0000: 0000: 0000: 0000: 0001)         node        packet                      

               loopback address                  

 :: (all zero)         global address            undetermined address                 

IPv6 Prefixes 

                     (    )                        IPv6 nodes         IPv6 address                   

                IPv6 prefix                                    local                     64 bit                    

               IPv6 address      IPv6 prefix                           

2001:db8:1234:babe::1 

2001:db8:1234:babe::1/64 

Prefix address                  prefix       interface identifier (IID)                         

2001 0DB8 1234 BABE 0 0 0 0 
Prefix Interface identifier 

 

LAN               ၊ WAN              prefix               bi                protocol                       

                        LAN (      WAN        node                    prefix                       IID     
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                 postal code                                              fi                        II           LAN 

                WAN                prefix                                                                        

                              IID        prefix                      prefix                             

2001:db8:1234:babe::/64 

IPv4 Addressing 

IPv4             address     (32) bit                                                 (8) bit                   

                               i ds                         IPv4 address                 - 10.0.17.1 ၊ 192.168.1.1 

(         ) 172.16.5.23                          

                   IPv4 address                        0.0.0.0                                             

                   IPv4 address                                 (255 x 255 x 255 x 255 = 4,228,250,625)   

                                                                                                                

(host)                                     

               IPv4 address         -  

 127.0.0.1     loopback address                     (IPv6    ::1               ) 

 0.0.0.0               (unspecified) address                     (IPv6    ::               ) 

IPv4 Subnets 

IPv4 address      subnet mask (network mask (         )                              netmask        

         )                                    (host)                                                                         

         subnet mask     IPv4 address                                                            - 

255.255.255.0           netmask                                                               (Network 

Interface)                    ၊                                                                              subnet mask 

        CIDR                                                                                     bits             

                                        (f  w  d s  s                              

           255.255.255.0     /24                                        CDIR     Classless Inter-Domain Routing   

               RFC1518                   

Subnet mask                                                            /24 netmask          

                               (host)       (8) bit                       (32 bits total – 24 bits of netmask = 8 bits 

for hosts)                             (  s    dd  ss        (၂၅၆)                     (28 = 256)                  (.0 

          00000000)     netwok address                            (.255            11111111)     broadcast 

address                  

                 (254) address                     host address                          
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Subnet mask     32 bit IPv4              AND                                    

Binary           1 bit         network address                    0 bit     host address            

           logical AND         bits                                                      bit                                

                                                     

                 bit             binary AND                                                     

 
 
 
 

 
 
 
 

 
 
 
 

 
 
 
 

 
 
 
 

Bit 1 Bit 2 Result 

0 0 0 

0 1 0 

1 0 0 

1 1 1 

 

Netmask     IPv4                                                    address         binary                 

netmask     255.255.255.0        bi         ၂              

255  255  255  0 

11111111. 11111111. 11111111. 00000000 

Netmask     IPv   dd  ss          10.10.10.10                           bit                  logical AND       

network addres                            

10.10.10.10 : 00001010. 00001010. 00001010. 00001010 

255.255.255.0 : 11111111. 11111111. 11111111. 00000000 

-------------------------------------------------------------------------------------- 

10.10.10.0 : 00001010. 00001010. 00001010. 00000000 

                                             

               host 10.10.10.1    10.10.10.254                   10.10.10.0        w  k  dd  ss       

10.10.10.255     b   dc s   dd  ss           

subnet mask         address            (8) bits                                   address          

255.254.0.0 (           CIDR /15 )            subnet mask                       10.0.0.0    10.1.255.255            

131072           address                              (block)              
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address                                              - 256 address                 512 subnet             

                                        –                                 10.0.1.0 – 10.0.1.255 ၊             

10.1.255.0 – 10.1.255.255                                65536 address                 (         ) 16 address   

8192                                                                                                              

                                                                                     (၂)                          

                 subnet              

netmasks                                                     netmasks         - 

CIDR Decimal # of Hosts 

/30 255.255.255.252 4 

/29 255.255.255.248 8 

/28 255.255.255.240 16 

/27 255.255.255.224 32 

/26 255.255.255.192 64 

/25 255.255.255.128 128 

/24 255.255.255.0 256 

/16 255.255.0.0 65 536 

/8 255.0.0.0 16 777 216 

 

CIDR                                             IPv                                              IPv4 

address           network adress       broadcast address                                   

                     subnet mask                A/8         (255.0.0.0   netmask         )     Class A 

                      A/16 (255.255.0.0)     Class B ၊ A/24 (255.255.255.0)     Class C                 

                                         CIDR                                                  

                                                               

                        IPv6                                IPv4                                      
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         IP Address (Global IP Address) 

                                                     IPv6       IPv4 address           IP addressing 

                                          

IP address                                                                                   

                       IP address                                                            router         packet      

                                                                                     

 

 

 

 

 

 

 

 

 

 

 

 

 

 

IP address                                                                               (global routing) 

                                                                                                                         

                                                                                           address                 

                          

                                                                address                             

                    (         )                                                                               

                 address                                          subnet (         ) prefix            

                  address                       address space                 

    NG 3 :              IP address                                             global routing                  

             2001:db8:1::2     web page                                server                       
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IPv4       IPv6 address         Internet Assigned Numbers Authority (IANA, http://www.iana.org/)    

                  

IANA     address space                     subnets                                 subnets         

                                                                         regional Internet registres 

(RIRs)                                                        IP address         ISP            RIRs          

                          

         ISP              IP                                                                  

                                            ISP    IP address                    

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

    NG 4:          IP address                                                                Regional Internet Registrars       
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RIRs          - 

၁) African Network Information Centre 

 (AfriNIC, http://www.afrinic.net/) 

၂) Asia Pacific Network Information Centre 

 (APNIC, http://www.apnic.net/) 

၃) American Registry for Internet Numbers 

 (ARIN, http://arin.net/) 

 ) Regional Latin-American and Caribbean IP Address Registry 

 (LACNIC, http://www.lacnic.net/) 

၅) Rèseaux IP Europèens  

 (RIPE NCC, http://www.ripe.net/) 

ISP                                                IP address space                RIR            

                      

                       (registry system)     IP address                                                   

                                         

IP address                                                                            packet      

                                                                             

                  packet                             routing           

               IP address      (Static IP Addresses) 

               IP address                                                                       

               IP address                                                  address                   

                server       address                            DNS mappings                                                

                                                                             (Email            ၊ web 

server                         )   

                                                                  (         )                        

               IP address            ISP                                    

 

 

http://www.afrinic.net/
http://www.apnic.net/
http://arin.net/
http://www.lacnic.net/
http://www.ripe.net/
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                        IP Address (Dynamic IP Address) 

                                                                      node              dynamic IP address 

        ISP                         dial-up                                                                  ၊          

hotspot      laptop                                            Dynamic IP address                   

Dynamic Host Configuration Protocol (DHCP)                          (         ) Point-to-Point Protocol 

(PPP)                                                                   Dynamic IP address         

                             

DHCP                 IP address                                                                  

                    (interface)                                           IP address         ISP             IP 

address pool                                                                                   DHCP               

               IP address                              (                    )                      

                                         DHCP     IP address                                   

                                           IP address                                     IP address pool      

           address                             

DHCP     IPv4       IPv6                                           IPv6                                    

address                                                 Stateless Address Auto-Configuration (SLAAC)        IPv6 

                         host            router                                      

Router                                            router advertisement (RA)                                

                             64-bit prefix                                       DHCP server                    

                                        64-bit                       (                          MAC address        

(         )                                    ) ၊ RA       bi     fi                 128-bit address      

              ၊             64-bits IID                                            

IP address                                        (ISPs)                           

                                                    IP address                    

                               

                                                         address                           

                           IP address                                                                 

IPv4 address                              

                               (ISPs)                           IP address                           

                                                                                     IP address 
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           IPv4 address      

(၂   )                        IPv4 address                         IPv6 address              

                 

                                                                                                          

           IPv4  address                        .                                                                

                                                 servers                                             address 

                          

                .                                                                                                  

address space         IPv4 address                                 

           IANA                                      address space     (၃)       - 10.0.0.8/8 ၊ 172.16.0.0/12       

192.168.0.0/16               

     address (၃)        RFC1918                           address                        

                                  (         )                                   numbering scheme              IP 

address                                     

                                                                                                        

IP address                           

 

 

 

 

 

 

 

 

 

 

 

 
    NG 5 :                                     RFC1918            address         global Internet                        
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         RFC1918 address space                                                                 

                          address                                                            

                             10.0.0.0/8 address space                         Class B         

(10.1.0.1/16,10.2.0.0/16,etc)                               

Address     (block)                                        (               ၊         ၁ ၊         ၂ ၊                

                   )                                                      

                                             (network administrator)                                Class C 

                      (         )                               (block)                                     

                                  (                                      ၊                           

VPN)                                                                                             

                                                               

                                           (ISP)                                   address      

                          address                                            

           address                                                                             dd  ss       

                                                                                                       

                                                                                        address                   address 

                                                        

                                       Network Address Translation ( NAT)                           

                                                                            (    w y           

NAT                                                                  

                    IPv6 address                               IPv6 address                      

                                                                               Unique Local Addresses (ULA)           

              

                                       

HA ၊ HB       HC       host                                                      

            IP address A ၊ B       C                                          

Host                  subnet/ prefix                             

Host           Local                                                   MAC address                   
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Host                 IP address    MAC address                  mapping                            

                                             MAC address     IPv6       Neighbor Discovery Protocol (NDP)         ၊ 

IPv4       Address Resolution Protocol (ARP)                                         NDP       ARP               

                                            

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

NDP                    node A     host                                                                    

“IPv       db           MAC address                      ?” 

Node C          IPv6 address                               (Neighbor Solicitation (NS) )     

                MAC address                         (N i  b   Adv   is m    (NA  M ss                   

            

 

 

 

    NG 6 : IPv6 node A, 2001:db8::1                                2001:db8::3 (2001:db8::/64 prefix)                      

                        2001:db8::3   MAC address                              
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ARP                    host                                                      

“ IPv    2.168.1.3       MAC adress                      ?” 

Node C     ARP            IPv4 address                                MAC address     

                    Node B         ARP                                                    IP4 address          

address                                                                IPv4 node   IPv4 address             

              IPv6       NDP                       

ARP                                                                                     IPv4 node 

                           IPv6     host             CPU                       NDP       host                

                            

 

 

    NG 7 : IPv4 node A, 192.168.1.1     subnet (192.168.1.0/24)              192.168.1.3                                              

192.168.1.3   MAC address                                        
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                      IP                                  (IP Routing to Non-

Neighbours) 

 

D ၊ E       F       node (၃)                                                           node (၃)        

2001:db8:2::1 ၊ 2001:db8:2::2       2001:db8:2::3       IPv6 address                               

                     /64                                                       range                

Host (၃)                                                                   (        NDP          IPv6 address 

        MA   dd  ss                     MAC address            packet                  ) 

    node G                               

Node G                                 (Network Card) (                         (Interface)        

        )                                                                                  eth0      IPv6 address 

2001:db8:1::4                   eth1      2001:db8:2::4             node G                                     

(link-local)     node G     packet                                                              node G     

                     packet                                      Router (         ) Gateway           

         A,B       C host          D,E       F host                                                

Node G                                                  host G                                            

                                                    - host A    C        2001:db8:1::4                        

                                  

Linux                                                   command               

    NG 8 :                      IPv6                
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#ip –6 route add 2001:db8:2::/64 via 2001:db8:1::4 

         host D    F                      

#ip -6 route add 2001:db8:1::/164 via 2001:db8:2::4 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Node A                   NG 9                                   

Host G        IPv6 address                                                                      

                     link-local                                     

IPv6     2001:db8:2::4       link-local                                  Host A     2001:db8:1::4 

(nodeG)                             2001:db8:2::4                                                  

         hop       address         global address (2001:db8:2::4) (         ) link-  c    dd  ss (f     …  

                                                address         global address                                    

           

IPv6      router G                (solicitation)                                                     link-local 

address                                                                     node            stateless auto-

    NG 9 : node G                            router                         

      host                                        (static route)                    
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configuration (         ) DHCP                                                        NG-10                       

router   link-local address                                                   

 

 

 

                           hop                                                                        

                                                                                                                  

                                                                                    

                                                         (       gateway              )    

             routing entry              

Router                                                 packet                         default gateway 

                          

Default gateway                                                                    ISP            

                              

Default gateway                  Router                       NG 11                        NG 11      

               router G                       (routing table) (                                               ) 

    NG 10 : node G                            router                        host         stateless address autoconfiguration     
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                      Router G                                                     2001:db8:1::/64       

2001:db8:2::/64                     ::/0       host                                                        

Node                                                                                              

                                                NG 11                       eth0                    ::/0 

(               0)                           2001:db8:1::1 (               /64)              

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                    OS              link-local                                                            

                 router                                                          

Host A     Host F        ck                          Node G                          Node G     Host F     

                         (routing table)                        host F                                           

         

              Host G     Host F   MAC address                       packet     Host F        

                   

                                                                      

                                                                                                                

                              dynamic routing protocol           RIP ၊ OSPF       BGP              

    NG 11 : node G                     r            Internet router                     
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Dynamic routing                                                                                  

                                     F                                       

IPv4                                                         NG 12                       

 

 

 

 

 

 

 

 

 

 

 

                                                                  dual-stack                 host            

router                  IPv4       IPv6 address                            Node          IPv4                      IPv6 

                                          

                      N d  G                                        - 

# netstat –rn –A inet6 

Destination  Next Hop If 

2001:db8:1:/64      ::  eth0 

2001:db8:2:/64      ::  eth1 

::/0   2001:db8:2::1 eth1 

# netstat –rn –A inet4 

Destination  Gateway  Genmask  Iface 

192.168.1.0  0.0.0.0  255.255.255.0  eth0 

    NG 12 : node G              IPv4                    I        R               
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192.168.2.0  0.0.0.0  255.255.255.0  eth1 

0.0.0.0   192.168.2.1 0.0.0.0   eth1 

IPv4               address                       (NAT) 

               host                                        address (private address)                             

                                 IPv4 address                                                                       

address                       (         ) NAT           

NAT           Router                 Packet                                         packet       address     

                                       

                          RFC1918            address range      IPv4 address                             NAT 

R                                                                             IPv4 address        (                 ) 

                 

NAT Router     global address         private address                                                          

        packet   address                                                                          

                                    software (         ) driver                                               

                           

                  NAT Router     default gateway                                           packet             

                                

NAT Router                                packet       address                                global 

IPv4 address                                                                             

                 

NAT                                                                                                 

          Router                              server                                                 

           address space                                                                       application 

     ( IPv        Voice        VPN software     )     NAT                                                   
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                                       (                       (two-way communication)                

         ) (         )                                                                                          

                              RFC1918 address                                     

NAT     firewall                                                                      firewall               

                                                                                                website            

                                               (                                            software 

        malware         )                             

 

 

 

 

    NG 13 : NAT     IPv4 address          internal host                                                                            
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Internet Protocol Suite 

                                                                (intermediary machines)              

                                                Internet Protocol (IP)                    IP              

                protocol                                                                                 

        (feature)                                   Packet            IP Protocol                  Protocol number 

                                    Protocol number     Packet                                                        

            protocol         - Transmission Control Protocol (TCP, number 6) ၊ User Datagram Protocol (UDP, 

number 17)       Internet Control Message Protocol (ICMP, IPv4       number 1       IPv6       number 58) 

                                         protocol      (                                protocol                    )     

Internet Protocol              (         )                                          TCP/IP             

TCP       UDP protocol         port                                                 Port           

         IP address                         (services)                                            port            

                           packet                   port                             port               Email       web 

server                                                                           port                                        

                    - web server                      packet                   TCP port 80 ၊            

                              packet                    TCP port 443                   NTP time server     UDP 

port        123 ၊ DNS domain name server     UDP port 53       SMTP Email server     TCP port 25           

                      

port                                       (port 80        )       IP address                      IP 

address       ၊ 80                      port             packet               server         packet        

address       port                                                                                                    

                                

packet                                 server                      IP            IP                         

port       80                  

                                                                                                        

                     port                                         s  v                       port               (     - 

80     web       ၊ 25     Email      )               TCP                                         

(session-oriented)                       c                                                                           

                                     (                                                ၊                                  ၊ 

packet                              ၊                      ..         )           

UDP                                                                                                 

(         )                                                                                                         (real-

time) protocol       timing ၊                                                   
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ICMP Protocol                                                                                                  

                 

Port Number                                                      (Message Type)                             

            Message Type                                                                                 (echo request) 

၊                                                           packet                                             (time 

exceed) ၊ Firwall                    (         )                                             packet                

                             (destination unreachable)                                                 

                                              ၊                                                                

                                                              

                   protocol                                                                              

                            

                                  

Ethernet 

Ethernet     Local Are  N  w  k (LAN                                                                    

                                                        Router         (         ) ADSL modem         (         ) 

                                                                         

                                                                 Ethernet                            

Ethernet                                  (ether)                                 ether     

                                                                                        IEEE                

100baseT            Ethernet                           Ethernet                                               

                           1            100 Megabits                       (twisted pair wi                          

          modular RJ-45 connectors                           

        Topology star      switch (         ) hub         star                                 (end node) 

        (                     switch     )                          Server         ၁             1 Gigabit        Gigabit 

Ethernet                              

                                                   ၊                                         application      

                                           Fas  E                 Gigabit Ethernet                              
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Medium Access Control (MAC) addresses 

Ethernet (         ) WiFi                                                           (unique) MAC address 

                 MAC address                                                                            MAC 

address                                                                                                          

                                        MAC address                                  (broadcast domain) 

                                                                           ၊ hub ၊ switch       bridge           

                                                       crossing router                    w y       

                                       

Ethernet       IEEE 802.11 WiFi                              MAC address         (48) bits           

           00:1c:c0:17:78:8c (         ) 40:6c:8f:52:59:41                                 MAC address              

(24) bit     40:6c  f                MAC address     Apple                               

Hubs 

Ethernet hub                                                                                

                Hubs         physical      (                (         )                       

                 Hub                   hub                                               Hub        

                                hub                                              (repeater)             

                                port                                                                   

                                                                                                         packet         

                                                                    (collision)           host            

                                  collision                                                                    packet 

                                             

                   (c   isi                                      Port                      hubs           

     Port                                    (partition)                                                  

                                                  

Port                                      (partition)            port                       

                                                                      

Hub                                                                                        

                                                                      WiFi                         (access 

point)                               hub                   
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Switches 

Switch     hub                                                       port                         

                                                        

Packet                                                                         port                        

                                                                                                                  

Switch                                                                                              hub 

                                   hub                                                             

                                  

Switch                   packet       MAC  dd  ss                                 Data Link      

(          )                    packet          swi c         port                              port              

               packet         MAC address                                             Content 

Addressable Memory (CAM)                               MAC                           switch     packet 

                MAC address                                         port        packet                           

      MAC address                          switch                                                 (interface) 

                                      MAC                                      

Hubs       Switches 

Hub     port                          packet                                                               

                                                                                                                                   

                             bandwidth     port                                                              

                     packet                   port                                         host            

                                                                     

Switch               port                        port                                             

                                                                                                     

                                   switch                        (transport       application     )     packet         

                                 ၊ VLAN                                                                                    

          

Packet                  port                                                    hub                       

                   packet                                                                      

                              switch                             port                          

                                   port                            

Hub         switch                            switch                                   

                                                                                                  hub               

switch                                  
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H b     switch                                              

                              port                                                  (10baseT ၊ 100baseT ၊ 

1000baseT ၊        (         ) half-duplex) ၊                                                      ( MA   dd  ss 

                 (         ) packet                    )                           bandwidth             port         

                                   

                     switch     port                                    byte                              

             byte                                      (network monitoring)                                          

                                 SMTP                                telnet ၊ ssh ၊ web interface (         ) 

                                                                             

 

 

 

 

 

    NG 14 : hub     port           packet                                                                       switch                        

                             port                          
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Routers       Firewalls 

Hub       switch         local                                                      router            

                                           packet                              

Router                                 (         )                                                          

(interface)              

Router      Ethernet ၊ WiFi ၊ optical fibre ၊ DSL       dial-up                                             

                         

Router                                                                                       

             software                                                                    

Router                   (         )                                                                       

Router                                                                                                       

                                                             Router                                                        

           (access policy requirements)                       packet                                               

Firewall                                        

Router             IPv4       Network Address Translation (NAT)                               

Router                                                                                 

                                                               Router                   

                                               ၊ NAT            ၊                                      

                                                                                                      - Linksys ၊ D-Link 

      Netgear              

                           Router             S f w    R                    Router                          

                     (interface)                                                            Operating System           

           Operating Systems              Microsoft Windows ၊ Linux       BSD                                                   

                                                                                  Internet Connection Sharing    

        

                                                                  ၊                                     

                 ၊ configuration                                                                                         

Cisco       Juniper                                                                                   Router     

                           

     Router                                                  ၊                                        

                              software router                                                          
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       Router                             Simple Network Management Protocol (SMTP)         

                                                                                                         

                                   

                      

 

 

 

 

 

 

 

 

 

 

 

 

                                                  terminal                              - VSAT 

                                                             (         )            Ethernet               

               terminal                      satellite dish                 DSL                                

                    (local)               (         ) Ethernet         (         )                          USB 

                          DSL modem                                                     modem                    

        Ethernet      (         )               PC card bus                                       dial-up 

                                                  plug-in card         (         ) serial port         

                 modem                                                                                                      

                                                                                    Ethernet           (j ck  

                       

                                                                                       

                                                 “                                              ”            

                               

    NG 15 : DSL modems ၊ Cable modems ၊ wireless access points       VSAT terminals         Ethernet Jack            
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                                     ISP                               Ethernet              ISP 

                                                                              ISP                    

                                 

                             

 

 

 

 

 

 

 

 

 

 

 

 

 

                  node          IP address                                node               node               

IP address                                                                           node                                  

      node                                                               node                                           

                                                                                

             Alice          Bob                           packet         Instance Messaging 

                                                            

                                 Ethernet           ၊                         (         )                  

                                           

Cloud                                                IP                                               

                          

    NG 16 :                                 

                          IP address                Router         “ i k-  c  ”                                        

                  Packet                                                  Router                                        
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                                     ၊ Router     IP                                                       

                                     A ic      Bob                                

               protocols                                                                    

    .                                                 

    NG 16      Alice                IPv4     . IPv6 address             d    s  ck          Bob                 

IPv6 address                                        IPv6          IP adress                          

                                       

                              physical                                                        

                                   physical                                                                   

                                                      physical                                               

                                            physical                                                   

                                                                                                           

                                             

                                               ၊                                                                       

                            (၃)                        point-to-point            ၊ point-to- multipoint                  

multipoint-to-multipoint cloud                                                                                

                                                                                                                    

Point-to-Point 

Point-to-point                                                                                            

                               Point-to-point                                                     

                                                            

                                                    Frame Relay (         ) VSAT               

                                                                                                       

                                                                        (remote site)   

                               point-to-point                                                       dial-up               

                          (         )                                                                    

                  line of sight                           point-to-point                         (၃   
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Point-to-point                                                                                                  

                                                                                                              

                                                                                                               

           point-to-point                              (remote site)                                                 

node                                                                                

Point-to-point                                     (access)                                

                                                                                                        

                                                                                                       point-to-

point                                                                                                             

                                                              (                         )       points       

                                               banwdith                                         

                        

 

 

 

 

 

 

 

    NG 17 : point-to-point                                                                                               
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Point-to-multipoint 

                                     i  -  -m   i  i                                                  node 

                                           point-to-multipoint                                            point-to-

multipoint                         access point                  Laptops                                         Laptops 

                                                   access point                                                         

 

 

Point-to-multpoint                                                                                             

                                                                     Point-to-point                        

Point-to-point                                                                                       

antenna                                                                                                 

        wid         i   (                           )     m   i  i   (                                       ) 

                         

                        Point-to-multipoint                                                              

                                                                        Deployment Planning           

                                                                                                      

                           M                                                                                           

                                                                                                                               

                  (two-way data network)                         (broadcast radio)                              

                                         

 

 

    NG 18 :      VSAT     remote site                                         site ၃             VSAT                                                     
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Multipoint-to-multipoint 

                                                   ad-hoc (         ) mesh                             

m   i  i  -  -m   i  i                                                                            node                  

node       packet                                                node                                   

                    

 

 

 

 

 

 

 

 

 

                                      central access point               node                             

node                                            

               mesh         implementation                                    (self-healing)      

              mesh                                                                                                      

Mesh                                     node                                                    

    d       node                         w y                                                  

                      

                                                                                                      

                                                                              

                                                                                      

Multipoint-to-multipoint                                                                 

                node                                                                        

Multipoint-to-multipoint cloud     point-to-point (         ) point-to-multipoint                                

                                                                                                                       

                                                      

    NG 19 : multipoint-to-multipoint mesh     

Point                  point                                                        point                     central access point     VSAT                 
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             mesh                                                      

Mesh                                      Mesh Networking                                        

 

                                                

                                                                                                     

                                                                                                              

                                                                                          bandwidth            

                                                                    

                                                               -                                

                                                                                            access point      

local          access                           Access Point                                   Mesh                           

      point-to-point                           Laptop                                                              
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၇  WiFi          

IEEE 802                                             

                   

                                                                                 

                 (               United States                                                 

                           (microwave backbone)                      )               

                                                                                             

             (f ibres)                                                                    

                                                                              

                                                                             

                                                                                               

                                                                                      

                   access         (                                                

         ) (         )                                                              

                                            (         )                                    

                                                                               

                                

                                        ၊                                      

                                                                                         

                                                                                         

                                                   ၊                                       

                                        ၊                                                  

                                                                                     (Radio 

Spectrum)                                                                                      

                                         IEEE Standard Associat ion   IEEE 802       

(Working Group)                     IEEE 802                                 

                         ( local  area network)                                       

            (metropolitan area network)           IEEE Standard                   

                            IEEE                     

                         IEEE 802                                           

                 packets                                  (                         

               (c                                                                    

              ) 802           IEEE                                                  

                                                               (၁၉၈ )                             

                                 IEEE 802                                         protocol 
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        OSI               (၇)                               (Data Link       Physical)       

                      IEEE 802     OSI Data Link         Logical L ink Control (LLC)       

Media Access Control (MAC)                                      

IEEE 802                                IEEE 802 LAN/MAN Standards Committee (LMSC) 

                                                                                      Ethernet 

              ၊  Token Ring       ၊           LAN       ၊  Br idging             V irtual  

Br idgedVLAN                               

                                                                                   

                       

                   

IEEE 802.1                    (Br idging)                  
                 

IEEE 802.3  Ethernet  

IEEE 802.11 a/b/g/n          LAN (WLAN) 

IEEE 802.15           PAN 

IEEE 802.15.1  Bluetooth                 

IEEE 802.15.2  IEEE 802.15       IEEE 802.11                      

IEEE 802.15.3                      PAN 

IEEE 802.15.4                      PAN      - Zigbee 

IEEE 802.15.5  WPAN       mesh             

IEEE 802.15.6  Body Area Network  

IEEE 802.16  Broadband                      (WiMAX         )  

IEEE 802.16.1  Local Mult ipoint Distr ibut ion Service  

IEEE 802.18  Radio Regulatory TAG 

IEEE 802.19  Coexistence TAG 

IEEE 802.20  Mobile Broadband Wireless Access  

IEEE 802.21  Media Independent Handoff  

IEEE 802.22  Wireless Regional Area Network  

IEEE 802.23  Emergency Services Working Group  

IEEE 802.24  Smart Grid TAG 

IEEE 802.25  Omni-Range Area Network  
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802.11               

         LAN       protocol                                             802.11     

                                                       

802.11                                                                                 

                                                                         (        –  LS 

            -                                      , b, c,…            )   

                       802.11                                                   

                                      

802.11 
Protocol 

Release Freq. Bandwidth Data Rate 
Per 
stream 

Approximate 
indoor range 

Approximate outdoor 
range 

  (GHz)  (MHz) (Mbit/s) (m) (f) (m) (f) 
- Jun 1997 2.4 20 1, 2 20 66 100 330 
a Sep 1999 5 20 6, 9, 12,  

18, 24,  
36, 48, 54  

35 115 120 390 

b Sep 1999 2.4 20 1, 2, 5.5,  
11 

35 115 140 460 

g Jun 2003 2.4 20 6, 9, 12,  
18, 24,  
36, 48, 54  

38 125 140 460 

n Oct 2009 2.4/5 20 7.2, 14.4,  
21.7, 
28.9, 
43.3, 
57.8, 65,  
72.2 

70 230 250 820 

40 15, 30,  
45, 60,  
90, 120,  
135, 150 

ac 520 
up to 
87.6  

Nov 2011 5 20 Up to 
87.6 

    

40 Up to 200 
80 Up to 

433.3 
160 Up to 

866.7 
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802.11                                                 

             

Packets                                                                            (၁)  

(Physical) ၊             (၂) (Data Link)                                  l ink local           

                       node                                                              packet 

                                                                                        

                                                                                      

                                     

              (5) GHz                                                                 

                   (2.4) GHz                       b                        b   

                                    

         802.11                  802.11b/g                                             

                                                                                                 

                                                                     ( interface)  

                                               (channel)                         b  

                                          (channel)       (၂)                            

802.11b                                (channel)       (၁၁)                             

                                                       802.11a       802.11b/g           

                                                                       B :            

                                  (Appendix B : Channel Al locat ion)                              

                              ( interface)                           

                                     protocol                                             

          Data Link                                                         802.11a/b/g 

                                       (m d                                                    

၁  Master mode (AP (         )                                         )     
                                                 (access point)                   
                                                                  (Wireless Interface)     
             (SSID              )                                        
                                                                                      
              Master mode                          (Wireless Interface)         
                                            (                                         ၊  
                                                            ၊  packet                    
           )               Master mode                        (Wireless Interface)         
Managed mode               (Interface)                                    
 
 
 



158 
 

 
၂  Managed mode     c l ient mode                          Managed mode             

               (Wire less Interface)         Master mode                               
                                                                             
                                                                                
Master Mode                                                 Master Mode       
                                            Managed mode             Managed mode 
                                Master Mode          mode                 

၃  Ad-hoc mode     Master mode (         ) AP                          mult ipoint -to-
mult ipoint                             Ad-hoc mode                          (Wire less 
Interface)                                                                      Node         
                                                                                    
                                       Ad-hoc mode     Mesh               
                                   Mesh Networking                
                       

   Monitor mode                  (Kismet           )                              
                                                                  
                           Monitor mode                              (Wireless Interface) 
                                               mode                                    
                             (         )                                            
                                          Monitor mode                              
             
 

 

 

 

 

 

 

 

 

 

 

 

 

    WF 1 : Aps ၊ Clients       Ad-hocs mode      
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Point-to-point (         )  point-to-mult ipoint                    

                                                     Master mode                          

               Managed mode                       

Mult ipoint -to-mult ipoint mesh                                         

                                ad-hoc mode                       

                                          Mode                                     

Managed mode                                                                             

                                   Master (         ) Ad-hoc mode                 repeater 

                                               Ad-hoc mode                            

master/ managed mode                                                                            

802.22               

                                                                                           

                                   2 way                                       

                                                  

               ?                                            two-way               

                                                                  

                                                                                    

DC                                                                                     “b  c  

f    ”                                                                                  

                                       

Analogue                       Dig ital                                              “b  c  

f    ”                                                                                           

                                                                                             

                                                                       

                                 TVWS (TV White Space)                     

                                                    broadband wireless          
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IEEE 802.22                                                          White Space     

             Wireless Regional Area Networks (WRAN)                                      

               (Super) Wi-Fi                 

IEEE 802.22 WRAN                                                           

                                                                                       cognit ive 

radio                                                                              Broadband     

                               ၊                                                       

                                                                                       

                                                                               

IEEE 802.22 WRANs                                                            

                                                                    band                            

၊  Dig ital                     analog                                                                     

                                                                                                         

                       (၂ ၁၁)                                                 

802.22 (         ) TVWS         

802.22                                                 point-to-mult ipoint             

                                                       (Base Stat ion)       Customer 

Premise Equipment (CPE)                           CPE     BS                                

            

802.22 WRAN                                                                    

                          

The Inst itute of Electr ical and Electornic Engineers (IEEE)     US     FCC                   

                                                                               

                       

                                                                             GPS receiver  

                                  

                                                                                       

                                              band                                            

    ဌ           server                                      

                         c                                                               

                                                                                           

                                    Distr ibuted Sensing           
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CPE                                                BS                               

                                                                BS                      

                                                                                  

(         )                                              

                                                                                     

                

                                      (         )                                            

                                                                                physical 

                                                                                             

                                 ၊  CPE                                                             

                           

                            bandwidth ၊  modulat ion       codeing scheme         

                                                     OFDMA (Orthogonal Frequency Div is ion  

Mult ip le Access)                                                                

m d    i   sc  m           OFDMA                 BS       CPE                                  

                                                          

                                                                     (               

                                bandwidth     6 MHz                                7  

(         ) 8               )           (၃ )                                                    19 

Mbit/s             

                                                                                  

                                Channel Bonding          feature              Channel 

Bonding                  /                                                      

                                                                                           

bandwidth                  

           

                                                                              

                                            IEEE 802       (Working group)                 

                    

802.11          WiFi                                                             

                                        indoor ၊ outdoor                                 

                

Hardware Select ion and Conf igurat ion                                                

                                          



162 
 

                               802.22                        (                )     

                                                                           

            f    - i                                                                      
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                                                         802.22                     case 
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၈  MESH NETWORKING 

        

Mesh                multipoint-to-multipoint (m2m)                                   IEEE 802.11   

                   m2m                          d-  c’ (            I SS’ m d                  

                                    point-to-point (p2p) (         ) point-to-multipoint (p2m) 

                           

 

 

 

 

 

 

 

 

 

 

 

 

 

                 hotspot     p2m                  mode                               hotspot      DSL 

           (         )                                                                               

                      (access point) (master mode                                          )           

Hotspot                       (access point)                                                  master 

station                     

Hub-and-spoke            mobile phone            (2G (         )3G)                    

    MN                     mesh            local                                                       gateway              
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Mobile phone         p2m                (p2m base station)                   -                               

Mobile phone                                                                                               

                                                                                                            

                                                            (base station of your provider)                       

                                                                              

                                                GSM                                              

                                                  GSM                                                        

                                                                                          m2m               

                                                                                           

                  station          m2m                                           ၊                                 

                                    m2m                                               p2m       p2p     

                                    

                                                                                                   

                        -              Time Slot                                                                        

         

                               mpm station                  cell       cell-id              MAC            cell      

                                                          

IEEE board          m2m                            ၊                      ၊                         

                                  802.11      m m m d   f Wi i    d-  c’                                       

Multipoint-to-multipoint                                         point-to-point (         ) point-to-multipoint 

                                                     m2m                p2p       p2m                          

                                     p2p       p2m         m2m                            

                 p2p                                             multipoint-to-multipoint                          

                             

AB 

                 Mesh                               (၃)             A, B       C                            

                                 

ABC 

                A     B                                   C         B                  

                 B     A       C                                       B     p2m                            

                                             A       C         802.11 ad hoc mode                                  

                           protocol                                  A     B                 C           

                               C         B             A                              B                
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                                   node                                                           B     802.11 

       mode                       (access point)                                  

WiFi                                                                                                

                                                             (access point) B                                 

             

                                                                         mesh        (f    m s              

node                                              

A 

 

B  C 

                                                                                             

                                  

Infrastructure mode                                                         

                                                                                        D       

                                                        mesh                                                    

                            

ABCD 

                                    infrastructure mode                     B                         

         C       D     infrastructure                                                                                  

                  

           D                 B                                  infrastructure              
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   dwid                                             

                 

Mesh                                                                                                        

                                             feature                                                       

T  d  ff                                (Wireless Interface)                                                

                       (c                                           

                   node A    node B           node C                                                 

bandwidth                                 node A     node B                                      node B       

node C                                                 

        node B    node C                                                            node A     

                                                                                             infrastructure      

                   (access point)                                     

A-B-C-D mesh chain                                                  (s   d                                  

A       D                                                                                                              

                                             node                                                             

                                     bandwidth                                       (             di  

                                               

Bandwidth     tradeoff                                         mesh                              

                                                    ၊                         ၊                                   

                                                                                               (           

           (         )                                                   (၃)                         

               (chain           node                   )     (12) Mbit                                  end-to-end 

bandwidth         (2) Mbit          uplink                       bandwidth                      

           

Mesh                                                                                                     

                                            

Dynamic                               (routing)          mesh     node                                         

                         node                                                                   mesh node              

                                    b  dwid                 tradeoff                                            

                                        mesh                                                     - 

http://code.google.com/p/afrimesh                     
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Mesh                                   Protocol      

         mesh                                        Protocol                             

                                       

                              mesh          topology                                    ၊               

                         ၊               bandwidth                               ၊                           

                      packet                           

Mesh                                    protocol         message              (                      

                                                                                         

                                        bandwidth       mesh node                             

                    protocol                                                                          

                    

WNDN                               (၂  ၅)             mesh                                        

                          protocol                                                              OLSR 

                                              OLSR                                    (working default 

configuration)                                            OLSR                         algorithm               

                                               olsrd.conf         configuration file             

                (၂  ၅)                                                     

              mesh              protocol                                                                      

                                              OpenWRT       installation package                

              

    MN 2 : Capetown, South Africa    Bo-kaap     Villagetelco mesh   Screenshot 
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Mesh protocol                                                         (routing) protocol     

                                                                          mesh protocol                                

                                                                      “      m s ”        www.battlemesh.org      

               

Mesh                                    Protocol (BABEL, BATMAN, OLSR, BMX, BMX6)            

mesh node              IPv4       IPv6                                                                                  ၊ 

                                                                                           mesh              

                      protocol         IP                                            IP     OSI                  

                                  protocol         3 mesh protocols               

Batman-adv(anced)                     c                                               

                y     m s       c                                              (IP        ) Batman-adv(anced) 

                             i k-  c              mesh                     switch                            

               Batman-adv(anced)                                                                    

DHCP ၊ mDNS (         ) MAC         Batman-adv                                         mesh          

setup                     Batman-adv             Linux                                                          

Linux             m d             mesh                                                             

                  gateway                                                                                       w y 

                                         protocol                   gateway             switch         

                                      - gateway                                              (routing path) 

                                                                        gateway                        

                              stateful connection session                             mesh             

         gateway                        w y                                                      

                                    

802.11s               

802.11s                                        (32) node               Wikipedia        802.11s     

HWMP (Hybrid wireless mesh protocol)                            protocol                                : 

HWMP     AODV (RFC 3561[2])                                                                  (tree-

based routing)                                   

802.11s                                                                             

 

 

 

http://www.battlemesh.org/
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Embedded                                 Firmware      

                  WiFi                  mesh                                                          

                              (၂  ၅)            mesh                                                          

             Freifunk firmware               Li ksys WRT  G                 WRT54G(L)             

                                                                                    

OpenWRT                       Linux                               firmware                              

firmware                      (development environment)               

               Freifunk firmware     OpenWRT                                  “W i   R ssi  ” 

                   “W i   R ssi  ”     Broadcom                      binary          driver           chipset      

                                           “W i   R ssi  ”     Li                           OpenWRT    

   mik   ’          ckfi  ’ (          version)                                     “W i   R ssi  ”                  

                mik   ’          ckfi  ’ O   WRT                                 chipset ၊ CPU                        

                                                              OpenWRT                                   

                                        O   WRT  k mik   ’          ckfi  ’                                

                               firmware                      

         firmware                                                                    

                                                                                firmware         

                                                                                                    

OpenWRT                                                        package                    

              OpenWRT     router            software package                                                        

          ci-freifunk-c mm  i y’          meta package                              meta package     OpenWRT 

                                 mesh                   firmware                                       

Mesh router                                                                           package 

                                 OpenWRT                   mesh                   firmware                      

                                              

-------------------------------------- 

၁. WRT54GL                                                        (60) US-           (၂  ၅)            WRT54GL   

         (6.0)     WRT54GL            (1.0)            Linksys                    Linksys    WRT54GL            

(5.0)                           Linux                                               WRT54GL            (5.0)     flash 

                 RAM                              WRT54GL     WiFi Router                              

                       (၂ ၁၁)                       Linksys WRT54GL                       CPU                 

                                            (         )                                                       
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WiFi Router            OpenWRT                                 firmware                       

                  : Mesh-Potato, Dragino MS- 12, Allnet 0305  

 

 

 

 

 

 

 

 

 

 

 

 

Mesh-Potato     mesh                        FXS (Analog Telephone) port               

                                                outdoor                                 analog telephone handset 

               mesh                                                         

Mesh-potato           BATMAN Layer 3 mesh protocol                     mesh firmware       

                 

      firmware              SECN (Small enterprise/ campus network)     BATMAN-ADV Layer 3 mesh     

                      Mesh-Potato                      

                                                                                 

                                        OpenWRT              Router                                            

                     

           firmware     OpenWRT                                       

                                                                                   

                                                                                                             

OpenWRT                                                                             

                

    MN 3 : VoIP           Mesh-Potato outdoor mesh WiFi Router ( analog telephone handsets                  FXS port            ) 



171 
 

http://wiki.openwrt.org/toh/start 

         site                                                      

Ad-hoc mode     802.11n                       chipset                    Router          

                    OpenWRT   AR7XXX port                                                 

                                                chipset                                                

                                                                                       OpenWRT Wiki      

                                                                     

OpenWRT                                                 Ubiquity                outdoor                TP-Link 

               SoHO                     

TP-Link     Atheros ar71xx chipsets (802.11n)                        SoHO                  

                     

TP-Link MR3220 (802.11n single stream)       MR3420 (802.11n dual stream)          (400) MHz Mips 24kc CPU 

၊ USB (2.0) port       ၊ (4) port (100) Mbit switch       ၊ WAN port ၊ (4) MB flash       (32) MB RAM       feature      

                       (30) US$                       

TP-Link                USB (2.0) port                       WiFi                (interface)     USB WiFi dongle 

                         

              USB (2.0)                                                   ၊                ၊ webcam 
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        WRT54G         firmware                      fi mw                           -WRT          DD-WRT 

    end-users                                              OLSR                    protocol       

                  

                               

Multipoint-to-multipoint                                   ysic                  (         ) MAC 

                     Multipoint-to-multipoint mode       IEEE 802.11                                      

         

                      : 

                                                    node                          

node                            

                       ABC mesh topology                               A       C                        

                        B                                                                              

        node B                                  (collision)                  802.11                     

               RTS/CTS (request to send, clear to send)                        

M2m node                                                          RTS packet                            

                                                   airtime                           CTS signal          

    MN 4 : SOHO routers    

          PCBs      

             DIY outdoor router 

     

                             

          TP-Link WR742       WR    
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                        A     RTS packet                 B     CTS packet                           node C      

                                                   node                                                       

                802.11   RTS/CTS                                                             

                                                                                 station           RTS signals      

                      node                                                  CTS signal                                

RTS                        (broadcast strom)                                              mesh                  

RTS/CTS                                           

                     

802.11 ad-hoc protocol                               WiFi                              time stamps      

                                 MAC timer                                                                               

                               time stamps                                             ၊ drivers                 

                                       802.11 ad-hoc protocol                                                              

                 

Time stamp                                      cell                               (             

                  )                                                           

                                                                                       (disable)             

                                                          (Wireless Interface)               (         )             

firmware                       

Madwifi driver                        Atheros 802.11abg card                   OpenWRT   

                                                                          hack                           Linux 

kernal                            Mesh                                                           Driver      

(                    ath9k)                                  ad-hoc mode                          

         WiFi                                                                          binary firmware 

                                                                                                       

                                    drivers/firmwares/chipsets                                             

IBSS cell                   

M2m mode                                                                                802.11    

               ad-hoc               cell-id (IBSS-ID)                                                           

cell-id                                                                                cell                           

                                                                                                       

                                                                                                            

Linux 2.6.13            IBSS-ID                                               feature     OpenWRT      
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၉                                       

        

                                                                                     Denial of Service 

(DoS)                                                                                (access point) ၊                ၊ 

                                        (         ) (2.4) GHz                                                      

                                                                                       (disassociation flooding) 

      ARP                                denial of service                                          

                                                                      

                              

                                                                                                                

                 (access point)                                                                        laptop 

                                                                                                             

                                                                           signal                            

                                  

                                                                                                               

                                                                              

                                                                                            

(access point)                                                                                       

                             

                                                                                        

                    (         )                                                                             

                                                                             (         )             
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War Drivers 

War Driver                     (၁၉၈၃)                                           “W   G m s”     

                        war driver                                                                               

            laptop ၊ GPS        m idi  c i                                                                 

                                                                                                                               

(logs)           war driver                                                                                         

                                                    

War driver                                                                                     

                                         cracker                                              -        

(         )                                            ဌ                                                  

                                                                          war driver    

                                        

                   war driver                                                                     

                                                     (Access Point)                                        

                 war driving                                                                                           

               w   d iv         m          NetStumbler     Kismet            program           

                                            war driving                                - http://wigle.net/ , 
http://www.nodedb.com, http://www.stumbler.net                               

                                    (Access Point)      

                                                  (Access Point)        (၂)            

                                                                                                      

                                 (         )                                                                        

                                                                                                             

                                     corporate                                                                       

                                         

                                                                  (Access Point)           

                                                                                                 

                                                                                                         

(Access Point)                                                                                        

                                   (Access Point)                                            

               

                            (Access Point)                  ESSID                                        

                                                                                                                    

http://wigle.net/
http://www.nodedb.com/
http://www.stumbler.net/
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Eavesdroppers 

                                 eavesdropping                                                  

eavesdropper                                    (Kismet           )                                                    

                                                                      

                                                                                              

                                                                        

                                              Driftnet                                                  

(http://www.ex-parrot.com/~chris/driftnet/). 

Driftnet                          GIF       JPEG                                                      

                                                               Driftnet                                       

                                                                                                             website    

                                                                                                                   

                                                                                                             

                                            application                            eavesdropping     

                 

                               

                                                                                              

                                                         (         ) hub                                        

                                               (                              )                                            

                      s f w                                                                                    

                              software                                                             terminal           

                                                                                                              

                                                                                           

                                 (Access Point)                                                              

gain                                                                                            

                                                       “                                                 ” 

                                                                                   

                           Packet                                                               

                                                             ၊                                               

                                                                                              

                                                                           (         ) 

http://www.ex-parrot.com/~chris/driftnet/
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                                               ၊                                                         
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                       ၊                                                                                         

                                                                                                               

                                                                                             

                               port                                                      

                                         laptop     (၅)                            Ethernet          
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                                                                                                              ၊            
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Switch      

Switches ၊ hubs                                            (Access Point)                            

                                                                                                                   

                (         )                                                                                                    

          

                                                                                                       

                                                                                                                     

                                                                                   ၊            (                         

                                

                                                                                       (         )       
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                                                                                    ၊                  

                              

                                                                                                      

                                                                                                                       

                                                                                                              

                                                          (၃ )                              (         ) 
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                                                                                                      P     

                      dished                                                                                                 

                                                                                          

                                                                                                                    

                                     wifi                                                                               
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                                                           (digital)                       ၊ 

                    ၊                                                                          

                                                  (         ) 
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                                                   (                        )                                             
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                                  (         ) 

                                                     ၊                                                                   

                                                                                          

                                                                                                              

                                                                                                                      WiFi 

                                                                                                                    

Mac Address                      

WiFi                                         MA   dd  ss                                      

                                       Ethernet                      (48) bit                               

                                                                                    (Access Point)          MAC 

address                                               MAC address                                            

                

    feature                          (Access Point)                                       MAC 

address                                

                                                               (Access Point)                             

               MAC address                                                                            

                               (Access Point)                      MAC address                     

                                                                                                                

                                                            MAC address                                

                                                                         MAC address                  

                  (Access Point)                 (upload)                              MAC address     software 

                                                                                                     MAC address     

                         (           )                        (Access Point)                          

MAC address                                                                                          

                                                                       

MAC address                                                                                              

                                    - virus                laptop           spam (         )                 

                                         MAC address                                              
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                    (closed networks) 

WiFi                                                feature                                   m d  

                                                                                                        (Access 

Point)                 ESSID                                                                    ESSID ( 

                 ESSID)                                                                            

                 (Access Point)                                                                                      

                                           feature                                                                

ESSID                                                                         ၊                                   

                            NetStumbler                                                     w   d ivi              

                                                                                                    

                                                           (channel)                           

                      site                                                                       

                                                                                                            

                                                

                                                                                            

                      (Kismet        )                                                                  (Access 

Point)                    frames                                       frame                          

                                                                            (Access Point)                  

                                                                                                            

                                                                                                           

                                                                                                          

eavesdropper                                                                                             

                                                                       

WEP 

WiFi                                                                  

                                    WEP          WEP               Wi  d E  iv      P iv cy       802.11 a/b/g 

                                       WEP                                            (Wired Network)       

                                                                                         WEP                   

               (  )           key                      (Access Point)                              

                                                                                           key     

                 (Access Point)                             

WEP                                           k y                                          (Access 

Point)                         Eavesdropper     WEP                                                       MAC 

address                             packet                                                         
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WEP                                                                                      

                                                                           WEP                       

                                                

WEP key                                                               key                              

(                             ssw  d             ၊                                           )          key 

                                         (Access Point)                                  key         

                                          

          key                                                                                              

                       eavesdropper                                       

WEP Key                                                          offline cracking                     

                              WEP                                                                   

                                                  

           WEP                                 

WEP encryption                                 - 

http://www.isaac.cs.berkeley.edu/isaac/wep-faq.html 

http://www.cs.umd.edu/~waa/wireless.pdf                                            

“swi c  d”                 

       switch                     Ethernet                                                          

                                                                                                 

                   switch                        hub                                             

                                                                                              

              

                 (Access Point)                                                                        

                                                                      (network card)                         

(monitor card                        frame                                    

                     eavesdropper                                (         ၊                    

                                       )                               password                       

                                                                    WPA       802.1X                            

                            switch                                               

 

 

http://www.isaac.cs.berkeley.edu/isaac/wep-faq.html
http://www.cs.umd.edu/~waa/wireless.pdf
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WPA                        

Data-link                                                    protocol          Wi-Fi Protected Access 

(           WPA          WPA     WEP                                                               802.11i 

(WPA2)                                       WPA                                                

                     (backwards compatible interim solution)                                          

WPA       WPA2                                                         802.1X umbrella         

(                         )                                             WEP                       key     

                 (Access Point)                                        Pre Shared Key (PSK) mode (802.1X 

                            “WPA E      is ”                   WiFi Alliance      WPA-PS   “WPA P  s    ”             

           

                  WPA                                                                          WEP 

                                                                        (Access Point)         key             

                                                                 Temporary Key Integrity Protocol (TKIP)     

leverage                    

                 TKIP                                                                                     

               vector         TKIP                                     packet                             

                                            - 

http://dl.aircrack-ng.org/breakingwepandwpa.pdf 

http://download.aircrack-ng.org/wiki-files/doc/enhanced_tkip_michael.pdf                           

                                              WiFi access protocol                               WPA2        

                    

WPA2-PSK 

WPA2     IEEE 802.11i                          

WPA                                                                                    TKIP      Advanced 

Encryption System (AES)                                  

           WPA 2     AES                                                                      

 

 

 

http://dl.aircrack-ng.org/breakingwepandwpa.pdf
http://download.aircrack-ng.org/wiki-files/doc/enhanced_tkip_michael.pdf
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                              (၃)                                                       

                                                                  (Access Point)                            

                                                                                    

                                                                                               

                                                                                                                    

          

                                   (၃)                                                           

                          

                                                                            MAC address               

                              sofware      MAC address                                 

MAC address                                                              

Multi-path                        ၊   i                                                          (transmitter)   

               feature                                                             ၊ (၁)               

                                                               

           ၊                                                 identity-based                              

Identity-based Networking 

Identity-based                                                                                  

                                                                           

                                                   database (         ) directory                         

                                                    

                RADIUS protocol                         protocol          dial-in modem pool       

                                                                                                                 P    c   

           

Captive portals 

                                                                                c   iv                  

captive portal                                                                            

                            web browser               

                                                                    (                                   

    )                                   
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                                                            program      web browser     

                   captive portal     laptop           operation system             virtual                          

Captive portal                                                 (WEP (         ) MAC filters     ) 

                 open network                       

                                              laptop    browser            portal                            

         captive portal                                       user name       password                        

login button             (            )                      (pre-paid ticket)                                           

                            

                                                                                      (Access Point) 

(         )       server                      

                                                                                           

                     

                                           DHCP                         

                                     web browser                         site                                     

         

 

 

 

 

    SWN 1 :               web page                                     
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captive portal                        MAC       IP address                                                    

                                                                                                          

                                                                                             

                           MAC (         ) WEP                           eavesdropping              

                  s ssi    ij cki                                       captive portal                          

                                                                                                         

                           

    SWN 3 :                                                                                                            site                         

        Google                

    SWN 2 :                                                                                              server     AP               

  c      w  k                           (         )               server                          
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captive portal                                                                 ၊                          

                                                                         captive portal                

                          browser                                                   (         )             

                                                                                                       

             builtin browser                                      sensors ၊ printers       cameras                      

                (         )                                                                                 

WEP       WPA                                            (         )                  key                 

                                     key                                                                           

                               captive portal            application                                                             

                                                

captive portal              open source project           vendors         - 

 CoovaChilli, CoovaAP (http://coova.org/CoovaChilli/) – Coova                                                  

Chillispot                                                                  Coova     RADIUS            

                  backend                              

 WiFidog (http://www.wifidog.org/) – WiFi Dog                   (   kb              )                 

                captive portal                             package                                  

                     WiFi Dog             pop-up (         ) javascript                      

                                                              

 M0n0wall, pfSense (http://m0n0.ch/wall/) – m0n0wall     FreeBSD                                 embedded 

operating system                        RADIUS                    captive portal                 PHP web 

server                

                                                                    captive portal                                    

     - Microtik, Cisco, Aruba       Aptilo 

802.1 X 

                                                                          IEEE 802.1X                 

                                  framework                         802.1X                (၂          

                  c                                                                                                 

                                                          802.1X                       (802.1X      

          )       Access Point (         ) Switch (        )           ၊ Access Point (         ) switch ၊              

directory (flat file)                                                                RADIUS server   backend 

(           server)                                                                         802.1X     

                                                                    server               

                         (         ) Extensible Authentication Protocol (EAP)                                    

                                                                                 Encryption     WEP-keys ၊ TKIP     

             WPA (         ) AES              WPA2                                       WEP               

                     WPA-PSK       WPA2-PSK ၊ AES      WPA2                                    

http://coova.org/CoovaChilli/
http://www.wifidog.org/
http://m0n0.ch/wall/
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802.1X                              feature     EAP                       EAP                 

                         ၊            (            software)                  server (RADIUS server)       

                                                            

EAP                                                             EAP                              

                     EAP                                  ၊ SIM – cards ၊ username/ password ၊ one-time 

passwords       hardware tokens                                  token                                         key 

      token                                                                                                         

tunelled EAP                  username/password                                                    

username       password                                  TLS tunnel                                    

server                         

TLS        (envelope)                                         anonymous@domian (         

                       )                                  (TLS tunnel          ) username@domain 

                                                                             roaming                                    

                                            (domain        )                                              

                                                                                                           

                            tunnelled EAP                          802.1X                                    

                           

 

 

    SWN 4 : tunnelled EAP      802.1X                                (courtesy SURFnet) 
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                              (Access Point) (        )                            

                (Access Point)               (          )                          

                               

                 TLS packet                 EAP                        802.11            (LAN (         ) 

EAP L        EAP)                            packet                             anonymous@domain       TLS packet 

                          username@domain                (password)                

                (Access Point)     EAP                             RADIUS                       

                                                                 RADIUS server (                      server) 

                 

RADIUS server                                                      flat file ၊ LDAP directory ၊ Active 

Directory (            ) backend                                                                              

            

                           RADIUS server     RADIUS Access Accept                

                (Access Point)                                     (Access Point)                               LAN 

                                                      H P                         IP addres                    

                          

                                                               tnnelled EAP                         

                    operating system                              ၊ directory                         

                                          backend      password         clear-text                                             

                                  tunnelled EAP             EAP – TTLS (EAP Tunnelled Transport Layer 

Security)       PEAP (Protected EAP)              

PEAP                       (Apple, Cisco       Microsoft)                                       PEAP 

                                                     TTLS                                                

                                 OS      ( Apple iOS       MS Windows         )                                 

                  PEAP                                        EAP                                              gain 

                     EAP –  AST          EAP – FAST      tunnelled EAP – method (TEAP)                       

                          IETF                                                                 
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Inter – organisational roaming 

RADIUS     RADIUS message               RADIUS server                                      

                                                               RADIUS server                              

                                                                                        A   RADIUS server     

anonymous@organizationB.org                                                                 

                    local RADIUS server                                       B   RADIUS server        

                                                        B     RADIUS server                            

                                        A   RADIUS server                                   A   RADIUS server 

                          (Access Point)                                                                          

                                                                                                   

                                                                                                                     

                                                         

            RA IUS                                  captive portal                         802.1X/EAP 

                               

EAP                                                                                                   

                                  

                                                                                          ၊          

                                                         website                                     

                                                                                                             

             eduroam                                                               roaming 

                                                                                               RADIUS           

                                                                                                      RAIDUS server 

                                                                                                                   

                                     (၅                                                                    

                   

 

 

 

 

 

 

     SWN 5 :                                   roaming       eduroam   infrastructure     

mailto:anonymous@organizationB.org
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End to end encryption 

                 WEP ၊ WPA-PSK       WPA2-PSK                                                          

                                          eavesdropping                                                                      

     (Access Point)                                                                                   

                                                                                     eavesdropping                         

end to end                                 

                                                   ၊                                  

                            (destination address)                                                     

                                            (i      c                                                           

                                                                                                    

                                                                                (Access Point)           

                                                                                                                         

                                                        end-to-end                             

                                       eavesdroppers                        ၊                        (Access Point) 

                                                                                                     

                               

                                         end-to-end                                     features 

                           

                                                             

            

                                                                                             

                                                                                                    

                                                           

                                                   

                        algorithm                                                            

                                     third party                                         (Decrypt)            

                                                                                             

                                      algorithm                                                                    

                     key                                                   

                                                                                                               

                                 



193 
 

Trade-secret algorithm                                                                                      

                                                                                                    algorithm      

                                                    

 

Public key cryptography 

End-to-end                                                            key                               public 

key cryptography                      public key                       ၊                                        

                                                                                 public key                  

                                                            

Data Encapsulation 

             end-to-end                                                                  

                                            DNS lookups                                      protocols 

               IP                                                                 

                                           application                                                      

            (channel)                                                                  program                

                         program                                                                                     

                               

                                                                                                 

               

                                                                                                 

                                 ၊            key       escrow           (         )                                    

                                                                                                     

                                                                     

                                                                              

TLS 

                                 end-to-end                                    TLS                 

Transport Layer Security (SSL – Secure Sockets Layer                         

TLS     Web browsers           applications         virtually                w b                      

                          public key cryptography                         public key infrastucture (PKI)         

             

Web URL          https                  TLS                                 
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TLS     web browser         Cetificate Authorities (CA)                                     

                                                                

CA                                                   (provider)                               

                                                                                                 

                                                                                                      

                                         cryptographic key                                                  

     -                     (certificate)                            website       Certificate Request 

(CR)                           (                 ) cryptographic key                                    

                                                                 

                              key                                                    CA                       

                                                                                                              

website                                                

     -  AIPOTU.COM       WWW.AIPOTU.GOV                     (certificate)                         

               site            HTTPS                                                     browser         

                                    (certificate)                    

AIPOTU.GOV domain                AIPOTU.GOV                       (certificate)             

WWW.AIPOTU.GOV                       (certificate)              “WWW”  dd  ss        site                        

    site                                                                                   

                                                                                 TLS Certificate 

                                                                                 

TLS                     website                              browser       server                 

               (certificate)                            

         browser     server                             (certificate)   hostname     DNS hostname 

                    /      ၊                (certificate)                       (         )               /      ၊ 

                  CA                             /                                      

Server        browser                  (certificate)                    /                                     

(certificate)                           master session key                                         Key           

                             (certificate)                                          session                        

     key     browser                                                                       (encrypt)     

             

                                                         tunnel            

 

 

http://www.aipotu.gov/
http://www.aipotu.gov/
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PKI                               (certificate)                                    eavesdropper       

                           Man-in-the-Middle (MitM)                                    MitM              

          server                                                                                       

                server                                 (certificate)                                   

                                                    session                                                 

                                             server                                                               

                     

    SWN 6 : Eavesdropper       c y   d                                                                         encryption                     

tunnel                                encrypt                                                         
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             PKI                                                                                 

                                                CA                                                   

                         (client)                                        

End-user                                                         (         ) CA                       

                                 

CA 

                                                                                                                

                                   

      CA                                      MitM                                                           

     CA                     (certificate)                     

                                                                                                      

browser                  server                                                                      (         ) 

                                      

CA                                                                                                    

                                                                           

CA                                                                                                       

               (certificate)                                                           

(၂ ၁၁)                     CA              DigiNotar     crackers                                       

                                 (certificate)                                                                        

    SWN 7 : Man-in-the-Middle                                                                                                              

                 key                                   public key infrasturcture                     encryption                              
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                                                                     infrastructure                  ၊            

                                                                 TLS     web browsing                

                                                   Insecure email protocol             IMAP ၊ POP       SMTP         

TLS tunnel                                                         

                           (client)            IMAPS       POPS (secure IMAP       POP)                TLS 

                   SMTP                                     Email Server     TLS   

                               Stunnel (http://www.stunnel.org/)            TLS package                         

             TLS     T P                                                                                          

SSH 

SCP       SFTP         RCP       FTP                                                                   SSH 

        telnet                                                               

         SSH                       remote                                               - SSH     

                              encryption tunnel                           (         ) encryption web proxy                

                      

SSH              remote server                                (          s  v          )            

                                                    protocol         eavesdropping                                  

                   

TLS            SSH     remote server                         (encrypted)                              

                               public key cryptography                  PKI                                     

                   key fingerprint cache                  

                                     SSH                      Pluggable Authentication 

Modules (PAM)              password       public keys                                                           

                                            

SSH                                                                                      point-to-

point                                                                                                         

                 

SSH                                     TCP                                                   SSH 

                                                          (administrator)                      end-to-end encryption 

                        

OpenSSH (http://openssh.org)     Unix               platform                            

                             

Putty (http://www.putty.nl/)       WinSCP (http://winscp.net/)                                          

Windows                            

http://www.stunnel.org/
http://openssh.org/
http://www.putty.nl/
http://winscp.net/


198 
 

OpenSSH         Wi d ws         Cygwin package (http://www.cygwin.com/          

                                       OpenSSH                   (version)                           

                       

 

 

 

 

 

 

 

 

 

 

 

 

Local                 port           m    sid         port             encrypted tunnel                     - L 

switch                       -        web proxy                   encrypted                              

      squid.example.net     squid server                                     port 312 (       proxy port)      

              command                            

ssh –fN –g –L3128:squid.example.net:3128 squid.example.net 

-fN switch                               (background)                         ssh                  

-g switch      local                                       local                                              

                                                                                

OpenSSH                                (         ) pasword       m    sid                        

                          public key                           web browser                web proxy service 

         localhost port 3128                                          

Remote side                                      w b                                                 

(encrypted)       SSH     dynamic SOCKS4 (         ) SOCKS5 proxy                                SSH 

    SWN 8 : SSH tunnel     SSH server          w b                                                    

http://www.cygwin.com/


199 
 

   squid                             Encrypting web proxy                                           SSH     

caching proxy                                                                                            

ssh –fN –D 8080 remote.example.net 

  c                SOCKS4 (         ) SOCKS5                     web browser                           

                         

SSH     email               port                      T P                                              

(  c y   d               SSH                                                                 

                                                                                                           (latency)     

                  

ssh –fNCg –L110:localhost:110 –L25:localhost:25 mailhost.example.net 

-C switch                                     

-L switch                                                       port                        (port forwarding 

rule)                                

1024             local port                                  local                                    

                   (root privileges)                                                                     SSH   

                                              public keys       SSH forwarding agents                            

                                 encrypted tunnels                                                    

                                                                                                               

OpenVPN 

OpenVPN                                              O    S   c  “c mm  i y”                          SSL 

  c y  i                           VPN                

OpenVPN                 OS                                 OS          Linux ၊ Window 2000 / XP       

         ၊ OpenBSD ၊ FreeBSD ၊ NetBSD       Mac OS X                                         OpenVPN     IPSEC 

VPN                                                                 OpenVPN      VPN tunnel        

                                       (latency)                                                              

(latency)                     space        encryption / decryption                                         

                    tunnel                                                                                  

                 

                                                               key                 OpenVPN     SSL 

                   (certificates) ၊ CA                                        

OpenVPN                         end-to-end                                                               
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OpenVPN                                                               Protocols             SSL       RSA 

                                 (c  fi                                                              platform 

                                                                                                       Open Source 

“  mm  i y”                                                                                                      

              

OpenVPN       m    sid         TCP (         ) UDP port                                            

                                                                                   Networking      (         ) 

Data-Link                                          (encapsulate)           OpenVPN                         

                                                    VPN                                          

                                             routers                                                            

VPN                                                                                                  

                 VPN                                                                                

                                                                              

OpenVPN     server       client                                                                online 

                                                                             - Linux Journal                            

         

http://www.linuxjournal.com/article/7949 

        OpenVPN           website    HOWTO                 

http://openvpn.net/howto.html 

Tor       Anonymizers 

                                                          (O       w  k                     

                   web server                                                (traffic)     

                   routers                               Router                      ၊                     

                                                                                 

                     router                                                                          

           address (source address)                      address (destination address)                       

                                                                 

                        P    c                                                        ဌ      

                ၊                address (source address)  ၊                address (destination address) 

                          

                                                                        i                          

                                                                                                                                     

http://www.linuxjournal.com/article/7949
http://openvpn.net/howto.html
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                  (Access Point)                                                                

                              

                                                             ၊                                        

(         )                                                                                                     

                                                                                                 

                                                                                                      

                                                                                                         

                                                  

  - i                                                                    

Web page                                                                                                  

                                                                                                                 

Tor (http://www.torproject.org/)       Privoxy (http://www.privoxy.org/)                                      

                                              server                                                    local 

proxy server                                                                                                

Tor     Microsoft Windows ၊ Mac OSX ၊ Linux       BSD                         local                  

                   Tor                    browser                                                 

                                        

Tor       Privoxy         w y s  v                      ၊                                 (Access Point) 

                                                                                                             

                                                                        

Tor                    server              TCP                                                  ၊ 

                                                                                  (onion layer) ၊                

                                                                               

                                                                                                   

Privoxy                      proxy     Tor                                                          

name server                                  (DNS queries) proxy server                                       

       D server                    site (google.com            )   IP address                                

                         site                                                                       

                           

Privoxy     Tor                      packet                               hostnames (IP address        ) 

                 SOCKS4a proxy                                           Privoxy     Tor                                 

http://www.torproject.org/
http://www.privoxy.org/
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IP address                                                                                         

                                                                     

                                      protocols      (                                protocol             

                      ၊  Tor       Privoxy                                                                           
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၁                                       

                           

                                                                                       (                     (data 

rate))                                                                                                    

                                                              throughput                                  

         (channel capacity) (         ) bandwidth                      (                                     

bandwidth                 ) 

throughput   Bandwidth     Mbps                          bandwidth       MHz                         - 

802.11g                         (54) Mb s                                    throughput     

                    (22) Mbps                                 Mbps         802.11g protocol               

                         signal                                                                                

                        

              throughput                         bits                                  (22) Mbps           

                                                           (22) megabits                              

              (22) Mbps                                                             

                                                                                                             

                                                                                 bits                       

                    

                                                                         latency           latency 

                                         (lag)                      

                                                                                                  

                                                                                              

                  throughput                                    

                                                         ၊                                        

                                                      

              application                                    throughput                      
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Application            /                         

                  (text messaging) / 
IM 

< 1kbps                                              
 syc      s               IM     latency   
                             

Email 1 to 100 kbps IM            Email          sy c      s       
                                             
latency                                        
                    (attachements) ၊ viruses       spam 
        bandwidth                         
             
              web mail                (Yahoo 
(         ) Hotmail)         email          
        web browsing            
                      

Web Browsing 50 – 100 + kbps Web browser                       
                                               
               sy c   m  s          
                                               
                   
Web browser                             
                 (                    ၊ 
                 download                 ) 
bandwidth                       
               

Streaming Audio 96 – 160 + kbps Streaming audio                             
                                                 
                                         
b  dwid                              
               (c i                         buffers 
                                               
                                        
                                     
               (skip) (         )                        
                                         

Voice Over IP 24 - 100 + kbps Streaming audio            VoIP                  
                                 
                      bandwidth                   
                         VoIP      
                                           
                bandwidth             
              VoIP                           
(latency)                                          
                     
Milliseconds                    
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                  (lag)     VoIP                     
Streaming Video 64 – 200 + kbps Streaming audio                            (c i     

        buffers                           
                                             
streaming video                                  
                                               
                   

Peer-to-peer file sharing applications 0 Mbps – infinite Peer-to-peer application                       
(latency)                                        
     applications                          
                         bandwidth               
                                                              
                                  application      
                 bandwidth                           
                                        
                                                   
                        

 

                        throughput                                                                               

applications                                

     - web browsing                                          (၅ )     (2.5) Mbps    (5) Mbps 

                                                           throughput                                 (latency) 

                             

                                                      VoIP                  (၅ )                 

               (5) Mbps (         ) (5) Mbps           throughput                                          

                802.11g                                    half duplex (               (         )                             

                                                                                                          throughput 

          ၊            (10) Mbps                

                                                                                                

                                                                 

                                                                                        

                                               factor                                throughput                           

                               (                      bandwidth                                      ) 

Factor (5)    (10)                 throughput                                                   infrastructure 

                                                                                                

                                                        (throughput)               
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                             ၊                                                                                      (link 
budgetcalculation)                                                         ၊                              

                                                          

                                                                                                            

                                        DP 1                                                                   

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                                                                              

signal                                            port                    

Signal                                                                                                   

                     (path loss)                          signal                                           

                                                               (                             )           

                (parameters)                     (                              )                             

                                                                     

 

    DP 1 :                                              
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၁                                                                                                  

                      -  

           (TX)          (Transmit Power) 

TX             milliwatts (           d m                  TX                                            

                            TX                                                                   

                  

                                         802.11g                   6 Mbs           54 Mbs                

                        5dB                                    

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

    DP 2 : Ubiquiti Bullet2 Datasheet 
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Antenna Gain 

                                                                                                                  

                    

                                              ၊                                                 

                      d i                                      ၊                                                     

                         d i                            

                                                                      b  ic                    19    24 dBi ၊ 

 m idi  c i                        5    12 dBI ၊ s c i  i                                          12    15 dBi     gain 

        

                         signal       (RSL) 

                         signal       (         )                                                  

                                                      

           RSL                dBm (-dBm)                                                       signal          

                            

           RSL                                                          (1Mbps)                       

                            

                              -75    -95 dBm                   

TX                    RSL                                                                         

                 DB 2    datasheet      6 Mbs      -   d m       54 Mbs      -72                                   

(receiver)                                 20 dB                                                          20 dB            

                                   100                                     

                               (Cable Losses) 

Signal                                                                          ၊ connector                     

                                                                                                                          

Connector        Coxial                     signal               2    3 dB                                 
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၂                                                                                                  

                   -                     (free space loss) ၊                  (attenuation)                         (scattering) 

              

                    

Wavefront                                                       (free space loss) ၊ signal          

                                                                           signal                                

                                                                                                          

                                             signal                        (transmitter)              

                                                  

              decibel                                                         f                

                                                             

Lfsl = 32.4 + 20*log10(D)+20*log10(f) 

                             Lfsl     d                   ၊ D                               ၊ f     MH        

                      

                    (free space loss)                (the distance)                                 

                                                 (2400) MHz       (5300) MHz                                  

                   (free space loss)    (6) dB         

                      (f      cy                               (free space loss)                          

                   b  ic                        gain                                           

(5) GHz                      P   b  ic                                                       

             (2.4) GHz                     (6) dB                      

                                                 gain     (6) dB           (2.4) GHz    (5) GHz      

                              (6) dB             
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                 (attenuation) 

                       (       ss                                                       (        i             

                            (attenuation)            ၊      ၊                                            

                                                                                                            

              

                (attenuation)     si                                                             

                                                                           

                  (Scattering) 

                                     RF                                                                    

                            RF                                                              

                                                                 

                              RF                                                                 

                                                                                               signal 

                                                                                  signal            

                      

     P                                                                 
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                          multipath (         ) signal                     (dispersion)                      

                                   signal                               signal                                  

                             

                                        phase                                      signal               

                                                                       signal                          

                 signal                           

                                                  (fading) (         )nulling           m   i                    

                                                 antenna diversity           

                                                                                    Multipath          

(  c  i                                                                  signal              s                  

                                          signal                                                                          

              

                                                                                                          

signal                                                       signal                                                  

                                                                                          

                                                  signal (input)                                            

          

Signal                                                                        

                                                                                    m   i             

signal                                signal                                                      (receiver)            

                          

                                                                                                   

              (link budget calculation)                                                        

                                                                                                             (path 

loss)                                                                                     (                           

                    TX          ၊ RX          ၊ T                 gain ၊ R                 gain                   

               )    

Gain                                                                                

 TX Power  Radio 1 

 +Antenna Gain  Radio 1 

 -Cable Losses  Radio 1 

 +Antenna Gain  Radio 2 
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 -Cable Losses  Radio 2 

 = Total Gain 

                       Gain                                        -  

 Total Gain – Path Loss = Singal Level at receiving side of the link 

                         signal                                                            RSL     

                                              

              signal                                                              

           RSL                d m                          (-56) dBm     (-70) dBm               

              

                                                                                                 

                                                                                                    

     signal                                                                                       

                                                                                                                

                               

(10) dB    (50) dB                                                              signal   multipath       

                 (attenuation)                                 (20) dB                           

                                   

                                                    (link budget)                                    

                                      

                                                                                                 

           RSL                     

                                                       

                                    (Access Point)       ၊                      (5) km                        

                       ၊                                  

                       (Access Point)     (10) dBi gain            m i di  c i                            

                                   (client)     di  c i                             (14) dBi gain       

             

                       (Access Point)                           (100) mW (             d m                  

                        (-89) d m          

                       (client)                          (30) mW (             d m                  

                        (-82) d m          
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                                            (2) dB                                                       

    DP 4                                                 (Access Point)                          (client) 

                                                                  

 

 
                      (Access Point)                          (client)                                  gain 

                                                            -  

 20 dBm (TX Power Radio 1) 

 +10 dBi (Antenna Gain Radio 1) 

 -2 dB (Cable Loss Radio 1) 

 +10 dBi (Antenna Gain Radio 2) 

 -2dB (Cable loss Radio 2) 

 40 dB = Total Gain 

 

    DP 4 : AP    client                                                
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(5) km                              (path loss) ၊                     (free space loss)     (-114) d           

                    gain                                         - 

 40 dB – 114 dB = -74 dB 

(-74) dB                           (client)                                           (-82) dBm     

                                        (c i                   signal                                (Access 

Point)                                         

                    (8)dB (82 dB – 74 dB)                                                           

                                                                                                

                               

    DP 5                                             (client)                             (Access Point) 

                                                 

 

 

 

 

 

 

 

 

 

 

 

 

 15 dBm (TX Power Radio 2) 

 +14 dBi (Antenna Gain Radio 2) 

 -2 dB (Cable Losses Radio 2) 

 +14 dBi (Antenna Gain Radio 1) 

 -2 dB (Cable Losses Radio 1) 

    DP 5 : client    AP                                                
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 35 dB = Total Gain 

                       (path loss)                          (return trip)                           

                                 (Access Point)                             signal          -  

 35 dB –114 dB = -79 dB 

                      (Access Point)                      (-89) d m               (10) dB             

(89 dB – 79 dB)                                                                                              

                     

                      (client)      (14) d i                    (24) dBi dish                        

                             (10) dBi                     (                gain                                 )  

                                                                                                               

         amplifier (         )               card                                                                    

                                                                                        

                                       

                                                                                                   

                                        

2.4 GHz                          

Distance 
(m) 

100 500 1000 3000 5000 10000 

Loss (dB) 80 94 100 110 114 120 

Antenna Gain 

Radio 1 Antenna + Radio 2 Antenna = Total Antena Gain 

Losses 

Radio 1 + Cable 
Loss (dB) 

Radio 2 + Cable 
Loss (dB) 

Free Space Path  
Loss (dB) = Total Loss (dB) 

  

Link Budget for Radio 1 Radio 2: 

Radio 1 TX 
Power 

+ Antenna 
Gain 

- Total Loss = Signal 
> Radio 2  
Sensitivity 
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Link Budget for Radio 2 Radio 1: 

Radio 2 TX 
Power 

+ Antenna 
Gain 

- Total Loss = Signal 
> Radio 1  
Sensitivity 

              signal                                                                  signal             

                  ၊                                                                                                     

                                   software 

                       (link budget)                                                                  

                                                                                                           (free 

space loss)                                                                                     

                    (                      ၊                              ၊                                  

                           (path loss)                 )                                                                   

                                                                                                               

RadioMobile                              

RadioMobile 

Radio Mobile                                                                (simulation) 

                                                                                                    di i    

                                                                                           domain software 

                  open source          Radio Mobile                                                      di i    

                                                                                                       

                   signal                                                       Fresnel zone                       di i    

                                                                                                           

              



217 
 

                     (sim    i                line of sight                                                 

                                               (path loss)                     

Net master / slave ၊ point-to-point ၊ point-to-multipoint                                                

                                        point-to-multipoint          software                           

                                               (100) kHz    (200) GHz                              

                   Digital elevation map (DEM)                                                         

                                                       

DEM                                                                                                           

                                                          (                  (                                

    )                                                                                            digital                       

DEM                          Digital                                       scan                  ၊ satellite              

                                         (google maps)                                                                    

RadioMobile               (version)                              Wi d ws                         

                 web                    i                                                                          

                        

Web Version 

                                       (Linux, Mac, Window, tablet, phone         )   

                               (download)                              i                           

                 s  v                                                                              

           

                  (sessions)                                                                     

                (simulation)                                                                           

                                            

                                                                                                        

(simulation)                                            

     P     di i                                          Fresnel zone                       Radio Mobile Simulation     
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                                                                                                  Band 

(frequency band)                                    - (5.8) GHz                 b  d                      

                                     (5.3) GHz                                                      

                                                   

Windows version 

                            offline                                                                             

            (simulation)                                           

       (station)                                 GPS                                                               

              

 Wi d ws                            (Li                                                     ) 

                              (download)             bandwidth                                    

                                   i                                  (version)                                   

                 

                        windows version                                 

         ၊                        Radio Mobile        web page     -  

http://www.cplus.org/rmw/english1.html                     

Wi d ws         software                                                          

RadioMobile online 

RadioMobile   online version                                                     (account)             

http://www.cplus.org/rmw/rmonline.html                                                                     

                                             

                                                                                               menu         

                                                                     

 

 

 

 

 

 

 

http://www.cplus.org/rmw/english1.html
http://www.cplus.org/rmw/rmonline.html
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                      New Site              Google Maps                                                      

                   site                               Placemark                                           

                 Submit              

                                                      Add to My Sites                            

                                                                 

                     site                        

          site                                                                                         

(interface)     site                                                          cursor                                 

                                                                                                     

                                                                                               

(features) ၊                (antenna)                         

             m          New Link              drop-down menus    site                                  

                                                                                                            

                (sensitivity)     d m                                      microVolts                  

microVolts    dBm                                  -  

 -90 dBm is 7.07 microvolts 

 -85 dBm is 12.6 microvolts 

 -80 dBm is 22.4 microvolts 

 -75 dBm is 39.8 microvolts 

 -70 dBm is 70.7 microvolts 

RadioMobile                                                                              

WiFi                                                     - 

(2.4) GHz                     (2300) MHz ၊ (5.8) GHz                     (5825) MHz                 

                                        Submit                                                                      

              

 

    DP 7 : Radio Mobile                                                                              
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                                                                                  ၊                  

                      

                                ၊                   (azimuth) ၊                            (elevation)       

                                                (tilt)၊                     (free  space  loss) ၊                             

(statistical  loss)                                       ၊                                   signal                   

                     

                                                          (receiver sensitivity)          

                                             (fade margin)                                                          

                 ၊                                                                 Add to my sites                          

                                                                                             

                                     Modify                        

 

 

 

 

    DP 8 :                                                    
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Windows Version       RadioMobile                                 

                             RadioMobile                                                  

                                (parameter)                                           (default)                  

                                                  

      ၁      site                             digital                                (DEM)                   

(download)     SRTM       (format)                 

      ၂                          File  Map Properties                                                  

                                          site                             (midpoint)                 

                 514X514 pixels                            DEM                             

           (                                             )                         

      ၃ File  Network Properties  Systems                                             TX          ၊ RX   

                                                        gain                                 

                  directional                    m i                                                  

gain                     

        unit                   unit                                                       ၊       ၊            

(         )                                                                                               

             (N or S, E or W)  

      ၅             (roles)                      File menu    Network Properties item                     

Membership tab                                             unit                            

                 checkmark                                      unit                            

                                           Parameters tab                             

                                             MH                   

      ၆ View  Show Network  All                                            

      ၇ Tools  Radio Link                                                  point to point            

                                                         (simulation)                      

                                                          (detail view)                    

             

      ၈                                      Tools  Radio Coverage  Single polar           

                                                                                         

                                         omni                                     pattern       

b   si    (                         )                              
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       (                                                     repeater                                             

                                                                                                       

                                       repeater                       Ethernet                      
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                                     node         master, managed (         ) ad-hoc mode                              
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                                                                   (         )               ad-hoc mode 
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                IPv4                      site                                       
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                                                                       (developers)     IPv4                 IPv6     
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IPv6                                                                                                    

                        

၁  IPv4 packet               (speed)                                   router      ၊ firewall                 IP 

                                           IPv6 packet         software                         

    DP 12 : site C                                      node            site D     site A (         ) site B                                                           

repeater                                node A, B       D                                                         d                                    
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                                                                                            IPv6                       

                                     RIPE                                      IPv6                                      

                  

http://www.ripe.net/ripe/docs/current -ripe -documents/ripe-554 

            d   s            IPv6-Ready logo                         

၂  software                                IPv                                               

၃  backhaul                            ISP                                   IPv6                           

                            (         )                                                                 

           IPv6              ISP                                                     IPv6                      

                                                    IPv6                                                  IPv6 

      Service Level Agreement (SLA)     IPv4                              (throughput ၊               (latency) ၊ 

                            (incident response  time)        )                             IPv4 / IPv6 

                                              

                                         URL                                   

http://www.petri.co.il/ipv6 -transition.html 

http://en.wikipedia.org/wiki/IPv6_transition_mechanisms 

http://www.6diss.org/tutorials/transitioning.pdf 

IPv6                   IPv4 address                              (၂  ၂)                                       

                                                              URL                     

http://arstechnica.com/business/2013/01/ipv6 -takes-one -step-forward-ipv4-two-steps-back-in-2012/ 

IPv6                                                                            helpdesk 

                        EC                         6Deploy           (project)                       (project) 

                                                          

http://www.6deploy.eu/index.php?page=home 

 

 

 

 

 

http://www.ripe.net/ripe/docs/current%20-ripe%20-documents/ripe-554
http://www.petri.co.il/ipv6%20-transition.html
http://en.wikipedia.org/wiki/IPv6_transition_mechanisms
http://www.6diss.org/tutorials/transitioning.pdf
http://arstechnica.com/business/2013/01/ipv6%20-takes-one%20-step-forward-ipv4-two-steps-back-in-2012/
http://www.6deploy.eu/index.php?page=home


229 
 

၁၁                                                          

                       

                                                                                           

                                                                                     

                                           

                                                                                          

                                                                                               

              feature                                             

                              (Wired Wireless) 
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            Node                                                               

                                                                                                       

၁                       (    )             Ethernet switch                    

၂                                                     (          router ၊  br idge  (         )  

repeater)  
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                                 ၊  condit ioners                                                
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Interoperability 

                                                                                   

                                   ၊     ၊                                                           
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Range                                                                                  
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                            (surrounding terrain) ၊                                   
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                             Deployment P lanning                                     
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Radio Sensitivity 

                                1 bit        (rate)                                 
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                                                   (L ink Budget Calculat ion)                    

                   

Radio sensit iv ity                                   sensit iv ity                         

Throughput 

                                                 b it                (b it  rate)             

“      (s   d ”                                        (     - 54 Mbps)                   

          throughput                                    (     - 802.11g       (22) Mbps 

    )   
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DC                                                       Ethernet injectors           
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                   (Power Consumption) 
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encrypt ion ၊  NAT ၊ b  dwid                              (         )                

                                           (features)                                  
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                      ၊         WLAN                                            connector  

(                                         )       (         )                           
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                   (reset)       (                                                  

                                                                   ) 

                                                                               

                                        (                                                   

                         )                                  (၃ )                                 
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    HW 5 : Linksys Access Point 
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                           (User Interface) 
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OS                                    

           Mikrot ik (Router OS         ) ၊  Ubiquit i (AirOS             ) ၊  h igh end AP 

(Cisco)                      PC        Ap                    

             -  sc i                                          

           -                     
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    HW 8 : Command Line Interface 
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                                                 (Access Point)                           
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                 (Access Point)                           - Physical 

     

  mode                          :  master (         accesspoint            base stat ion)  

        mode     “m s   ” (“ cc ss   i  ”  (           “b s  s   i  ” (           “ S” 

             )       ၊  “c  i   ” (“m     d” (            “s   i  ” (           “c  i    s   i  ”  
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                                                                          ) :          
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                 Security in Wireless Networks                                           
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Bandwidth            
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           (၂ )     (၃ )     ၊                   (Access Point)         (၂  )    (၂၅ ) 

                                                                                          

                  (f      s                                                                

                                                    (၂ )                       

                                                                                            

                                                     (၁  )                               (၁ )  

                      (၈)        w b                                              (၂)        

                                          -   
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               (၁  )                   (16000) kb/s (         ) (၁)         
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၊                                                                                   

                              (၃)                                                 

                                                                               

                   

           cel l                   (                 (Access Point)                  

                               )                                                

                                                                                     

               

           :                                                          

(over lapping channels) ( )                                                                    

                                                                        

                         (over lapping channels)                                   (       

                                                    )  (5) GHz band     (2.4) GHz band     

                             (worse  range)                                          

                      (၂ )                                                

                                                                                     

WiFi                                                                 

                                                                     Mb s       

                                 

11 b 7.2 Mb/s 
11 g 25 Mb/s 
11 a 25 Mb/s 
11 n 25 - 160 Mb/s 

     - 802.11b             802.11g                                        (Access 

Point)                                                                                  

                              802.11b       802.11g                                            

                 (Access Point)                                                 

                                                      (5) GHz                      

                                       (Access Point)                                      
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                    (2.4) GHz                                   (5) GH          

                                                                     

                        (AP)                                  

                                                       (Access Point)         

                                                                        (၂)       - control ler -based  

             i   s’                           i   s’                                     

                 (Access Point)                            WiFi                 

                                          (SSI                ၊                                        

(Encrypt ion) ၊                      /                                                c         -

b s d                                                   (Access Point)                 

                                               (central control ler)                                     

                                                                            (Access Point)      

        

                                                                 (Access Point)        

                                                                      

             (၂)                                                      ၊                         

                                                                                       

                                                                                      

                    c         -b s d                         

                                       (Access Point)                    

                                                                                   

                s ignal              ( leak)                                                

                                                                             (Acc ss P i    

                                                                                             

         (Access Point)                                                    

                                                    WiFi band                           

                      WiFi                                                                 

                                                                 (Access Point)          ၊  

                                                                                      

                                                                

                                                       (external antenna)         

                  Om i d i  c i                                                             

                        (Access Point)                                                  

                                                                                        

                            (Access Point)              ၊                                          
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                                                                                  Om i d i  c i     

                                                     

                                       (Access Point)                             

                                                      d i  c i                       

                                                                             

                                                                               

di  c i                                    (         )                                s ignal  

                    (         )                                                                      

                                                                                                  

                               

                                       (Access Point)                       

                                 ၊                                                

                                                                                          

                                                                          (Access Point)     

                                                                   (         )                   

                                                                     (Access Point)   

                                         cel l                               

                                                                                   

                                                    

                                                                                       

                                                (Access Point)                           

                                                                                       

                                                                                                    

                                                                                               

                                                                                                  

SSID                          

                                                                                   

                                                                                             

                                                                                            

                                                                          

           SSID                                                                 

              SSID                         (၂                         

               (broadcast domain)                              SSID                   

     (၃)                                                                                    

                                                                                 ၊ 
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                       (         )                                                

                                       (Access Point)                     SSID      

                    -                     “U iv  si y Wi    ss” (           “ d    m”     

             roaming                                                 eduroam                        

                    SSID                                         DHCP           

                                                                        (၃) subnet  

                                                                  

                                                                                  

                    subnet            

                                                  subnet                         

                      (         )                           “Lib   y”  ၊  “ L c     H   ”       

“  f    i ”                        s b                            

                                 

                   infrastructure                                              

                                                                         ၊             s ite     

                                ၊  s ignal                                          

                                                                                            

                                                                                                 

               ၊             ၊                                                              
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၁၃                                

WiFi                                                                  ( local area 

network)                                                                    WiFi     

                   applicat ions                                              

                                       f ibre opt ic                bandwidth                 

                                                                                          

              opt ical f ibre                                                          

                                                                               f ibre           

                                                                            (ROI (Return of  

Investment)) telcos                                                              

                                     

                                                                                         

                                                                                             

                                                                                     

                                                                          

Telcos                                                                                    

                                                                                                     

           ၉၉.၉၉၉                                                                               

                                              applicat ion                         

                                                                                            

                                                                                             

                                  WiFi                  point-to-point                    

                    ၊                              (Cl ients/ CPEs)              (point to 

mult ipoint)                                                                               

                                                                                    point 

to point                                                 

WiFi                                                                               

                   :                                                                           

                                                                                 L ine Of Sight (LOS) 

                            band                                                                    

                              ၊                                                 (         )  

                                                                             Fresnel zone     

                                  



261 
 

                                         applicat ion                   (stat ion)       

                                               ၊                                           

                                                 L ine of Sight (LOS)                         

                   applicat ion             L ine of Sight (LOS)                  

                                                                                 

(5) GHz band                                                                    

                                     i                                            

                                                                                                       

                              RF                                                                     

                                                                               WiFi     

random access                                                                            

                                                                                                 

                            ၊                                               

                                           “A   im    ”                                 

                                                                                           

           (transmitter)                                                         

                                                   ACKt imeout                       

          

WiFi (                              )                                     

                                                                                           (33.3) 

microseconds                                                                        

                       

WiFi                    ACKt imeout                                                 

                                 applicat ion      (          Open WRT            third party 

f irmware)                                  GUI (Graphical User Interface)      

                                                                

                                                                    

                                                                               content ion 

window   slot-t ime                                                                       

                                                                           

                     (Time Division Mult ip le Access (TDMA))                         

                 TDMA                                                      

                   t ime slot                                     node                  s lot          

                                                                                    node            

                        s                                                      ACKs      
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            point to point                                                                   

(stat ion)                                                                                         

WiFi                                                                               

                                    WiFi                                        protocol            

                          WiMAX                  protocols      (Mikrot ik Nstreme (         ) 

Ubiquit i Networks AirMAX)         A                                   t iming issues     

                        TDMA                    

802.11                                             BER (Bit  Error  Rate)       

                               s ignal          10 - 5                   

                                                                               

                                                          b it                                  

                                                b its/second                         

                             b it                                                         

                                                                                    

                                                       s ingal/no ise                          

                                                 (         )                        

           signal                                                                  

                 

                                                               

                         WiFi                                             

                                               -  

                                                   
                  gain                     
                                                        
  Signal                                                                          
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                                        RF           (         ) waveguide      

                                                                                      gain 

                                                                                             

                                                    gain                                 

                                                   EIRP (Equivalent Isotropic Radiated Power) 

           

                                                                                

                                                                                                   

                                                                gain           

                                                                                           

                                    

                                                                           

                                                                                               

                                                                                   

                                             gain                                      

    OI 1 : dBm                                vs                                      (                      
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                                                        connector                 

                (                                                 (         )               

                                       )   

                                                                                         

                                                                                      

                                                                                   

                                                              PoE (Power over Ethernet)     

                                         

                                                                                         

                         (         )                                                                      

                                        

               i                                                                            

                                                                                            

            WiFi band                                  

                                               gain                                          

                                                                                    

                                                          Amplif ier                                  

                                      ဌ                                              

                                                                     

                        Amplif ier                          

                    1 W                                                                  

                                                       Amplif ier                        

                                                               i                              

                                                     i                                                 

                                                                             

                                                                                          

                                                                                

                                                                                     

               i                              beamwidth                          

                                        

 

 

 



265 
 

                                

                                                                     

                               (                 )                        (                   )  

                                                                                                  

                 

                                                                           

                                             RSSL (Receiver Signal Strength Level)         

                                                                                                     

           (user interface)                  netstumbler            program               

                                             RSSL                                    

                                                  

                                                  RSSL                           

                                                                                                        

                                                                                          

                                                                                                     

                                                            

                                           (AP) (         )                    

                                                                                  

      point-to-point                                                                        

             

                                                                     

                                                                         

                                                         (            )                  

                                                                                

                                                                            

                                                                          

                                    (                                                      

                                                                        

                                                                         

                                                                                             

    OI 2                                                                 

                                                      (         )           

                (၈)                     
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                                                     (beamwidth)     

                                                             s ignal          

                                                                                         

                               

             RSSL           s f w                                       packet          

                                                                                             

                                                                                    

    OI 2 : (၂  ၆)            Venezuela     El Baul                                                                  

    OI 2 : (၂  ၆)            Venezuela     El Baul                                                                  
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                                                                   s ignal          

                                            

                                                                                   

(S  c   m A   ys             

                   spectrum analyser                                                

                                                    WiFi bands                              

                                                                                       

 “R  E       ”                band                                           

                 

RF Explorer model 2.4 G                   (၁၂         

ht tp://www.seeedstudio.com/depot/ -p-924.html?cPath=174                             

                                      2.4    2.485 GHz     signal                                

                           -105 dBm                                         SMA connector 

                                                                                  

“WiS y”     laptop                        USB dongle    spectrum analyser               

SMA RP connector          models                               2.4 GHz                   

          2.4       5 GHz bands                                                               

www.metageek.net                   (၆  )                      

Ubiquit i                  www.ubnt.com      2.4 GHz       USB dongle spectrum 

analyser                       (၇ )                          

                               M s  i s                 spectrum analyser   

                                                    USB dongle spectrum analyser  

                                   

                                                       “ i  i w”                          

                                         “       M”                                             

           (2.4)       (5) GHz  band                                                

                                                   N Male connector                           

                Wi i                                                             s ignal  

                                                        (20) MHz bandwidth      
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              signal                            s ignal                            

                                        

“R  E        m d      G”     2.4 GHz signal                                         

                                         1 dBm                                      

                                                                                        “v id   

s  d  s”                                                                   s ignal         

                                                                               s ignal                      

                  

                                33 dBm        (2.4) GHz       (5) GHz band 

                                                                                      connector 

              model                                                                            

                     

                                                          website                       

http://www.l ight inthebox.com/Popular/Wif i_V ideo_Transmitter.html  

                      WiFi                                                         

             (၂  ၅)                  P ico del Aguila (8.83274638° N, 70.83074570°W, 

                           4100     )       E l Baul (8.957667° N,68.297528°,                     

       155     )          Venezuela                                                  Radio 

Mobile Software                              E l Baul     (၂၈ )           ၊                       

97° ၊                                                   -2.0°                              

                      (၂ ၆)                                                 Fresnel zone     

2.412 GHz             1.7 t imes                              

    OI 3      program                          
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                            ( ၁  )                                       (၁၅၅) 

                                                                                      

              (၂ ၁၂) MHz ၊                         (100) mW ၊                      gain     

30 dBi                    bandwidth                                                     

                                     

                                                           WiFi                 

                                                                                      d i  

                                                                                    

            

         UC Berkeley             TIER                    TDD  (Time  Div is ion  

Duplexing)                           f irmware                                                     

802.11b                                                                 6 Mbit/s 

                                              

(၁   )                P    i      (           N,             W                        

        (remote site)                                (၃၈ )                                     

(testbed)                               Case Studies                                

                                                    

http://www.cplus.org/rmw/rmonline.html                   Radio Mobile   on-l ine 

                                                                                   

    OI 3 : (၂  ၆)                  Venezuela     Pico del Aguila       El Baul        (၂၈ )                           

                                                file                       65 kb/s     ACKtimeout     

                          OpenWRT firmware                         firmware     WiFi                           
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                                                 (downloadable)                               

                               

    on-l ine                                    s ite                                      

                                                  ၊                            ၊                  gain 

                                              software                                  

                                                                                          

                     

                                                       web version                 

                    2.4 GHz      2.3 GHz                                             

                                                                              

                             

    OI 4                               Radio Mobile on-l ine                         

                                                                  

 

 

                             (၃၈ )                              

                                                           Fresnel zone     

                                                                                       

    OI  5       Radio  Mobile  on-l ine simulat ion                                 

    OI 4: (၂  ၇)                                   Venezuela     (၃၈ )                  2.4 GHz                         
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    OI 5 : Aguila       Platillon         (၃၈ )                                           Radio Mobile on-line simulation             
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၁   Off-Grid          

                    

                                    photovoltaic                                 

             Power gr id                                                                   

                                            photovoltaic                                           

                                                                                   

                                                                                            

                                                                                                

                                  (photovol  ic                         )             

                                                                                         

           

                         

Photovoltaic                     photovoltaic                                         

                                                                                                  

                                  i r radiance (G)                                 watts per square 

metre ( W/m 2                                                                                  

                                      ၊                                                      

                                                                                                 

                                                                                         

                                                                                           

                                                                               

                            

                                                                           

                                                                                               

                   PSHs (                                                                           

                 PSH                                                                    

                      (1000) watts per square metre                  “   k s       s” 

                                                               (4000) Wh/m  

                                                 (   PSH     d y                        

Online                                       PSH                                        

               http://re.jrc.ec.europa.eu/pvgis/apps4/pvest.php?  map=afr ica&     =   

                                (         )                              
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                                              ( iso lat ion)                          

                                  

                    

          (                                                                  

                                                                                 

                                  (၁  )                                               

(၆)                                                        (၃)        ( )              

                                                                                                       

                                                                  

                                                                              

                          ၊                           photovoltaic                    

                                                                                         

                                                                                     

                         (         )                                                       

                                                                                      

         Scot land                                                                            

                               URL                        

http://www.wirelesswh itespace.org/projects/wind - f irenewable- energy-basestat ion.aspx  

                                                                                 

megre 

                                                                                                   

                                                                                           

                

Photovoltaic                         

          ၊         ၊                                                               

( )                Photovoltaic                                                           

                                                                                               

                                                                                      

                                                                                           

                   (DC)                                                           

                                                                                         ၊ 

                                                                      

http://www.wirelesswhitespace.org/projects/wind-%20firenewable-%20energy-basestation.aspx
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                                                DC                     

                                        DC/DC converter                      DC/AC converter 

                        AC   w                                     inverter                 

                                                                                         

                          

                                           ၊                    (ground rods) ၊ fuses ၊ surge 

protectors ၊  c ircuit  breakers ၊                                                  

          (The  solar  panel) 

                             cel ls                                             

                                            Photovoltaic generator (         )  

                                                                                       

                                        load                    (         )              

                                                                                      

                                                                                                

                                    ၊                                               

                 

 

 

 

 

 

 

 

 

 

 

 

 

 

    OGP 1                                                        
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                  c ys    i   si  ic        monocrystal l ine (         ) 

polycrystal l inePolycrysta l l ine                           

Amorphous si l icon                                                          

                                                     

Amorphous si l icon                                                                      

                                               (၆) %    (၈) %                  

                                                                                 

                                                     photovoltacics       s i l icon 

r ibbon                                                                                        

                                                                                

       

                              load                                                

                                                                                           

                                                                

                                              accumulator (          )           

                                                                                     

                                                                              

                                                        recombinant (         ) VR (valve 

regulated lead acid)                      
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                  -                                                              

                                                

                                                                               
                                                                                             
(                                                                                        

                                                                     

                                                                        (Nicd ၊  

NiMh (         ) L i- ion)                                                                

                  

                                            /                                          

                                                                   

 

 

 

    OGP 2 : (200) Ah   -                                                                                                           
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                                                                    (        

                                                         )                                 

                                                                               (         ) 

                                                                                          

                                                                                (state of 

charge (SoC))                                                                             

                  

                                                   SoC                        

                                                                                  

                                                           (         )                        

                                                                                           

 

 

 

 

 

 

 

 

 

 

 

                                                                                 

                                                                                    a larms ၊  

t imers ၊  ampere- hour ၊  voltmeters ၊  ammeters ၊                         

                                             photovoltaic                        

                                                       

    OGP 3 : (    Am                                           

    OGP 3 : (    Am                                           
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Converter 

                                                         DC                        

                       

             Load                                                                     

Inverter        (DC / AC )            /                              ၊                            

DC     AC                                                                                            

                                                                                         

                   DC                                                                       

c  v     s                                           

                                load                       DC                       

                                                                           

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
    OGP 4 : (800) Watt DC/AC converter (power inverter) 

    OGP 4 : (800) Watt DC/AC converter (power inverter) 
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                                                                          d          

         VSAT modems ၊  TV sets ၊  lamps ၊ workstat ions ၊  routers ၊  wireless 

                                     load               

                                                                              

                                                      

                              ( lower power)                                                    

                                                                   

                    

                                                      photovoltaic                     

                                                                                 

                                                                                 

                                                                                               

                                         

                    load                                converters       Inverters 
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Photovoltaic                                                                 

                                           

 

 

 

 

 

 

    OGP 5: DC       AC load                                                            
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                 (36)                    (         ) (32)                                

           

                        (E A                                                          

                                                                                              

                       

                                              (0.5) m2       (0.1)              

                                                                                      

                               d iodes                                         

                                                                                  

                                       diodes                                      

“   -s   s”                                                             

                                             “   -s   s”                               

                                                                                             

    OGP 6                                                                                                              
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                         (  85    100 c )                                            

                                                         hot-spots         di d s  

                                                                                              

                                                                                         

                                                                                       

 

 

 

 

 

 

 

 

 

 

 

 

 

 

IV                                                                                    

                                                                                        

                                                  

                                                                                        

                                                                            

                                         

    OGP 7:                    IV                         (A)                                               (V)                                    
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                                ၊                                                     (G)         

                    

                    (V x I)                                                        

                                                                          IV            

                                                                

                                         

Photovoltaic                                       

1.                                 (ISC) :                                                     
                              

2.                      VOLTAGE (VOC) :                                                  
                                (     ci c i                                           
                                             (12) V                                
                                           (22) V                                       
                                                                 

3.                            (Pm ax) :  Pm ax = Im ax x Vm ax                                       
                                                     

                                                     Watts (W) (         ) peak Watts 

(Wp)                                                  (         )                       

                                                                               

                                                                                   Vm ax       

Im ax                               ISC        VOC                            

 

 

 

1.   ILL  A TOR (                                                                       
              ISC  . VOC                                              IV character ist ic curve 
                                                                                 
                                                                         
                          FF     ၁                                                   
( .၇)     ( .၈)                           

2.  E  I IEN   (                                                       (PL)            
                                                                                  
                                                                 ၁ -၁၂ %         
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(monocrystal l ine ၊  polycrystal l ine ၊  amorphous (         )   i  f i  m           
                              

                                h =  Pm ax  /  P L =  FF  . I SC . VOC/  P L                    

                                                                                                  

                 T c=                            ၊                        ၊  

                    G = 1000 W/m2                                                            

                             ISC,  VOC,  I Pm ax       VPm ax                      

                                                                                   

                                                                                                   

         (         )                                                                       

                                                                                                 

                                        

                                                                                        

Wp                                                                              

                                                  (           I  SC and VOC  )                  ၊  

                   ၊                                                             

                    

                                                     

                   voltage                                      IPm ax  and  VPm ax               

                                 ၊                               

                                                                   

                                                                      regulat ion      

                           (         )                                                         

                                                                                           

                              (၅                                                       
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           (          )                                                                         

                        

                                                                                            

              

                                                                                            

             

                                                                                      

                                                                        

                                                                  

                                                                                

                                                                                        

                                                                                                

                                                    

                                                                                 

                                                                                               

                         

                                                   (±10) %                   
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                                                             (wp)                            

                                                                                                       

                                                            watt                      

                                                                                                

                                                   

               (     ၊                      )                                      

                                                                              

                                                                                

                                                                                           

                                                                          

                  

                                                                                     

                   ၊                                                                          

                                                                          (၂ )    

    OGP 8                                                                                                                                                 (    : 

Fantsuam Foundation, Nigeria) 
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                                                                  (Wp)                      

                                                                                                     

                                                                                            

                                                                              

                                         ၊                                

                                ၊             (arrays)                                              

                                                        

       

                                                                                                

                                                                    “  s s”                     

                                                                                                

                                                                                      

                    (         )                                                          

                                                                                      

                                   -                                                         

                                     ၊                            (2) Vol ts                  

                                        

                        (12) volts (         ) (24) volts                                 

photovoltaic                                                             (   c   s                

(12) V                 

          Photovoltaic                                   

                                                                                        

                                                                                            

                                                                                                         

                                                 (         )                                   
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                        ၊                                                   

                                                                                              

                                                                                    

                                                                                            

                                                                                        ၊  

                                            

                                                                               

                                                             (              ၊               ၊  

                                                                         

                                                                                        

                                                                                                 

                                                                                           

                                                                                       

                  (                                                                   )  

                                                                                                

                                                                                              

                                     

                                                                                           

                                                                                               

                                                                                                

            photovoltaic                               (၅ - ၇)                          

                                                                                                    

                               

                                             (         )                          

                                                                                    

                                                                                    

                                                                                                 

                                                                            

 

 

 

 



290 
 

                      

                                                                                  

                                                                                                 

               (         )                                                                          

                    ၊                            Photovoltaic                                

                                                                                      

                                                       ၊           Stat ionary                  

                                                            

Stat ionary                      (                   ) (         ) alkal ine 

(         )                                                      

                                                                                                       

stat ionary                       

                                                                                 

                                                                                   

                                                                  (                         

                )                                                                                  

                               

                                  

                         phovoltaic                                        

                                                                           (        

              )                                                            

                                     Photovoltaic                                    

                                       (          )                     

                       

Photovoltaic                                                                  

                            (          tract ion         )                     

                                 (         )                                            

                                   t ract ion                                 

         wheelbarrows                          tract ion             

                                                                      ၊  photovoltaic 

                                stat ionary                                                    

                                                                                    

                                                              (၇ )                           t ruck 
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                                 (၃ ) %   -                            

                          -                                                 densimeter  

(         ) hydrometer                                                                  

                                                                   (1.28)         

                                                                                    

                                                                     -                       

sulphate                               ၊                                             

                                                        sulphate                              

           hard sulphat ion                                                               

                                                                                        

                                         

                 

                                                                         

                                                 (၂)                                        

                                                     (၂)                                  

၁                             

                                                                           

                                                                                      

                                                                                         

                                                                                       

gasif icat ion                                                                        

                                                                                          

                                                

                                                                                  

                                                                                            

                                                                                  

                                                sif ic  i              

                                                                                    

                 

            (                                                    )              (   

                                            )                                            
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                                                                                                  (2.35)    

(2.4) volts        (25ºC)                                                               

                                                                                           

၂                                

                                                                         

                                                                             

                                                                       

                                                                                           

                                                                                 (25°C)      

                                                (1.85) volts                    

                                                            

                                                 (         )                 

                                        (၃)                                          

                                                         ၊                            

                                           ၊                                                  

                                      hard sulphat ion                                       

                                                                                          

                                  

                            

                                                                -  

       (             )         - VNba t  :    12 V                                   

       (             )               - CNBa t   :                                           

                                            Ampere-hours (Ah) (           W   -    s (W         

           

                                                                                 

                                                                                          

                                                                                     

                                                           photovoltaic applicat ion           

                        (၁  )     (C100)                

                                    - DoDm ax :                                            
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                            -                                                             

                                                             (၅ )                           

                                                                          (၃ )  

                                                                                    

                      - CU ba t  :                      (               )  

                                     DoD                                                         

-                                  (      )       (C100)     (120) Ah          (၇ )  

                                       (120 x 0.7) = 84 Ah                                 

                                            

                (12) V   -                                                    

                                                                                                  

                                                           (12.8) V             

                                                                   (12.6) V      

                                                                                               

                                                                                

(12.6) V    (11.6) V                             

                  -                                                                

              (၉၅)                                                                  

                                          “       ( f    ”   (12.6) V              

“     ( m  y ”                  (11.6) V                                                    

                         (                            (၇ )              

                                                                                           

                       ၊                                                                    
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                   (12) V                Cel l                

100% 12.7 2.12 

90% 12.5 2.08 

80% 12.42 2.07 

70% 12.32 2.05 

60% 12.2 2.03 

50% 12.06 2.01 

40% 11.9 1.98 

30% 11.75 1.96 

20% 11.58 1.93 

10% 11.31 1.89 

 

                                                (၂ )                (၃ )  

                                                                       (170) Ah     

                                                       (၂ )                  (34) Ah      (၃ ) 

                 (51) Ah                                                 (12.3) V               

                                      regulator                               

             regulator                     

                             (         )                              

                                                       ၊                                      

                                                                                                        

                                                                                                   

                                                                                                        

                            (         )                                                      
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                         (regulator)                                                   

                                                          

                                                                                 

                                                                               

               

                                                                                        

                     

                                                                                

             

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                      ၊                                                

                                                                                                    

                       (၂ )                                                                      

                                                   amperes                       

                                                                                      

                                                                                                 

    OGP 9 : (3600) Ah                ၊                                     (45A)                 

    OGP 9 : (3600) Ah                ၊                                     (45A)                 
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(         )                                                                                    

                                                                                

                                                          

                                

                                                                                   

               

                                    (                                    25°C 
               )                    1°C            1%                                  
                                                                                         
                                                                                
                                                                                       
                                                                        
                 (                                                                1.25 
      )                                                                     
                  

                                                                          
                                                                                   
                                                                                     
                                                                         
                                                                                  
                                                 (                   DoDmax                      
            ) 

                                                                                      
                                                           ၊                                     
                       (regulator)                                         
                                                          (         )                    
                                                            

                                                                                 
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(200) Ah                             (၅ )           (      ၁၂ )                  

                                              

            ( ၅         )                                                               

                            

                                                                (C20 ၊  C100)                

              ၊                                               ၊                        

                                                                                

                              

                         ၊                   (         )                     

                                                            ၊                          

               

                                                 (         ) 

                                               ၊                              

                                                                (12) V   -       

                                  (                                                 )     Ah 

                                  (၃             (                           

                                     

                                                                               

                                                                

                                                                           

                                                                                         

            (၃                                                                                  

                                                                                                

                                                                                ၃    ၁         

                    (၃)                                                 (၃)           

                                                              (၃)                  
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                                                                   (charge control ler) ၊  

                       (voltage regulator) ၊                   -                         

                 (charge-discharge control ler)                            -

                                                       (charge-discharge and load control ler)    

                                                                                                 ၊  

           ၊                        (         )                                

                                                   2 V                          

                                                                                   

                                                                   (         )         

                                    

                        applicat ion                                                       

                                                                                    

                                                                                                   

                                                                                         

                            (            )                       (b ipolar transistor ၊ MOSFET) 

                                                                                                     

          gasif icat ion                                                          

                    (high voltage disconnect (HVD))                                          

      (cut-off  set point)                                                                  

                                 (LVD – low voltage disconnect )                 

                                                            (                        

                                                                                       

                    (                                                              
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(12) V   -                                                 -  

                      

LVD 11.5 

LRV 12.6 

Constant Voltage Regulated  14.3 

Equalisat ion 14.6 

HVD 15.5 

                                                                                  

                                                                                          

                                         

                                                                 

                                                                                        ssi   

                           pulse width modulat ion (PWM)                                

               

                                                                                         

                                                                                         

                                                                                               

                                                        (MPPT – maximum power point tracking)    

        

                                    

                                                                                            

                                                                                              

                                      (12) ၊  (24)           (48) V                               

                                                                                              

            (၂ )                            
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                                                          -  

  LVD ၊ LRV       HVD                               
                                           -                            

                                                                                          
                                                                                           
                                                                   

                                             -                                    
                                                          ၊                  (SoC – state 
of charge)                                              (DoD – Depth of Discharge)  
                                                                                             
(         )                                                                    ၊  
LVD (         ) HVD                                                                     
          

   v     s (                       ) 

                                            DC                              converter  

          inverter                                                                                   

DC/DC Converters 

DC/DC converter                                                          

                                                                                                  

                                                                          -           

               ( l inear conversion)                              (switching conversion)              
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     - (12) V    (6) V                                                    (၅ ) 

                                                                                      (၈ )  

                                  

DC/AC Converter or Inverter 

              AC                    inverter                      inver ter         sine 

                                                                                                  

                                      DC                                              s ine 

                                                             inverter                 

                                                                                          s ine 

                                                                           s inusoid                

                                                                 s ine        inverter         

            s inusoidal inverter                                                              

                      s ine                                                                            

                                                                               s ine        inverter 

                                                                                s ine           

                                                                           DC          

                                                                                   

                                        

Inverter                                                                             - 

                                                           -  inverter                         

                                                                                          

                                                                                           

                                                                                      

                                 inverter                                (           

                                                                                                

                                 

                                      -  inverter                                   

               (၅ )                (၉ )                                                                 

                                        inverter                                               

inverter                           (၇ )                                            

                      

                             - inverter                             

                                                                                              

                                 (gr id ၊  generator         )                

                                               inverter               charger/ inverter            
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            fal l-over -        inverter                                        (gr id ၊  

generator ၊  solar)                                                                     

Telecommunicat ion                               DC/AC converter                         DC 

                                                                                     

                                                                               

             (         )               

                                       photovoltaic                                  

                                                                                           

                                                                        

                                                                                           

             

                                                                                                   

                                             

                          

P    v    ic                                       (heat-exchange) applicat ion      

(                     ၊            ၊                               )                         

                                                                                                    

                                     

                                                                              

                                   -  

  P    v    ic                                                                             
halogen        (         )                                                                    
                                                                                   LED 
                  DC                                                    
                                           

                           (         )                                           (TV 
          )       photovoltaic                                                      
                                                                                   
                                                                                       

                  (           )                                         applicat ion         
photovolt ic                                                                             
            (         )                                                     



303 
 

                                                                           
                                                                                            
                   

                                                                             
                                                                           
                                                   (            100Wh     )  

                                                                                            

                                                                                                     

                                                      

                          (Watt) 

                              30-50 

                              6-10 

                    router 4-10 

VSAT Modem 15-30 

LCD                      20-30 

LCD                     200-300 

Port  (၁၆)                      switch  6-8 

 

         telecommunications                     

                                                                                     

                                -                                                      

                                                                                         

                     Fresnel zone               (၆ )                                Wi-Fi card  

                                                                                            

                                                                               

                                                                                           

           CPU                               ၊                                           

                                                                             ၊                   
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                                                                         (12) vo lts  

(         ) (24) volts                            -                      

                           (    v   s                         DC                                   

                                                                                               AC 

                          (         )                    access point                      

                                                                                                 

              (8-20 volts)               router (         ) access point            DC     

                 

              access point                                                

                                                (         )                                       

                                        (          (5 volts)           (12 volts)           

                                        )  

                                 (Access Point)                                      

                    (power supply)                                             

                                                                                           

                                                                                               

                                                                                            

                                           

Access point                                  capacitor             inductor       

(                                ferr ite toroid      )        DC                            

         capacitor           inductor                         switched mode                  

                                     capacitor                                    

                   capacitor                      (16 volts)           (25 volts)               

           

                                                                                          

                                                                                             access 

point                                                       (24 volts)                        

                             (power supply)          (25 volts)  capacitor             

                                                               

                                                                          switched mode 

                          access point                                                     access point 

                                                                 

         Intel x86 CPU                                     ARM (         ) MIPS         

RISC                                                                            
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                              board                     AMD ElanSC520 processor          

                                S  k is     f  m                                         MIPS 

processor                         AMD (ElanSC           G  d  S                         (၂ )  

%    (၃ ) %                                                   MIPS processor         AMD 

Geode                                            

                                                                                

                                ၊                   memory /                                 

                                                                              

                                  board          2W    3W                      mW         card  

         3W                                                card      (400 mW Ubiquity        )  

    6W                                                                  8W    10W       

                  

          IEEE 802.11                       mode (PS)                 

                                                                                

                                                                                  card         

               “s     ”                                                   

                                                                                    

                                                                                       

                                   access point                                                

                                                                                        

                              mode                                        

                                                                                         

                                                                                

                                                  mode                                 

         

                   

                                                                          -       

                                                                              (12 V)        
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                                                                                          
                                               

                                 (         )                                            
       (         )                                                                           
            

                                        American Wire Gauge (AWG)                   

                                                                     AWG       mm2 

                                          - AWG                           (4.11) mm      

(55) A                        

                                                                                    

(Conversion Chart)      Appendix D: Cables Sizes                                                

                                      appl icat ion                                   

                                                                                  

                                                            

                                                                         

                                                                                                     

                                                                                                

                                                                                              

                                                                                          

azimuth a                  ( incl inat ion) (         )                            (elevat ion) ß       

                             azimuth                                                  

                                                                                                

                          ( incl inat ion)                                                            

                             

 

 



307 
 

Azimuth 

                                                                                   

                                     (                                         

                                          )                                    (a = 0o)   

                                                                                          

                         (           ၊                 ၊           ၊                           

        )                                                    (         )                               

                                                                                      

               (         )                 ±20º                                 (a = ±20º) 

            (Inclination) 

Azimuth                                            b           (ß)               

                                                                                        

                                                                                         

                                                                                                    

                                                                                            

                                              

Telecommunicat ion                                                        ( i c i   i    

                                                     telecommunicat ion                  

                                                                                          

               (worst month)                                                                  

                                                               

ß                                                                                                 

                         (                          )                             

                                                                                                 

                                                       

     (       F)                                10° (ß = | F | + 10 °)       

                 

                                                                                           

                                                                                    

                                                                                          

        (ß = | F |)    

                                                             (       F)                

                    (  =       -                              
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                                 (         )                                          

               15°                                                                  

                                            65° (         )                               

                   

                                                                                 

                               ၊                                              

                                               

                                                                                  

                                                      

Photovoltaic                               

                                                                                  

                                                              

                                                                                        
                                                                            

                                  -                                           
                                                                                            
                                                                                
                      

                     (               ၊                        )                          
                                                                              
           

                                                                         

                                                            (                                 )     

                          -                                                             

                                                                                             

                                                                                    

                                                                                                  

                                                     (           

                                                  (                                       )  

                                                               

Photovoltaic                                                                             
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Photovoltaic                       (fuel)             (                        )     

                                                                                              

                                                                                             

                                                                                        

                                                                                              

                                                                                              

                                                                                              

                                                                                                   

                                                                                         

                             

                                                                

          Photovoltaic                   (                                   

telecommunicat ion                                          )                     

                                                                                        

                                                                                          

                                                                                  

                                                       

                                                                               
(method of the worst month)                                                       

                                                                                              

                                                                                                        

                                                                    

                                                                                   

                                                                                       

         (                                                                               

                                              )                                              
            (maximum number of days of autonomy) (N)                              

                                                                                            N 

                                     ၊                                                       

                                                 ၊                ၊               ၊                     

           (         )                                                                   N     
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(                                                 telecommunicat ion                   

                                                                                     

                                                                                         N   

                                                                                     

                                                          telecommunicat ion 

                              N                                                      

                                                                       N            3    

              

            E                                       (solar Dimensioning)             

                                                                                      

                                                                                          

                                                                                 

                                                                                  

                            

                    -                                               

                                                          

                                        -                (“w  s  m    ”                

                                                            (၁၂)                              

      (၁၂)                                                                               

                                    Gdm(                              kWh/m2       

                                                                           

                                                                                              

                  s (                                                                

1 J = 2.78 × 10 - 7  kWh 

                                                              Gdm(0)              

၊  database                                                                                 

                                                                                            

                                                                          photovoltaic          

                                                                                                

                                              

                            (sun hours)                                                

(peak sun hours)                                
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                                                  (၅)                                  

                                                                             25degC   

                                     1000 W/m 2                                                (၅) 

                                         5000 W/m 2                          

                                                              

                                                                              

                                                                                                

                                                   

                                                                                       

                      

                                                                           

                                       

                

                                                     Ipm ax                          Vpm ax         

                    

           

                                   (     ၁                            ) CNBa t  ၊ 

                                     VNBa t  ၊                                                     

DoDm ax                                      CU Ba t               -       ၊       ၊  AGM ၊ 

                                                                                           

                                                                                             

                                       

               

                              VNReg                                            Im axReg      
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DC/AC Converter/Inverter 

Converter                                                         VNConv ၊  

                               P IC onv                           H70    (၇ ) %                          

                    

            (         )               

                              VNC                                                

                                                                       PC                  

                                                                                                 

                                                                                   

                                  ၊         ၊      (         )                           

                                                                       (                      ၊  

        (                                         )   

              

                                                                                 

photovoltaic                                                                               

                                                                                          

                                                       

                                           (N, number of days of 

autonomy) 

                                                                                 

                                 N                                                       

                          N                                                            

                                                                                                  

                                                                                                  

       

                                                                       

                    5 10 

           4 8 

             3 6 
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                                            (VN, nominal voltage of 

the installation) 

               VN                                                                    

            

                                         (12)           (24)  volts       

                                                   3 kW                            (      

               

VN                                                                       

                                                                              (12)  

          (24) volts                                                       board         

                                                                    converter           

                  

                                                                                           

              DC/DC       DC/AC converter                                             

                                                                                                     

                       

                                                                      

                         (၃)                 

1.                                                   (               )                           
                         ၊                                                 
                                                                                   
                                                                                      
                                                            (၁၂)                    
                                                                                          

2.                                              (           )                                    ၊  
                                                                                          
                                                                                         ၊  
                                         ၊          /                                 
                                                                           
                                                                       (၁၂)     
                                              (၁၂)                      

3.                                           (    )                  (worst month)    
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                                                                                       
                                                         

                                                                         
                                                                        
                            

                                                                  
                                                                          

            

                                        

Im                                                      Im                            

Gdm          “m” ၊                                   ß                           

                                                 VN                               

                                                           

                    Im      Im                                            

                                                                      Gdm(ß)     

               PVSYST (http://www.pvsyst.com/)           PVSOL 

(http://www.solardesign.co.uk/ )                                                           

Gdm(                                      

                                                                                             

                                                                             Im MA X             

                          

Im MA X  = 1.21 Im (WORST MONTH) 

                Im MAX                                                                 ETOTA L 

                                               ETOTA L           DC       AC                      

              W   s                              ETOTA L                                   E  

                                     (Appendix E: Solar Dimensioning )      

                     

 

 

 

 

http://www.pvsyst.com/
http://www.solardesign.co.uk/
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                            (12 ၊  24           48 V)                       VPm ax 

                                                       

                                                                                 

                                                                                          

                                                                                                    

                                            

                                                  Nps                  

                                                                                                     

          

Nps  = VN  / VPm ax 

                                                  (Npp)                    Im MAX      

                    Ipm ax                                                                 

                                    

Npp  = Im MA X  / IPm ax 

                                                                             

         (                     )                                                        

(                                                        

NTOTA L  = Nps  * Npp 
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                      (         )            (accumulator) 

                                                                       

                                                                                            

                                   

                                                                                       

         (               CNEC)                                               

               (worst month)                                                                   

            (N)                          

CNEC  (Ah) = ETOTA L  (WORST MONTH)(Wh) / VN(V) * N 

                                                                                 

                                            CNOM    CNE C                            

                                                                       (DoD) 

                                                  

CNOM(Ah) = CNE C(Ah) / DoDMA X 

                                               (Nbs)                    

                                                      (VN)                                  

                        (VNBa t)                        

Nbs  = VN  / VNBa t  

               

                          :                                                        

                                           

                                                                              

                                                                                              

                

                                                                                     

                                                  (၂ )                                  Im axReg  

                                       

Im axReg  = 1.2 Npp  IPMax 
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DC/AC Inverter 

AC                                                                  DC/AC converter 

(         ) inverter                                                                

Inverter                                                           inverter       

                                           

                                                  inverter                    

                            

(25) Watt                                      (1500) Watt inverter              

                                        

                                                                                         

                                                                                                  

             

                 

                                      ၊                                       inverter       

                                                                                                  

                                  

                                                                     ၊  

                                                                                      

                                                                                           

                                      

                                                                                        

                                                             

                 S                                                             

                                                                   IMC                    

           -                            Im MA X                                 

      -                                                                           

                             

                    (V a-Vb)                                                         
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                                          :   

                         (VN               )  

                       ->        1,00% 

       -> inverter  1,00% 

                       3,00% 

                       (          
        ) 

3,00% 

                       (           ) 5,00% 

 

                                                                   

                        O m’s L w                    

S(mm2  =  (Ωmm 2/m)L(m) Im MA X(A)/ (V a-Vb)(V) 

                       S                           r                           

(                                               Ωmm 2/m) ၊  L                    

S                                                                       

                      

                                                                                        

                                                                                 

                                           6mm2                                       

             4 mm2          
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(    W                                     

( 1 W     $ (4)     )  
4 $300 $1,200 

(30) A                1 $100 $100 

                      (    ) 25 $1/metre  $25 

(50) Ah                                  
       

6 $150 $900 

             $2,225 

 

                                                                                          

             

                                                       ၊                
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                                                                                ၊              

                                                                                                

                                                             

                     
             
            

           
        
(    ) 

        
            

(    W                        
             

( 1 W     $ (4)     )  

4 $300 $1,200 20 $60 

(30) A                1 $100 $100 5 $20 

                      (    ) 25 $1/metre  $25 10 $2.50 

(50) Ah                     
                    

6 $150 $900 5 $180 

             $2,225 
        
            

$262.50 

 

                                                                                   $ (262.50)    
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၁၅                                              

        

                                                                               

                                                                                              

                                                                                              

                                                                                                ၊ 

                                                                                         

                                                                                         

                                                                                         

                  

                                                                                             

                                                            

                       

          ၊               (         )                                                  

                      

                                                         ၊                                  

                              (         )                                                        

                                                                                      

                                                                                             

                                                                                       

                                                                        

                                                                   ၊                          

                                                                                    

                      

                                 ၊            ၊                           ၊ 

                                                                                   

                                                                                  

                                                                                           ၊ 
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                                                                           ၊  

                                                                                         

                       

                                                                             

                                                                                              

                                                        

                                                                                    

                                                                          

                                                                       

                                                                       

                                                                                    

                                                                                        

                                                                                ၊  

                                         ၊                                          

                                                                                                  

                                                                                                     

                                                                                        

                                                                                 

                  

                                                                            

                                                                                           

                                                                                IT       

                                                                                              

Ethernet                                                                                

                                                                                   

                                                    

                                                                                 

                                                                                          

                                                                                        

                                                                                 

                                                                                             

                                                                                      

                                                               (                      
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                                                                              ၊                 ၊  

                                                                           

                                                                                          

                                                                                           

                                                                                                   

                                              

                                                                                            

                                                                                                      

                                                                                      

                                                                            

                                                                             

                                                                                          

                                                                                                         

                                                                                             

                                                                                      

                                                                                 

                                                                          

                                                                            

                                                                                          

                                                 

Neophyte                                                             ၊                    

                                                                                     

                                                                                            

                                                                                                  

                                                                                    

                                                                                          

            

                                                                                       

                                                                               

                                                                                       (         ) 

keyboard                                                                           

                                              ၊                                                   
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                                                                  b inary                          

                                                 (         )                              

                              

                                                                                        

                                                                               

                                         

                                                                                     

                                                                                     

                                                                                                  

                                                       

                                                                                                  

                                                                                        

     -                                                  Access Point          

                                                                                              

                                                                                      

                                                                                     

                                                                                       

                                                                                              

(decision tree)                                                         (f low chart)         

                                                                                           

                                                                       

                                                                                   

                                                                                      

                                                                                   

                                                                                                

                                                                                                

                                                                                            

                                                    (fuse)                                

                                                                                               

                                                                                                  

                                                                                               

                                                                                  

                           IP address                          ၊                      
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(         ) switch                        ၊  SSID                                  (           

                                                                                                  

                                                                                         

                                           

                                       

                                                                                          

                                                                                                  

                                                                                      

                                                                              

                               

                              

                                                                             

                                                                                   

                                                                                       

                                                                              

                           (         )                                                 

                                                                               

                                                                                     

                                                                               

                                                                                         

                                                                      

                                                                                      

                                                                                           

                                       

                        
 
                                                            ၊                                  

                                                  s f w                         

                                                                            

                                                                                             

                                                                                     

             (sort-of works)                                                         

                          (memory                                                  

                        )                                                              
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                    
 
                                                                                  
                                  (                                 )  
                                                                          
                                                                              
                                                                              
                                                         
                                                                                   
    (Access Point)                                                 
                                                                                     
                                                             

 

                                                        
 
                                                                                            

                                                                                

                                                                               

                                                                     

                                                                                   

                                                                                    

                    

 

  f i le              /                                    
 
                                                                     (                     

                                                                                            

                                            (         )                            

                       (         )                                          (         )  
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                   

                                  software                             

                                                                                         

                                                                                                   

                                                            - 

                                                          Ethernet               

                                                                                          

                                                                                       

                                                                                             

                                                                                       

                          ၊                      (         )                          

                   CD-ROM                                                                 

                                                                           

                                             

                                                         

                                                                                  

                                                                                          

                                                               

                                                                                         

                                                                                      

                                                                               (         )  

                                                                                   

                         (         )                                       

                                                                                 

                                                                                

                                   

                     

                                                                                 

                                                                                         

                                                            (         )                          

                                                                                      

                                                                                              

                                                                                    

                                                                                  

                                               router                                             
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   (         ) LMR-400                                                               

                                                                                         

                                                                           

                                          (pre-conf igured) router (         ) AP 

                                                                                            

(Power supplies)                                                                        

                                                                                                

                                                        

                                                                      

                                                                                            

          

                                            

                                                                            

                  

                                                                                ၊  

                                                                                                     

                

                                      (         )                                         

                                                                                       

                    

                                                                                     

                                                                                                 

                                                                                              

                                                                 

                       (hosted) website      

                       website                                                    

website                                                                                  

bandwidth                                                                

                 website                                                               

(search engine)                                                      

                                    DNS       mirror ing                                        
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                 website                       European host ing                server  

                                                                                     s ite        

                            DNS                                                         

              s ite                           

 

 

 

 

 

 

 

 

 

 

 

 

 

              proxy      

Proxy server                                                               

                                                                                     

                 bandwidth                                                                

              Proxy                                                                             

                   y s  v                          -                           Squid 

                                           IP address                squid.conf                   

                              

              proxy server     border f irewall                          f irewal l     

                           proxy port                                                    

    MT 1 : Example 1                   website                                          VSAT                    

Example 2                      website                 European                                                   

                                      server                                          VSAT                             web site 
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                                 server                              

                                                 spam                                        

                                                           spam                         

                                                                                                       

                                                       s  v                       (          

                                                             SMTP s  v           

           )                         server   port 25                                    telnet     

        

telnet mail.uzz.ac.zz 25  

                    c mm  d- i                                 (     -           

                  ) server                                                      

MAIL FROM: spammer@waste.com  

250 OK - mai l from 

RCPT TO: innocent@university.ac.zz  

250 OK - rcpt to spammer@waste.com 

                                   MAIL  ROM                                          

               

550 Relaying is prohib ited.  

                                            website                    

http://www.mailradar.com/openre lay/  or http://www.checkor.com/ .  

                                                                                             

                                                                                          

                                                                                             

                    

      server                                                              MTA (    - 

Sendmail ၊  Postfx ၊  Ex im (         ) Exchange)                                           

                                                                              

                                          IP address                                    

mailto:spammer@waste.com
http://www.checkor.com/
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Peer-to-peer                    

Peer-to-peer (P2P)                                             Bandwidth             

                                                              

                                                                                    

                                                                  (adminis trat ive access)  

               bandwidth                      applicat ion                                     

              

                                                    Operat ing System     

                   desktop                                   

                    applicat ion                                                          

                                                                                       

applicat ion                                                                     

              disk image     Part it ion Image (http://www.part image.org       

             )           Drive Image Pro (http://www.powerequest.com                   ) 

           software                                                                     

                  software                                                

               software                         (     -                         

                              )  

                                                                       (administrator)     

                      d isk image                        Operat ing System                                

software                            

             (                )                            

                                                          bandwidth                   

                       spyware                                                              

                    company                                                 

                                                                     ၊          

                                                                                               

                                           Spychecker (http://www.spychecker.com/)         

spyware                                                              s f w    

                             

http://www.partimage.org/
http://www.powerequest.com/
http://www.spychecker.com/
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Window                          

                     LAN                                       

                                Microsoft  Windows operat ing system                 

                                               ၊                                               feature 

        Microsoft    website                                                         

                                               bandwidth                                  

                                          (၂)       -  

                                                 windows                            
                                                     server           
                                                                         
                                                                              ၊          
                           

  Software                     server                           
                 Microsoft                    Microsoft                                 

                                s  v                                                             

                                                                                      windows 

                                                 bandwidth                                        

                                       Software                    server                  

                            

                  DNS server               windowsupdate.microsoft .com       

                                                                                      

                 server                                                                              

                                                                                          

         bandwidth                              

Bandwidth                                                     

Windows                            bandwidth                                     

                                                                                              

bandwidth                              virus                          (Norton Ant iVirus        )  

                                                                                              

                                                          server                            

              

RealNetworks v ideo player                                                             

                                                                                  

                    w bsi                            
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Applets                              software      (Konfabulator       Dashboard widgets 

       )                                                                         

                                                         

                           bandwidth                                 (        

                                      )     bandwidth                                (webcams 

       )                       appl icat ion                       (         )               

           

Windows       Mac OS X                                                                   

                                                                                          

server                                                                                        

                                                                                                  

server                                                                                       

                   

                              

                                                                                        

                                                                                               

                                                                                                   

                                                                         

                                                      server                                  

                                                                                   server       

                                      server                                              

                 

     Windows       Unix server                          web server                

                                   server                                 

                        web server                                                      

                                                                            

 

 

 

 

 



334 
 

                                               

                                                                          

                                                     Yahoo                

                                                                                

                                                                                        

          Yahoo                                         2 MB                    Yahoo 

                                                                                    

                                                                   Yahoo        

                                                                               

                                                                                 

                           mail server                       

Mail server                                                                                

                                                 

                                                                                        

SMTP                                                                                      

                                  

                                (Large downloads) 

                                                                            (         ) 

650 MB ISO images                                                                 

                                                      bandwidth                             

                                                               ၊  off l ine           

                                  ၊                                                            Off l ine 

                                                                                    

  Moratuwa                               URL                                            
                                   ftp:// URL                                     
                                                                                     
                                                           off l ine                            
Off l ine                                                                                   
                                                                                    
                                                                 
                                                                          
                                                                                    
                                                                                 
                                                 bandwidth                        
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                                                    URL                                          
web                                                                cron job (         ) 
scheduled task                                                                   
                                                                                     
                                                                          
              

                                                  (Sending large files) 

                                                                                    

                                                                                              

               Windows                       FTP server                                FTP 

scr ipt                                          scr ipt           FTP command                      

                     

                                                  (Users sending each other files) 

                                                                                          

                                                                                          

b  dwid                               

                                  Wi d ws S mb  M c W b s  v           

                                                                                         

                          

              web                                    web server                 

                                                                                                       

             w b s  v                                                  URL                   

                      (         )                                          URL                   

                        URL                                                               

           Br istol                             FLUFF                               

                                                                                               

(FLUFF)     http://www.bris.ac.uk/ it -services/applicat ions/f luff                     

Open Source packages                                                       FLUFF         

                           SparkleShare (http://sparkleshare.org/)        L ipSync 

(https://g ithub.com/philcryer/ l ipsync )                                                               

                                                                    Google Drive                      

                                 

https://github.com/philcryer/lipsync
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                    rsync (http://rsync.samba.org/)                              

Rsync protocol                                    protocol             

                                 

                                                                                           

                                                       rsync server        

                                                                                                 

                                                                    

     10 MB                                           database      

                                                  23 KB                     23 KB                   

Rsync                                                                       

                 SSH protocol                            

                                          (Trouble tracking and 

reporting) 

                                                                                

                        

                                                                    (         ) 

                                                                                                

                               

                                                                      

                                                                                          

                                                          

                                                                                 

                                                                      

                                                                                         

                                       -  

23 July 10:15AM Changed default  route on host alpha from 123.45.67.89 to 123.56.78.1 because 
upstream ISP moved our gateway.  

                                         JIRA (         ) Bugzi l la                  

                                                                                          ၊ 

http://rsync.samba.org/
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                                                                 ၊                                   

                                                                               

                                                                                     

                   

Trouble-t icket ing                                                                   
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၁၆                              

        

                                                                              

                                                                                      

              ၊                                                                                     

                                                                                        

                                                                                                     

                                                                                       

                                                        

                                                                            

                               

                                                                                       
           

                                                                       
                                                                               

                      
                                                                                            

         access point                          
                                                                           
          s ite                                                           
  Inbound (         ) outbound                                                      

                                
  Bandwidth                  (         )                                           

                                                
                                                          (ISP)                   

                                                                           

                                       bandwidth ၊ packet            ၊  latency       

                                                         

                                                                -  

                                                                                            
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                                                                        (         )           

                                       (conf igurat ion and setup) ၊                        ၊  

                                                                                   

                                                                                            

                                                                                                 

                                                                                               

                                                                                 

                                                                             

                     

                                                                                 software      ၊  

hardware                                                                         

                                     ( latest version)                                     ၊         

                             ၊                                                          

                                                                   

                                                                           

                                                                                         

                                                                                          

                                                                               

                 

                                        

                                                                                          

                                                        

                                                 

                                            (၃)                              

                                                                        (၅ )       emai l ၊  web 

      proxy server     server (၃)                

                                                                                 

                                 spam email                                                

                                                                         

                                                                                

(                                         )    

                                                                               

             hardware                                           



340 
 

                                             bandwidth                            ၊      

                                                                     

                                                    

                                                                                   

                                                  bandwidth                                    

                

LAN (                                           )                       

                                                                                  

LAN                                                                             

                                                                                          

              

1.                                                                            
                                        

2.                                                                          
3.                                                                                       

                 

Switch                Simple Network Management Protocol (SNMP)    

                            SNMP                                            

                                                                                   

                   applicat ion layer protocol               

Switch                  IP address                           swi c        

                                                                                              

                                                                      SNMP                      

                  

http://oss.oet iker.ch/mr tg/                   MRTG                                    

                                 swi c         port                                     

                                                                                                      

                  w b                                                        ၊          

                                MRTG                                                        

                                                               LAN                         

                                                                               

                                                                                              

                                

http://oss.oetiker.ch/mrtg/
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                                                                       spyware 

                 software                                                  LAN       

                                                                                       

                                                 spam email                        

                                                                            

WAN (                                  )                      

                LAN                                                                    

                 bandwidth       ISP             bandwidth                              

           

                                                                                     

                                      Wide Area Network (WAN                     

                                                                    LAN        

                                     (                      )                            

                                                 

                                                                                           -  

                                                     bandwidth             

                                              ISP bandwidth                               

                                                  

                                                                                             

          (patterns)                                                                                

                                                                                     

          

                                         router         SNMP               

                  MRTG                                                              router 

    SNMP                            router       ISP                     switch       

                                  LAN                                                    
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bandwidth                                                       

                  ISP    bandwidth                                      

                                                                                    

                                                 

“f        ”                                                         

                                 

                  NM 1                                                outbound 

                                                  f                          

                                                                                           

                                                                           

                                                                                     

                                             (proxy server                                
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                                                              web                  ၊  email  

                                        proxy server                                            

                      web       email                                            router  

                          (reboot)                                                                 

                                                                                  switch       

                                     switch                                              

                                                          

                                      ၊                                                            

                                                                                         

                                                                             

                                                                                

                   Nagios (http://www.nagios.org/ )                               

                                                                            Nagios     

                                                                                                    

                                                                                 web page 

                                            SMS (         )                                   

                                                                      

    NM 1 :                                                           “f       ”                         

http://www.nagios.org/
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                                       bandwidth                                           

                                                                                            

                                                                                   

                                                                                              

                                                                                      

                                                                                        

                                                                            

                                                                                          

                                                                             

                            

                                                                        

                         (         )                                         

                              

                                                                                        

                                                                        

                                                                                                    

                              (         )                           

                                                                  (                              

                          

                                                                                       

         bandwidth                                                                   

                                         

                                                                                       

                                                 

                                                                               
                                                                (bandwidth ၊  
                software)                    ၊                                   
                                                                      
                                                  

                                                                                      
                                                                            
                                                                        server           
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                                                                                        
                                                                              bandwidth         
                                                                                   
                                  

                                                                      
                                                                                     
             protocol                                                              
          

                                                                                     
                                                                               
bandwidth                                                            

                                       bandwidth                                 
                                                                              
                                                               

                                                                             

                                                                                      

                                          open source                                      

                                                                                            

                                                         

                                      server 

                                                        server               

                                                                        (                    

          )            

       appl icat ion (http://www.ntop.org/                     ntop        )                     

                                                                                     

                                                                       RAM       

                                                  CPU                                   

                      

Open source                        (L inux (         ) BSD        )            

                                                                                       

                                                        server     

                                              

                                           Server                                    

                                                                                

http://www.ntop.org/
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                  d                                (         )          bandwidth 50 Mbps 

                                                                                                   

                         

                                                                      MAC address 

                                                                                           switch 

port                                                                            

                                                 

                                                                             

                                   

                                                                                 

                                                                                                    

                                             

                                      web server                                        web 

server                                                                      

                             

                                                                                      

                                                               

                                                                                 

                                    

                                                                    

                                         

                                  server                             

Router                                                                   

                          LAN                                             

                                                                                         

                                          (patterns)                                          

                              

                            NM 2               router                                 

MRTG                               

Inbound       outbound                                                                 ၊  

               (         ) bandwidth                protocol                              
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                                                                             server      

                          

                                                                   ISP               

                     WAN                                                      server     

             router                                                 

LAN                                        server     swi c     ၇                    port  

                                     

                      switch                                      server         switch  

                                                  

                                                                   switch       

                                                          VLAN                      

               

 

 

 

 

 

 

 

    NM 2 : edge router                                                                                                             ၊                         
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     swi c                       port                                  server     

                LAN                                            

                                          server                                    

                                                                                    

Server                                                                      

                                                        

 

 

 

 

 

    NM 3 :                  port                                                                                     switch 

                    port                
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                                                        hub       (switch              )     

             LAN                                  ၊           router                          

                                                   

Hub         router                                                           

                                              (hub                                         

                             )  

hub                                                     

 

 

 

 

 

 

    NM 4 :                                                                        LAN                                       
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               server                                                                 

                                

                       

                                                                                        

                                                 

                                                                               

                                                                                          

                                                                                  

                        

 

 

 

    NM 5 :       switch                    port                                 router       LAN                       

hub                            server             hub                       
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                Node                                                      s ignal      
                                           
                                                                                 
                                              
                                                                             

Switch                                 

  Switch port                    bandwidth            
  Protocol                bandwidth            
  MAC address                bandwidth            
  Packet                                              
  Packet                                

                                         

                   protocol                 bandwidth            
  Proxy server                           
                           s ite 100 
   NS                
  Inbound          / spam          /                              
  Outbound                            
                                              (web servers ၊           server         ) 
  Ping                      ISP    packet                      
                           

                                                             

  Memorty            
                                  
                                                   
            
                                                 (UPS)                    
           ၊               ၊                
  SMART       (Disk)           
  RAID         (array)         
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                                                                       -      

                          CPU                d isk                              (         ) 

                                                                                            

                                                                 

                                     

                                                             

1.                                               access point                     
                                      ၊                s ignal        ၊  
                                                          

2.                                                                                     
                                                                     p ing         
                                                                           
                                                                                        

3.                                                                     packet           
                            (        address ၊           address ၊  protocol  
                appl icat ion          )                                
                     c                                

4.                                                                                   
                                           

5.                                                                                     
           bandwidth                                 

6.                                                                           
                                                                                          
           

7.                                                                (         )  
                                                                                   
                                                        (                
                                                /                                                     
           )  
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                                                       (signal           

                             )                                                             

                                                                                     

(         )                                                                      

                

             (built-in) client 

                                                                         

                                                                                      

                     ၊                                                                      

                                                                                                 

                                                               

                                                                                        

     (         )                                                                             

         

                                                    ၊                    access point    

              s ignal                                                               

Netstumbler  

(http://www.wire lessdefence.org/Contents/NetstumblerMain.htm )                    

Microsoft  Windows                                                                

                                                                                       

                                                                                      

                                                                                    

s ignal/                                                                                   

                                                                                            

                               s ignal                                      GPS 

                                          Netstumbler                        s ite         

                                                       

Macstumbler (http://www.macstumbler.com/). 

Netstumbler                                       Macstumbler     Mac OS X platform 

                                              Apple Airport                    

              

http://www.wirelessdefence.org/Contents/NetstumblerMain.htm
http://www.macstumbler.com/
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                                                    web page       (         )          

server                            reload                                                              

                                          

                                                             

                                                         

                                                                        

                  

                                                                                      

                                                Maintenance and Troubleshoot ing           

                  

ping 

                    (Windows ၊  Mac OS X ၊  L inux       BSD)               ping 

                                                                       host            

                 ICMP packet                                                             

           

        p ing                          p ing                                  web 

browser                                                                           (     

http://yahoo.com/                 p ing                

$ p ing yahoo.com 

PING yahoo.com (66.94.234.13): 56 data bytes  

64 bytes from 66.94.234.13: icmp_seq=0 tt l=57 t ime=29.375 ms  

64 bytes from 66.94.234.13: icmp_seq=1 tt l=56 t ime=35.467 ms  

64 bytes from 66.94.234.13: icmp_seq=2 tt l=56 t ime=34.158 ms  

^C 

--- yahoo.com ping stat ist ic s ---  

3 packets transmitted, 3 packets received, 0% packet loss  

round-tr ip min/avg/max/stddev = 29.375/33.000/35.467/2.618 ms  

 

http://yahoo.com/
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                                      control-C              

Packet                                                               

           p ing packet                                T ime To L ive (TTL)              

                                                                                    

         p ing                                                              

IP address                    p ing      NS                                 

                IP address          p ing          p ing                         router 

         p ing                                                  

$ p ing 69.90.235.230  

PING 69.90.235.230 (69.90.235.230):  56 data bytes 

64 bytes from 69.90.235.230: icmp_seq=0 tt l=126 t ime=12.991 ms  

64 bytes from 69.90.235.230: icmp_seq=1 tt l=126 t ime=14.869 ms  

64 bytes from 69.90.235.230: icmp_seq=2 tt l=126 t ime=13.897 ms  

^C 

--- 216.231.38.1 p ing stat ist ic s ---3 packets transmitted, 3 packets received, 0% packet loss  

round-tr ip min/avg/max/stddev = 12.991/13.919/14.869/0.767 ms  

      router       p ing                                                          

               LAN             IP address            p ing                                 

                              Ethernet                                  ၊                    

                                                                                         

                                          

P ing                                                                    

                      ၁                                  

           WAN       (         )                                                   

router/ f irewal l           p ing                                                p ing                

          ssh           http                                                                    

                                                                                

                        ping                                                               

p ing                                                        
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UNIX           p ing                                      I MP E HO      c     ck   

                                                ICMP     protocol               

                      p ing                               

                                                      NIC (network interface 

card)                                                                   

                                                                                       

                                                                                                   

                        i                                                           

                                                                              i         

                     p ing                                                     

                

traceroute       mtr 

http://www.bitwizard.nl/mtr/                     p ing            t raceroute              

                              (Microsoft  Windows                              t racert     

                  )  t raceroute                                                         

                                                      

$ traceroute -n google.com 

traceroute to google.com (72.14.207.99), 64 hops max, 40 byte packets  

1 10.15.6.1 4.322 ms 1.763 ms 1.731 ms  

2 216.231.38.1 36.187 ms 14.648 ms 13.561 ms  

3 69.17.83.233 14.197 ms 13.256 ms 13.267 ms  

4 69.17.83.150 32.478 ms 29.545 ms 27.494 ms  

5 198.32.176.31 40.788 ms 28.160 ms 28.115 ms  

6 66.249.94.14 28.601 ms 29.913 ms 28.811 ms  

7 172.16.236.8 2328.809 ms 2528.944 ms 2428.719 ms  

8 * * * 

-n switch     DNS                                     t raceroute                         

                                                                       (၇)           hop      

                                                 (၂)                         (၈)          

hop      packet                                      

                                                                                 

http://www.bitwizard.nl/mtr/
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My TraceRoute (mtr)     p ing       t raceroute                                                

                                                          mtr                    p ing       

t raceroute                                            (momentary snapshot)      

                             latency       packet                                                   

              

My traceroute [v0.69] 

tesla.rob.swn (0.0.0.0) (tos=0x0 psize=64 bitpat Sun Jan 8 20:01:26 2006)  

Keys: Help Disp lay mode Restart  stat ist ics Order of felds quit  

Packets            P ings 

Host      Loss%  Snt Last Avg Best Wrst StDev 

1. gremlin.rob.swn    0.0%   4  1.9  2.0  1.7  2.6  0.4  

2. er1.sea1.speakeasy.net   0.0%   4  15.5  14.0  12.7  15.5  1.3  

3. 220.ge-0-1-0.cr2.sea1.   0.0%   4  11.0  11.7  10.7  14.0  1.6  

Speakeasy.net  

4.  fe-0-3-0.cr2.sfo1.   0.0%   4  36.0  34.7  28.7  38.1  4.1  

speakeasy.net  

5. bas1-m.pao.yahoo.com   0.0%   4  27.9  29.6  27.9  33.0  2.4  

6. so-1-1-0.pat1.dce.   0.0%   4  89.7  91.0  89.7  93.0  1.4  

yahoo.com 

7.  ae1.p400.msr1.dcn.   0.0%   4  91.2  93.1  90.8  99.2  4.1  

yahoo.com  

8.  ge5-2.bas1-m.dcn.  0.0%   4  89.3  91.0  89.3  93.4  1.9  

yahoo.com 

9.w2.rc.v ip.dcn.yahoo.com  0.0%   3  91.2  93.1  90.8  99.2  4.1  
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Ping                                                        control-C     

                 

Mtr                                  (root)                                              

                                                                           

                                                                                 

                                                

Protocol                                                 

            protocol                                             packet 

                                                                                           

                                                                                         

                                data- l ink      (         )                  packet         

                

                            802.11                                             

                                                                             

(              )             protocol                                                  

Kismet 

http://www.kismetwireless.net/                     Kismet     L inux ၊  Mac OS X            

platform                    mb dd d O   WRT Li                                        

                    protocol                                      

passive mon itor mode                                                            

                                                      Wireshark                              

               Kismet    802.11 frame                          PCAP            d isk         

(         )                                     Kismet                                         

              ၊  AP                      ၊  Netstumbler                         GPS                   

                              Kismet                                          

                                                                                   

                “c   s d”                                                               Kismet     

                                                                                          

                                                                                        

Kismet              (                                                    

                                                                             

Kismet                      passive monitor mode                               

                                            Kismet                           

http://www.kismetwireless.net/
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Kismet                                                                               

              

KisMAC 

http://k ismac-ng.org/                 Mac OS X platform                        KisMAC 

    Kismet                                                                   Mac OS X       

                         KisMAC     passive scanner            Wireshark                    

PCAP               d isk                                 KisMAC     AirportExtreme         ၊  

USB          adapter                  passive                                 

Tcpdump 

http://www.tcpdump.org/                    tcpdump                                

                                   command-l ine                         tcpdump      

wireshark                    ၊                                                          

                      

tcpdump     l ink                                 protocol   

                                                      packet                                  

                     (         )                                             packet 

                          

 c d m        packet                                                                      

                    wireshark                                                           

                                                                                        

                  tcpdump                        tcpdump           Unix                

(L inux ၊  BSD       Mac OSX)                                                

WinDump            Windows port               http://www.winpcap.org/windump/       

           

 

 

 

 

 

http://www.winpcap.org/windump/
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Wireshark 

http://www.wireshark.org/                        Ethereal                      Wireshark  

    Unix       Windows                                    protocol                      

               

 

 

 

 

 

 

 

 

 

 

 

 

Wireshark                                         (         ) d isk      

                                                                                          

                                                                 packet                       

                                                                                

                        

Wireshark                                                                            ၊  

TCP                                                                                  

                                              

Wireshark                                             (         ) OSI               

                                                                

            IP address         (         ) IP address                                    

                                                                                    

                                                             -                     

                                 (         )                                                             

    NM 6 : Wireshark (Etheral)     protocol                                                             packet             

                                                

http://www.wireshark.org/


361 
 

TCP/IP packet         IP address                                                               

                  

                       

                                                                                   

                                                                                               

                                                                (           )                     

                                                                                        

                            

                                                                                       

                                                                                               

MRTG 

http://oss.oet iker.ch/mrtg/                     Mult i  Router  Traff ic  Grapher  (MRTG)     

                                                       SNMP               

                   MRTG     inbound       outbound                                 

                                                                    web page              

            

                  SNMP                            MRTG                     

                                                                       MRTG     

                                                      (      IP address        )                       

                                  

 

 

 

 

    NM 7 : MRTG                                                                                             

http://oss.oetiker.ch/mrtg/
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RRDtool 

RRD           Round Robin Database                          RRD     database 

                                                                             

                                                      RRDtool           RRD database 

                                                                                         

                                                                                         

RRDtool     t ime-ser ies               (         bandwidth ၊                         

(         ) server               )                                                          

                                    

RRDtool                                                                       

                                                        database                             

                                                

                                     wrapper scr ipt (shel l           Per l)                  

                  RRDtool             (conf igurat ion)                                  

                                                         web                 (front-end)     

                RRD                                                                              

MRTG                                                       ( item)                     

              

 

RRDtool            L inux distr ibut ion                             

ht tp://oss.oet iker.ch/rrdtool/                             

 

 

 

    NM 8 : RRDtool                                                                                                  

http://oss.oetiker.ch/rrdtool/
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ntop 

                                                                                     

                                

                                                                               

                                                                                     web 

b  ws                                 RRDtool                                        

                            ၊                                        

                                    ntop     CPU       d isk                   

                                                                                          

                       ntop     L inux ၊  BSD ၊ Mac OS X       Windows              

                

Ntop                                 - 

                                                (        ၊                ၊ protocol ၊  MAC 
address                                                

                                       Protocol       port                               
               

                                                        IP                        
matr ix                                   

  NetFlow protocol                      switch (         ) router               
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0 – 9 

802.11 

802.11                                        protocol               802.11                             protocol  

                                                                                                             

                        - 802.11b ၊  802.11g        802.11a              Wi-Fi                        

A 

AC 

                (Alternative Current)                    

Access point (AP) 

                          Ethernet                                                                     

               CPE ၊ master mode                            

Accumulator 

                                  

Ac-hoc mode 

Access point                                                    802.11                                              

                 Mesh                                                ac-hoc mode                      managed 

mode ၊ master mode       monitor mode                            

Address Resolution Protocol (ARP)  

Ethernet                    IP address    MAC address                                                         c   

         

Address space 

Logical subnet                                   IP addresses                    

Advertised window 

     Bytes                                                                                                  

                  TCP                             
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Alternating Current (AC) 

                                                                               AC                                          

                                    Direct Current                         

Amortization 

                                                                                                                 

                                               

Amplifier 

                                                                                                 

Amplitude 

                                                                        

Anchor clients 

                                                                                                        

                           

AND logic 

                                                                                                                   

                           OR logic                             

Anonymizing proxy 

                              (         )                                                                         

              Anonymizing proxies                                                                        

                                                                                                            

Anonymity 

                                                                                                        

                                                                                                              

                                                                                      authenticated          

                  

Antenna diversity 

                                           (         )                                                                      
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Antenna gain 

                                                                                                            

                d i                                          gain                                                     

gain                                                              

Antenna pattern 

                                                                                                        

                     rectangular plot ၊ polar plot ၊ linear polar coordinates       logarithmic polar coordinates              

                  

AP  

Access Point                        

Application layer 

OSI       TCP/IP                                                 

Argus  

Audit Record Generation and Utilization System                    

ARP  

Address Resolution Protocol                    

Associated 

                                                                        access point            

                                       AP                                     SSID                           

                                                                                            

At 

                                                              Unix                           cron                        

Attenuation 

       ၊      ၊                                                                                                    

                                                       free space loss ၊ scattering                        

Audit   Record   Generation   and   Utilization   System   (Argus) 

                                                                open source                                      

              Argus     http://www.qosient.com/argus                    
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Authenticated 

                                                                           (         )                    

(access point        )                                                                                          

        ၊                      anonymity                            

Azimuth 

                                                                                                          

                                                 inclination                            
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Bandwidth 

                 digital                                                                                     bandwidth 

                                                                            digital                             

                                                   capacity ၊ channel ၊ throughput                            

Battery 

                                                       solar panel ၊ regulator ၊ load ၊ converter ၊ inverter          

                  

Beamwidth 

                                                                                                             

beamwidth                                ၊                                                               

Benchmarking 

                 (         )                                                                             

                   b  c m  ki                                                                                   

                ၊                                                                                           

                                         

BGAN 

Broadband Global Access Network 

BNC connector 

                                                                               coaxial       c    c             BNC 

connectors                         10base2 coaxial Ethernet                   
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Bridge 

Data link                                                                                   Bridge         

packets         network                                                                                         

packet                                                                   router       transparent bridging firewall          

                  

Bridge-utils 

802.1d Ethernet bridge                                Linux software package                 

http://bridge.sourceforge.net/  

Broadband Global Access Network (BGAN) 

                                                                             Digital Video Broadcast (DVB-S)       

Very Small Aperture Terminal (VSAT)                            

Broadcast address 

IP                                  IP address              subnet                                         

                                    Ethernet                                  MAC address                          

d m i                                                                      

Bypass diodes 

                                                                                                      

                                                                                                                        

C 

CA 

Certificate Authority                    

Cacti (http://www.cacti.net/) 

PHP                                         web                                           

Capacity 

          digital                                                                                          

bandwidth                           

 

 

http://www.cacti.net/
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Captive portal 

Web browser                                                                                                  Captive 

portal                                                ၊                                              

                                       (                                             )                    

Cell 

                                                                                                                            

                                                                                                     

                                                           2 volts                   

Certificate Authority 

               cryptographic keys                                                            Public Key 

Infrastructure ၊ SSL                            

Channel capacity 

               bandwidth                                                                 bandwidth ၊ 

throughput ၊ data rate                            

Channel 

                                                                                    802.11 channels     

22 MHz         bandwidth                      5 MHz                  Appendix B                        

CIDR 

Classless Inter-Domain Routing                    

CIDR notation 

Bit                                                         mask                                     

                      netmask 255.255.255.0   CIDR notation      /24                     

Circular polarization 

                                                                                                                        

                                  RF cycle                                                               horizontal 

polarization ၊ vertical ၊ polarization                        
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Class A, B, and C networks 

           IP address space                                                                                 Class A ( 

address ၁၆         ) ၊ Class B (address ၆             )       Class C (၂၅၅ address)               CIDR     class        

                                         class                                         address space             

                                               CIDR notation                    

Classless   Inter-Domain   Routing 

CIDR                                                                                                               

mask                                                                                                  CIDR     class 

       addressing                                                     Class A, B, and C networks          

              

Client 

                      managed mode                                                           access point 

                                                                                             mode       

                                                access point ၊ mesh                    

Closed network 

Access point                SSID                                                                                

                           

Coax 

                                                                                                                 

                                                                   (coaxial)                    

                                           c                          coax           “ f c mm     is”   

                  

Collision 

Ethernet                                                                                                                  

                                                                                                                

                                                                          

Conductor 

                                                                                                     dielectric ၊ insulator 
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Connectionless protocol 

                      (                                                          protocol       (UDP                   

Connectionless protocols                         session oriented protocols                                

                            packet                                                     session oriented protocol      

              

Consistent platform 

                                                                                            ၊ software           firmware 

                         platform                                                     

Constructive interference 

                                         phase                                                                           

          constructive interference            destructive interference                    

Controls 

NEC2      controls                                      RF                          structure          

              

Converter 

DC signal               DC (         ) AC                                                 inverter                    

CPE  

Customer Premises Equipment                    

Cron 

                                                                                          Unix                           

at                    

Customer Premises Equipment 

                                                                             (router (         ) bridge)     
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D 

Data link layer 

OSI       TCP/IP                                                                              Nodes 

                                     Ethernet                            MAC                                   

Data rate 

                                                                                                     

                                                     802.11g                               54 Mbps            

                                        20 Mbps                throughput                    

DB  

decibel                    

DC 

Direct Current                    

DC/AC Converter 

A device that converts DC            AC                                                                                      

             inverter                      

DC/DC Converter 

DC                                                                 linear conversion ၊ switching conversion          

              

Decibel (dB) 

                                                                           logarithmic                         

                           dBi (decibels relative to an isotropic radiator)       dBm (decibels relative to a milliwatt) 

              

Default gateway 

router                                                                            packet          

                          packet     default gateway                             default gateway     

                                                                   packet                                  default gateway 

                      

Default route 

       gateway                                                  



422 
 

Denial of Service (DoS) 

                                                              (         ) application             (         )         

protocol                                                                                                        

              

Depreciation 

                                                                                                                  

                      

Destructive interference 

                                         phase                                                                  

          destructive interference            constructive interference                    

DHCP 

Dynamic Host Configuration Protocol                    

Dielectric 

                                                                                                     

Digital Elevation Map (DEM) 

                                                                                Radio Mobile            

                                                                                                          

Digital Video Broadcast (DVB-S) 

                                                                                Broadband Global Access Network 

(BGAN)       Very Small Aperture Terminal (VSAT)                        

Dipole antenna 

 m idi  c i                                                  

Direct Current (DC) 

                                                                            DC current     access point           router 

                                                            Alternating Current                    

Direct Sequence Spread Spectrum (DSSS) 

802.11b                                                        
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Directional   antenna 

                                                                                                directional   

antennas                   yagi ၊ dish       w v   id                             omnidirectional antenna ၊ sectorial 

antenna                        

Directivity 

                                                                                 (         )                          

                                                                                   

Diversity  

Antenna diversity                    

DNS  

Domain Name Service                    

DNS caching 

DNS server                            LAN                                                     NS                   

                                                                                                             DNS caching    

        

Dnsmasq 

Open source cacheing DNS       DHCP server            http://thekelleys.org.uk/                   

Domain Name Service (DNS) 

IP address                                                                                   protocol               

Dominant mode 

                                waveguide                                                                  

DoS 

Denial of Service                    

DSSS 

Direct Sequence Spread Spectrum                    

DVB-S 

Digital Video Broadcast                    

http://thekelleys.org.uk/
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Dynamic Host Configuration Protocol (DHCP) 

                           IP address                                               protocol               
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Eavesdropper 

Passwords ၊ email ၊               (         )                                                              

                                   

Edge 

                                                                                        Edge         firewall       

                                       router                                   

Electromagnetic spectrum 

                                                                                                                           

        ၊              ၊                          X rays                

Electromagnetic wave 

                                                                                                                             

                                                   mechanical wave                

Elevation  

inclination                

End span injectors 

Ethernet                                        802.3af              Ethernet                      port 

                                       Ethernet switch          end span injector                            mid 

span injectors                

End-to-end encryption 

           session                                                                                            

                         End-to-end encryption     link layer encryption                                    

                   

EtherApe 

Open   source                                      http://etherape.sourceforge.net/                   

http://etherape.sourceforge.net/
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Ethereal  

Wireshark                    

Extended Service Set Identifier (ESSID) 

802.11                                                         closed network                     

External traffic 

                                                                             IP address             

                       (         )     IP address                                         

Firestarter 

Linux  firewall                                                      front-end            http://www.fs-security.com/      

             

Filter 

Linux netfilter firewall                                      fi       b                                      

                            (                                                            

Firewall 

router                                               (                                                    

          Firewall                                                                           

                                           

Fush 

                   (         ) netfilter                                                             

Forwarding  

router                           (         )                                 packet                  packet     

                                          router                                              forwarding            

Forwarding   loops   

Packet                (         )                  router                                                            

                                                                    packet            TTL                
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Free space loss 

                                                   wavefront      geometric                                             

                        attenuation ၊ free space loss ၊ Appendix C                        

Frequency 

                                                                                           wavelength ၊ Hertz 

                       

Front-to-back ratio 

                                directivity                                              directivity                     

Full duplex 

(                 )                                                                                                    half 

duplex                    

Fwbuilder 

     server                                  iptables script                              server        

                                                      

G 

Gain 

Signal                                                                    (               (         ) amplifier        )   

                  decibel                    

Gain transfer 

                       gain                                                                                               

                        

Gasification 

                                                                                                                           

           

Globally routable 

                                                     ISP       (         ) RIR                      address 

              IPv4                    IP address                                                    globally routable 
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H 

Half duplex 

           (         )                                                                                                  

(                                  full duplex                   

Heliax 

               coaxial                                              (                                                     

                                                                                        coax                    

Hertz (Hz) 

                                                                                           

HF (High-Frequency)  

3 MHz    30 MHz                                    HF                                             H          

                                                                                                   

                   

Hop 

                                                                   web server                                 

                                        packet         router                                                 

                                                                

Horizontal polarization 

                                                                                                    

                        circular polarization ၊ vertical polarization                        

Hot-spot 

                        Wi- i                                                                 hot-spot            

                                  Portal                       photovoltaic                                                 

                                       -s                                                                 

                                                  

Hub 

                port                                                                         Ethernet 

                           switch                    
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Huygens principle 

         wavefront                                                               wavefront                  

                                          

Hz  

Hertz                    

I 

IANA  

Internet Assigned Numbers Authority                    

ICMP  

Internet Control Message Protocol                    

ICP  

Inter-Cache Protocol                    

Impedance    

                                                                                                             impedance 

                                        (                                 Ω        impedance              

             

Inbound traffic  

                          (                   )                                packet                     

                                               packet                    outbound traffic                    

Inclination 

                                                             azimuth                    

Infrastructure mode  

Master mode                    

Insulator  

Dielectric                    

Inter-Cache Protocol (ICP) 

Web caches                                                   protocol                
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Internet Assigned Numbers Authority (IANA) 

                              IP address                     ၊ DNS root name server           protocol            

                                                                                              

Internet Control Message Protocol (ICMP) 

                            node                                                        c            

ICMP     Internet protocol suite                          Internet protocol suite                        

Internet layer see network layer Internet Protocol (IP) 

                                                   c                                               

                                IP                   

Internet protocol suite (TCP/IP)  

                                      protocol                        protocol                          TCP ၊ IP ၊ 

ICMP       UDP              TCP/IP protocol suite                                   TCP/IP                

Intrusion Detection System (IDS)  

                                                         ၊                            (         ) 

                                                             IDS                      ၊                             

                  (         )                                                                                       

                 

Inverter  

DC/AC Converter                    

IP  

Internet Protocol                    

iproute2 

The advanced routing tools package for Linux                                            ck         

                                                                                      http://linux-
net.osdl.org/                    

Iptables  

Netfilter firewall                                                              

Irradiance 

W/m2                                                                                                   

http://linux-net.osdl.org/
http://linux-net.osdl.org/
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ISM band 

ISM     Industrial, Scientific, and Medical                     ISM band                                 ITU    

                                                                     

Isotropic antenna 

Dipole                                                                                                  y      ic   

                             

IV characteristic curve 

                                                                                                                 

                               

K 

Knetfilter 

Linux firewall                                       f    -  d      http://venom.oltrelinux.com/                    

Known good 

                     known good                                                                               

                                                                                

 

L 

Lag 

                                                                    

Lambda (λ   

Wavelength                    

LAN  

Local Area Network                    

 

 

 

http://venom.oltrelinux.com/
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Latency 

packet                                                                                                         

                                RTT                 latency                                              

                                (                 ) Round Trip Time (RTT)                            Round Trip 

Time                    

Lead-acid batteries 

                                                                                         (၂)                            

           stationary batteries                    

Lease time  

DHCP      IP address                         (lease time)                                            

                                                                        DHCP server    IP address 

                                 

Line of Sight (LOS)  

      A                            point B                                             point A     point B      

              Line of Sight                       

Linear   polar   coordinates 

                                                                                                                     

                                                                                                                     

                                  logarithmic polar coordinates                    

Linear conversion  

                                                                             DC                                                    

switching conversion                    

Linear polarization 

                                                                                                              

                                                                        ၊                                 

၊                                                                        vertical polarization ၊ horizontal 

polarization                    

Link budget  

                                                                                                                  link 

budget                                                                                                             
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Link   layer   encryption   

Link-local                                                                                                 access point          

              end-to-end encryption                    

Link-local 

                                                                                                            link-local    

             link-local               tunnel       (         ) VPN              encapsulation                                

router                                              

Listen 

TCP port                                                      port       listen                        

Programs that accept connections on a TCP port are said to listen on that port. 

Load 

Photovoltaic                                            Battery ၊ solar panel ၊ regulator, converter ၊ inverter      

              

Local Area   Network   (LAN) 

                                                (                E                  ISP                    

                                                        LAN                               WAN      

              

Logarithmic   polar   coordinates   

                                                                                                                     

                                                                                                                     

                                  logarithmic polar coordinates                    linear polar coordinates                   

Long fat pipe network 

                         cy           (VSAT        )                                                            

                                        TCP/IP                                                               

                           

LOS  

Line of Sight                    
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M 

MAC layer  

Data link layer                    

MAC address  

                                                                                      48                          

         MAC address     link-local                             

MAC   filtering  

                              MAC address                                                                 

MAC table 

Packet                                                physical port                         MAC address         

            switch                                               MAC table                          

                 

Maintenance-free lead-acid batteries  

Lead-acid batteries                    

Man-In-The-Middle (MITM) 

                                   (         )                                       (client)             server 

                                                                                                     

                 

Managed   hardware    

                                       ၊                  ၊ SNMP (         )                                         

                                                                                                                           

Managed mode 

Access point                                                                      802.11              di  m d  

         master mode ၊ ad-hoc mode ၊ monitor mode                    

Master browser 

Window                 Network Neighpborhood (         ) My Network Places                                      

                ၊                             printer                                                m s    b  ws   
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Master mode 

           access point                                                    802.11            radio mode               

managed mode ၊ ad-hoc mode ၊ monitor mode                    

Match   condition   

Netfilter      match condition                         packet                                       

                 criteria                    packet         MAC address ၊              IP address (         ) 

               IP address ၊ port        ၊                    (         )                                       

                   

Maximum Depth of Discharge (DoDmax)  

                                                                                                                  

Maximum Power Point (Pmax)  

                                                                             

MC-Card 

Lucent / Orinoco / Avaya                                                             connector               

Mechanical wave 

          (         )                                                                                 electromagnetic 

wave                    

Media Access Control layer  

Data link layer                    

Mesh  

                                                            node                              node         

                                                                          mesh                        

                                                                                                         

                              (self-healing)         

Message types  

Port                      ICMP                                                                 

                message types                  ICMP                    
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Method of the worst month  

                      Photovoltaic                                                                       

                                                                                                                   

                                                                  worth month of the year             

MHF 

U.FL                    

Microfinance 

                                           ၊                                                                       

                                                    

Mid span injectors  

Ethernet switch                                                       Ethernet                             

                      end span injectors                    

Milliwatts (mW) 

         1 Watt        (၁                                                              

MITM  

Man-In-The-Middle                    

MMCX 

Senao       Cisco                                                                      connector               

Monitor mode 

                                                                                          802.11            

radio mode                   mode                                                  master mode ၊ managed mode ၊ 

ad-hoc mode                    

Monitor port 

                  switch                    port                                                          

                                  port       (         )                                                             

                                      server       port                                                  
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Multi Router Traffic Grapher (MRTG) 

                                                        open source                     

http://oss.oetiker.ch/mrtg/multipath                                                                              

          signal                                                                    

Multipoint-to-multipoint  

Mesh                    

MW  

Milliwatt                    

My TraceRoute (mtr) 

                     tracerouter                                                                         

                    http://www.bitwizard.nl/mtr/                    traceroute / tracert                    

N 

N   connector   

                                        access point                                                         

                          connector               

Nagios (http://nagios.org/)  

                                                                                                                           

                                                                      

NAT  

Network Address Translation                    

Nat 
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NEC     L i                             NEC2                   URL                 

                      nec2                input output f i le name                                    

                                                                        xnecview package 

                                                                                       

                     f i le                                                                     

gain              xnecview                                                                

                                                                                            

                                   omnidirect iona l                      Window            MAC 

                               

NEC                                                                                     

                                 gain                                               

                                      NEC2                                                        

                                                                                           

                            

NEC2     http://www.nec2.org                    

 

 

 

 

 

 

 

 

 

 

http://www.nec2.org/
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            B:                                  

           

                                                              802.11a       802.11b/g 

                                          (center frequencies)                               

                                             ISM       U-NII band                  

                                                                                                

                                          (output power)                 

                               indoor/ outdoor                                   

  ဌ              

                                                                                   

                                                                                          

                                                                               

                             802.11b/g      22MHz       802.11a      20MHz          

 

802.11b / g 

Channel  
# 

Center Frequency 
(GHz)  

Channel  
# 

Center Frequency  
(GHz)  

1 2.412 8 2.447 

2 2.417 9 2.452 

3 2.422 10 2.457 

4 2.427 11 2.462 

5 2.432 12 2.467 

6 2.437 13 2.472 

7 2.442 14 2.484 
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802.11a 

Channel  Center Frequency (GHz)  

34 5.170 

36 5.180 

38 5.190 

40 5.200 

42 5.210 

44 5.220 

46 5.230 

48 5.240 

52 5.260 

56 5.280 

60 5.300 

64 5.320 

149 5.745 

153 5.765 

157 5.785 

161 5805 
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            C:                              
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            D:                      

 

                       ၊         ၊                      20°C                                    

                                                                                           

                                                               

 

AWG Gauge Diameter (mm)  Ohms / Meter  
Max  

Amperes  

0000 11.68 0.000161 302 

000 10.40.00 0.000203 239 

00 9.27 0.000256 190 

0 8.25 0.000322 150 

1 7.35 0.000406 119 

2 6.54 0.000513 94 

3 5.83 0.000646 75 

4 5.19 0.000815 60 

5 4.62 0.001028 47 

6 4.11 0.001296 37 

7 3.67 0.001634 30 

8 3.26 0.002060 24 

9 2.91 0.002598 19 

10 2.59 0.003276 15 
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            E: SOLAR                

 

                                                                                 

                                                                      

                  

 

Site       

S ite Lat itude (°)  

 

                                

Gdm (0) , in kWh / m2 per day  

 

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec 

            

                                  

 

Reliability and System Operational Voltage 

 

Days of Autonomy (N)   

Nominal Vo ltage (VNEquip)   
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Solar Panels  

Voltage @ Maximum Power (Vpmax)  

Current @ Maximum Power (Ipmax)  

Panel Type/Model and Power (Wp)  

Batter ies  

Nominal Capac ity @ 100 H (CNBat)   

Nominal Vo ltage (VNBat)   

Maximum Depth of Discharge (DoDMAX)  
or Usable Capacity (CUBat)  

 

Regulator 

Nominal Vo ltage (VNReg)   

Maximum Current (ImaxReg)  

DC/AC Inverter ( if  needed)  

Solar Panels  

Voltage @ Maximum Power (Vpmax)  

Current @ Maximum Power (Ipmax)  

Panel Type/Model and Power (Wp)  

Nominal Vo ltage (VNConv)   

Instantaneous Power (PIConv)  

Performance @ 70% Load   
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Load 

Est imated Energy Consumed by the Loads (DC)  

Month of Greatest Consumption   

Descr ipt ion  # of Units 
x Nominal  

Power 

x Usage 
Hours /  

Day 

= Energy 
(Wh/day) 

     

 

Est imated Energy Consumed by the Loads (DC)  

Month of Greatest Consumption   

     

     

     

ETOTAL DC  

Est imated Energy Consumed by the Loads (AC)  

Month of Greatest Consumption   

Descr ipt ion  # of Units 
x Nominal  

Power 

x Usage 
Hours /  

Day 

= Energy 
(Wh/day) 

     

     

     

Est imated Energy Consumed by the Loads (DC)  

Month of Greatest Consumption   

     

ETOTAL AC (before converter)   

ETOTAL AC (after converter) = ETOTAL AC / 70%  
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Site Name  

Site Lat itude (°)  

Nominal Vo ltage of the Instal lat ion VN   

(Month) J F M A M J J A S O N D 

Incl inat ion ß              

Gdm (ß) (kWh/m2 × day)              

S ite Name  

Site Lat itude (°)  

ETOTAL (DC) (Wh/day)              

ETOTAL (AC) (Wh/day)              

ETOTAL (AC + DC)=             

Im (A) = ETOTAL (Wh/day) ×  
1kW/m2/ (Gdm(ß) x VN)  

            

Worst Month Summary  

Worst Month             

Im (A)             

ImMAX (A) = 1.21 x Im             

ETOTAL (AC + DC)             
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Panels  

Panels in Ser ies (NPS)  NPS = VN / VPmax =  

Panels in Paral lel (NPP)  NPP = ImMAX / IPmax =  

Total Number of Panels  NTOT = NPS x NPP =  

Batter ies  

Necessary Capacity  
(CNEC)  

ETOTAL(WORST  
MONTH) / VN x N 

 

Nominal Capac ity  
(CNOM) 

CNEC / DoDMAX 
 

Number of Batter ies in  
Ser ies (NBS)  

VN / VNBAT 
 

Cables  

 
Panels > 
Batter ies  

Batter ies > 
Converter  

Main  
L ine 

Voltage Drop (Va - Vb)    

Panels  

Panels in Ser ies (NPS)  NPS = VN / VPmax =  

Panels in Paral lel (NPP)  NPP = ImMAX / IPmax =  

Thickness (Sect ion)  
r x L x ImMAX / (Va - Vb) 

  
 

 

                            -    =         Ω mm  m (           )       L           
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            F:                

 

                                                                                      

                                       

 

                                                  

                                        - http://www.freeantennas.com/ 

                                  - http://hyperlinktech.com/ 

Pasadena Networks LLC - http://www.wlanparts.com/ 

SuperPass - http://www.superpass.com/ 

Unofficial NEC2 code archives - http://www.nec2.org/ 

USB WiFi dish           - http://www.usbwifi.orcon.net.nz/ 

 

                                                     

 i                                       - http://fgouget.free.fr/bing/index-en.shtml  

Cacti                               package - http://www.cacti.net/ 

bandwidth                        DSL                - http://www.dslreports.com/stest 

EtherApe                                 - http://etherape.sourceforge.net/ 

Flowc open source NetFlow collector - http://netacad.kiev.ua/flowc/ 

iptraf                                           - http://iptraf.seul.org/ 

My TraceRoute                                    - http://www.bitwizard.nl/mtr/ 

       

 

Nagios                                 - http://www.nagios.org/ 

                                      

http://www.freeantennas.com/
http://hyperlinktech.com/
http://www.wlanparts.com/
http://www.superpass.com/
http://www.nec2.org/
http://www.cacti.net/
http://www.dslreports.com/stest
http://etherape.sourceforge.net/
http://netacad.kiev.ua/flowc/
http://iptraf.seul.org/
http://www.bitwizard.nl/mtr/
http://www.nagios.org/
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NetFlow, IP                                   - http://en.wikipedia.org/wiki/Netflow 

                              Cisco protocol  

ngrep                                         - http://ngrep.sourceforge.net/ 

                                             

                                             - http://wiki.debian.org/Network_Monitoring 

                                   Network 

Ntop                                -  http://www.ntop.org/ 

SoftPerfect                                     -  http://www.softperfect.com/ 

Squid transparent http proxy HOWTO,   - http://tldp.org/HOWTO/TransparentProxy.html 

Wireshark              c                   - http://www.wireshark.org/ 

MRTG - http://oss.oetiker.ch/mrtg/ 

Rrdtool - http://oss.oetiker.ch/rrdtool/ 

Smokeping - http://oss.oetiker.ch/smokeping/ 

Argus - http://qosient.com/argus/ 

Netramet - http://www.caida.org/tools/measurement/netramet/ 

Snort - http://www.snort.org/ 

Mod Security - http://www.modsecurity.org/ 

Apache - http://www.apache.org/ 

Zabbix - http://www.zabbix.org/ 

Ngrep - http://ngrep.sourceforge.net/ 

Nmap - http://www.nmap.org 

Netcat - http://nc110.sourceforge.net/ 

 

 

 

http://en.wikipedia.org/wiki/Netflow
http://ngrep.sourceforge.net/
http://wiki.debian.org/Network_Monitoring
http://www.softperfect.com/
http://tldp.org/HOWTO/TransparentProxy.html
http://www.wireshark.org/
http://oss.oetiker.ch/mrtg/
http://oss.oetiker.ch/rrdtool/
http://oss.oetiker.ch/smokeping/
http://qosient.com/argus/
http://www.caida.org/tools/measurement/netramet/
http://www.snort.org/
http://www.modsecurity.org/
http://www.apache.org/
http://www.zabbix.org/
http://ngrep.sourceforge.net/
http://www.nmap.org/
http://nc110.sourceforge.net/
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A  iP   y          y                - http://www.antiproxy.com/ 

                          

Anti-spyware        - http://www.spychecker.com/ 

Driftnet                                    - http://www.exparrot.com/~chris/driftnet/ 

OpenVPN               - http://www.linuxjournal.com/article/7949 

Linux                                software - http://www.linux.org/apps/all/Networking/Security_/ 

   _Admin.html 

OpenSSH                          - http://openssh.org/ 

                             

OpenVPN encrypted                            - http://openvpn.net/howto.html 

Privoxy filtering web proxy - http://www.privoxy.org/ 

PuTTY SSH client for Windows - http://www.putty.nl/ 

Sawmill log analyzer - http://www.sawmill.net/ 

WEP algorithm              - http://www.isaac.cs.berkeley.edu/isaac/wep-faq.html 

Stunnel Universal SSL Wrapper - http://www.stunnel.org/ 

TOR onion router - http://www.torproject.org/ 

Weaknesses in the Key Scheduling Algorithm of RC4 - http://www.crypto.com/papers/others/rc4_ksaproc.ps 

Windows SCP client - http://winscp.net/ 

Your 802.11 Wireless Network has No Clothes - http://www.cs.umd.edu/~waa/wireless.pdf 

ZoneAlarm personal firewall for Windows - http://www.zonelabs.com/ 

 

 

 

 

http://www.antiproxy.com/
http://www.spychecker.com/
http://www.linuxjournal.com/article/7949
http://openssh.org/
http://openvpn.net/howto.html
http://www.privoxy.org/
http://www.putty.nl/
http://www.sawmill.net/
http://www.isaac.cs.berkeley.edu/isaac/wep-faq.html
http://www.stunnel.org/
http://www.torproject.org/
http://www.crypto.com/papers/others/rc4_ksaproc.ps
http://winscp.net/
http://www.cs.umd.edu/~waa/wireless.pdf
http://www.zonelabs.com/
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Logging - http://wigle.net/, http://www.nodedb.com/ 

http://www.stumbler.net/.  

http://www.isaac.cs.berkeley.edu/isaac/wep-faq.html 

  http://www.cs.umd.edu/~waa/wireless.pdf 

   http://dl.aircrack -ng.org/breakingwepandwpa.pdf 

http://download.aircrackng.org/wikifiles/doc/ 

  enhanced_tkip_michael.pdf 

Captive Portals - CoovaChilli, CoovaAP (http://coova.org/CoovaChilli/)  

WiFidog - http://www.wifidog.org/ 

M0n0wall, pfSense - http://m0n0.ch/wall/ 

Putty - http://www.putty.nl/ 

Win SCP - http://winscp.net/ 

Cygwin - http://www.cygwin.com/ 

OpenVPN Journal - http://www.linuxjournal.com/article/7949 

Tor - http://www.torproject.org/ 

Spychecker - http://www.spychecker.com/ 

 

 

 

 

 

 

 

 

http://www.nodedb.com/
http://www.stumbler.net/
http://www.isaac.cs.berkeley.edu/isaac/wep-faq.html
http://download.aircrackng.org/wikifiles/doc/
http://www.wifidog.org/
http://www.putty.nl/
http://winscp.net/
http://www.cygwin.com/
http://www.linuxjournal.com/article/7949
http://www.torproject.org/
http://www.spychecker.com/
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Bandwidth  Optimisation 

Cache hierarchies with Squid - http://squid-docs.sourceforge.net/latest/html/c2075.html 

dnsmasq caching DNS and DHCP server - http://www.thekelleys.org.uk/dnsmasq/doc.html 

Enhancing International  - http://www.isoc.org/inet97/ans97/cloet.htm 

World Wide Web Access in Mozambique 

Through the Use of Mirroring and Caching Proxies,  

Fluff file distribution utility - http://www.bristol.ac.uk/fluff/ 

Linux Advanced Routing and Traffic Control HOWTO - http://lartc.org/ 

Microsoft Internet Security and Acceleration Server - http://www.microsoft.com/isaserver/ 

Microsoft ISA Server Firewall and Cache resource site - http://www.isaserver.org/ 

Optimising Internet Bandwidth in  - http://planetmy.com/blog/? p=148 

Developing Country Higher Education,  

Planet Malaysia blog on bandwidth management 

RFC 3135: Performance Enhancing Proxies  - http://www.ietf.org/rfc/rfc3135 

Intended to Mitigate Link-Related Degradations  

Squid web proxy cache - http://squid-cache.org/ 

 

 

 

 

 

 

 

 

http://squid-docs.sourceforge.net/latest/html/c2075.html
http://www.thekelleys.org.uk/dnsmasq/doc.html
http://www.bristol.ac.uk/fluff/
http://lartc.org/
http://www.microsoft.com/isaserver/
http://www.isaserver.org/
http://squid-cache.org/
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Mesh                    

Freifunk OLSR mesh firmware for  - http://www.freifunk.net/wiki/FreifunkFirmware 

the Linksys WRT54G 

MIT Roofnet Project - http://pdos.csail.mit.edu/roofnet/doku.php 

OLSR mesh networking daemon - http://www.olsr.org/ 

AirJaldi Mesh Router - http://drupal.airjaldi.com/node/9 

Open WRT - http://wiki.openwrt.org/toh/start 

Village Telco - www.villagetelco.org 

Wireless Operating Systems       Drivers 

DD-WRT wireless router OS - http://www.dd-wrt.com/ 

HostAP wireless driver for the Prism 2.5 chipset - http://hostap.epitest.fi/ 

M0n0wall wireless router OS - http://m0n0.ch/wall/ 

MadWiFi wireless driver for the Atheros chipset - http://madwifi.org/ 

Metrix Pyramid wireless router OS - http://code.google.com/p/pyramidlinux/  

OpenWRT wireless router OS  - http://openwrt.org/ 

For Linksys access points 

Tomato wireless router OS for Linksys access points - http://www.polarcloud.com/tomato 

 

 

 

 

 

 

 

http://pdos.csail.mit.edu/roofnet/doku.php
http://www.olsr.org/
http://drupal.airjaldi.com/node/9
http://wiki.openwrt.org/toh/start
http://www.villagetelco.org/
http://www.dd-wrt.com/
http://hostap.epitest.fi/
http://m0n0.ch/wall/
http://madwifi.org/
http://www.polarcloud.com/tomato
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Chillispot captive portal - http://www.chillispot.info/ 

Interactive Wireless Network Design Analysis Utilities - http://www.qsl.net/n9zia/wireless/page09.html 

KisMAC wireless monitor for Mac OS X - http://kismac-ng.org/ 

Kismet wireless network monitoring tool - http://www.kismetwireless.net/ 

MacStumbler wireless network detection tool  - http://www.macstumbler.com/ 

for Mac OS X 

NetStumbler wireless network detection tool  - http://www.wirelessdefence.org/Contents/ 

for Windows,    NetstumblerMain.htm 

Netspot wireless network detection for Mac OS X - http://www.netspotapp.com/  

PHPMyPrePaid prepaid ticketing system - http://sourceforge.net/projects/phpmyprepaid/ 

RadioMobile radio performance modeling tool - http://www.cplus.org/rmw/ 

Radio Mobile online - http://www.cplus.org/rmw/rmonline.html 

Wellenreiter wireless network detection tool for Linux - http://sourceforge.net/projects/wellenreiter/ 

WiFiDog captive portal - http://www.wifidog.org/ 

Proxim - http://www.proxim.com/technology 

WiSpy spectrum analysis tool - http://www.metageek.net/ 

Spectrum Analyser - http://www.seeedstudio.com/depot/rf -explorer-model-  

wsub1g-p-922.html? cPath=174 

"RF Explorer model 2.4G" - http://www.seeedstudio.com/depot/-p-924.html?  

   cPath=174 

VideoSend -   http://www.lightinthebox.com/Popular/ 

      Wifi_Video_Tranmitter.html 

                                                     

 

http://www.chillispot.info/
http://www.qsl.net/n9zia/wireless/page09.html
http://kismac-ng.org/
http://www.kismetwireless.net/
http://www.wirelessdefence.org/Contents/
http://sourceforge.net/projects/phpmyprepaid/
http://www.cplus.org/rmw/
http://www.cplus.org/rmw/rmonline.html
http://sourceforge.net/projects/wellenreiter/
http://www.wifidog.org/
http://www.proxim.com/technology
http://www.metageek.net/
http://www.seeedstudio.com/depot/-p-924.html
http://www.lightinthebox.com/Popular/
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Homebrew                                         - http://www.w1ghz.org/ 

Linksys                     AP                     - http://linksysinfo.org/ 

Linksys WRT54G                         - http://seattlewireless.net/index.cgi/LinksysWrt54g 

Ronja optical data link               - http://ronja.twibright.com/ 

SeattleWireless                                - http://seattlewireless.net/ 

SeattleWireless Hardware comparison page - http://www.seattlewireless.net/HardwareComparison 

Stephen Foskett's  - http://www.gweep.net/~sfoskett/tech/poecalc.html 

Power Over Ethernet (PoE) Calculator 

White Spaces project - http://www.wirelesswhitespace.org/projects.aspx 

 

                                

File sharing - http://sparkleshare.org/ 

   https://github.com/philcryer/lipsync 

 http://rsync.samba.org/ 

Open Relay testing - http://www.mailradar.com/openrelay/ 

 http://www.checkor.com/ 

Disk imaging - http://www.partimage.org/ 

 http://www.powerquest.com/ 

 

 

 

 

 

 

http://www.w1ghz.org/
http://linksysinfo.org/
http://seattlewireless.net/index.cgi/LinksysWrt54g
http://ronja.twibright.com/
http://seattlewireless.net/
http://www.gweep.net/~sfoskett/tech/poecalc.html
http://www.wirelesswhitespace.org/projects.aspx
http://sparkleshare.org/
http://rsync.samba.org/
http://www.mailradar.com/openrelay/
http://www.checkor.com/
http://www.partimage.org/
http://www.powerquest.com/


504 
 

                                                        

Wireless Toolkit - http://wtkit.org/groups/wtkit/wiki/820cb/ 

   download_page.html 

   wire.less.dk consultancy and services, http://wire.less.dk/ 

Wireless Lab and training at ICTP - http://wireless.ictp.it/  

WirelessU - http://wirelessu.org/ 

Network Startup Resource Center - Oregon, http://www.nsrc.org/ 

Inveneo - http://www.inveneo.org/ 

6Deploy (EC FP7 project) - http://www.6deploy.org 

Association  for  Progressive  Communications   - http://www.apc.org/wireless/ 

wireless  connectivity projects 

International  Network  for   - http://www.inasp.info/ 

the  Availability  of  Scientific  Publications 

Makere University, Uganda - http://mak.ac.ug/ 

Access Kenya ISP - http://www.accesskenya.com/ 

Broadband Access Ltd. wireless broadband carrier - http://www.blue.co.ke/ 

Virtual IT outsourcing - http://www.virtualit.biz/ 

Collection of looking glasses - http://www.traceroute.org/ 

 

 

 

 

 

 

 

http://wire.less.dk/
http://wirelessu.org/
http://www.nsrc.org/
http://www.inveneo.org/
http://www.6deploy.org/
http://www.apc.org/wireless/
http://www.inasp.info/
http://mak.ac.ug/
http://www.accesskenya.com/
http://www.blue.co.ke/
http://www.virtualit.biz/
http://www.traceroute.org/
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Regional Internet Registrars 

IANA - http://www.iana.org/ 

AfriNIC - http://www.afrinic.net/ 

APNIC - http://www.apnic.net/ 

ARIN - http://www.arin.net/ 

LACNIC - http://www.lacnic.net/ 

RIPE NCC -http://www.ripe.net/ 

 

IPv6  Transitioning 

 http://www.petri.co.il/ipv6-transition.htm 

 http://www.6diss.org/tutorials/transitioning.pdf 

  http://arstechnica.com/business/2013/01/ipv6  -takes-one  - 

  step-forward-ipv4-two-steps-back -in-2012/  

  http://www.6deploy.eu/index.php? page=home 

RIPE IPv6 transiton - http://www.ipv6actnow.org/ 

Test your IPv6 - http://test-ipv6.org 

IPv6 Deployment status - http://6lab.cisco.com 

 

 

 

 

 

 

http://www.iana.org/
http://www.afrinic.net/
http://www.apnic.net/
http://www.arin.net/
http://www.lacnic.net/
http://www.ripe.net/
http://www.petri.co.il/ipv6-transition.htm
http://www.6diss.org/tutorials/transitioning.pdf
http://www.ipv6actnow.org/
http://test-ipv6.org/
http://6lab.cisco.com/
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Dynamic Routing Protocols 

http://www.ciscopress.com/store/routing-tcp-ip-volume-i-ccie-professional-development- 

9781578700417?w_ptgrevartcl=Dynamic 

%20Routing%20Protocols_24090 

http://www.ciscopress.com/articles/article.asp?p=24090&seqNum=5 

http://ptgmedia.pearsoncmg.com/images/9781587132063/samplechapter/ 

1587132060_03.pdf 

http://www.inetdaemon.com/tutorials/internet/ip/routing/dyamic_vs_static 

.shtml https://learningnetwork.cisco.com/docs/DOC-7985 

OSPF Design guide: http://www.cisco.com/warp/public/104/1.pdf 

 

Solar Panel Design 

Low resolution PSH maps/calculation tools - http://re.jrc.ec.europa.eu/pvgis/apps4/pvest.php?  

   map=africa&lang=en 

Highlands And Islands project - http://www.wirelesswhitespace.org/projects/wind  -fi- 

   renewable-energy-basestation.aspx 

PVSYST - http://www.pvsyst.com/ 

Solar Design - http://www.solardesign.co.uk/ 

Miscellaneous  Links 

Cygwin Linux-like environment for Windows - http://www.cygwin.com/ 

Graphviz network graph visualization tool - http://www.graphviz.org/ 

ICTP bandwidth simulator - http://wireless.ictp.trieste.it/simulator/ 

ImageMagick image manipulation tools and libraries - http://www.imagemagick.org/ 

NodeDB war driving map database - http://www.nodedb.com/ 

Partition Image disk utility for Linux - http://www.partimage.org/ 

http://www.ciscopress.com/articles/article.asp?p=24090&seqNum=5
https://learningnetwork.cisco.com/docs/DOC-7985
http://www.cisco.com/warp/public/104/1.pdf
http://www.pvsyst.com/
http://www.solardesign.co.uk/
http://www.cygwin.com/
http://www.graphviz.org/
http://wireless.ictp.trieste.it/simulator/
http://www.imagemagick.org/
http://www.nodedb.com/
http://www.partimage.org/
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RFC 1918: Address Allocation for Private Internets - http://www.ietf.org/rfc/rfc1918 

Rusty Russell's Linux Networking Concepts -http://www.netfilter.org/documentation/HOWTO/ 

   networking-concepts-HOWTO.html  

Ubuntu Linux - http://www.ubuntu.com/ 

VoIP-4D Primer - http://www.it46.se/voip4d/voip4d.php 

wget web utility for Windows - http://users.ugent.be/~bpuype/wget/ 

ISO Standard - http://standards.iso.org/ittf/PubliclyAvailableStandards/. 

 

           

802.11 Networks: The Definitive Guide, 2nd Edition. Matthew Gast,  

O’R i  y M di   IS N   -596-10052-3 

802.11 Wireless Network Site Surveying and Installation. Bruce Alexander,  

Cisco Press. ISBN #1-587-05164-8  

T   ARRL UH  Mic  w v  E    im     ’s M     . American Radio  

Relay League. ISBN #0-87259-312-6  

Building Wireless Community Networks, 2nd Edition. Rob Flickenger,  

O’R i  y M di   IS N   -596-00502-4  

Deploying License-Free Wireless Wide-Area Networks. Jack Unger, Cisco  

Press. ISBN #1-587-05069-2  

 

Wi    ss H cks,   d Edi i    R b   ick        d R     W  ks, O’R i  y  

Media. ISBN #0-596-10144-9 

IPv6 Security (Cisco Press Networking Technology). Scott Hogg, Eric  

Vyncke, Cisco Press. ISBN # 1587055945 

LAN Switch Security: What Hackers Know About Your Switches. Eric  

http://www.ietf.org/rfc/rfc1918
http://www.ubuntu.com/
http://www.it46.se/voip4d/voip4d.php
http://users.ugent.be/~bpuype/wget/
http://standards.iso.org/ittf/PubliclyAvailableStandards/
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Vyncke and Christopher Paggen. ISBN #1587052563 

Building the Mobile Internet. Mark Grayson, Kevin Shatzkamer, Klaas  

Wierenga. ISBN # 1587142430 
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Case Studies -         

                             (         )                                                                   

                                                                                          

                                                                          ၊                                 

                    

                                                                                                              (၁) 

      ၊ (၁ )        (         )        (၁  ) node                                                 

                                                                                                          

                                                                                                              

                                                             (         )                                            

                                                                                          

                                                                         

                                                                                                  

                                                                    

Equipment enclosures 

                                                                                          

                                                                                                      PVC              

                                                                      

                                                                                           (90mm)    

(220mm)        PVC                                                                                          

(Access point)                                                                                                    

            

                                                                                                   

                          AP                                                                          

                                                                                                           

          AP         PVC                                                    (၂၅)                                  

                                                        PVC                                                              
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Antenna masts 

                                                                                                

                                                                                                       

                                                                                                                        

                                                                                                         

                  

                             (၃ )                                            (၅)                                  

                                                                                         (၂)               

                                                                                                           

                                                                                                                       

                     

                                                                                                                     

                                (၃)          (၁၂ )                                         (၃၃)                    

                                                                                                                   

Hardware Selection and Configuration                                  

                                            

                                                                                                          

                                                                                                

                                                                                                                  

                                                                                                                  

                                                                                                     

                                                                                                

                                                                                                               

                                      ၊                                                                         

                      

                                     (         )                                                   

                                                                                      ၊                   

                                                                                                               

                                                                                                                   

                                  (         )                                                           
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                                                                                   ၊       

                                                                                              ၊            

                           

                                                                                                        

                                                      

                                   “  -  ”                                                           

                                                                                                                     

                                                                   

                             ၊                                                                       

                                                                                                   

                                -  

                                                                                            

                                                                            

                                                      Case Studies                          Venezuela     

                                                                   point to point                             

                                     

                                                                                             

                      Inveneo            Case Study                        URL                     

Andris Bjornson     I v    ’s   CTO                                                           

                                                      

http://www.inveneo.org/90km-wireless-link-for-mfangano-island/ 

             Case Study                                                                                         

                                                                                   Acknowledgements      

                    

                                                                                                     Facebook 

                                          

http://www.inveneo.org/90km-wireless-link-for-mfangano-island/
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https://www.facebook.com/groups/wirelessu/ 

                                                                                              

                                                                                    

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.facebook.com/groups/wirelessu/
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Case Study – Long Distance 802.11n in Venezuela 

        

               case study                                                                                  

     case study     point to point outdoor 802.11                                                                      

                            case study                                                                            

                                                                                                                  

                                     outdoor                                                    

                                                            

               

Venezuela                                                                   Pico Espejo       Canagua         

Fundacite Merida                        (၇ )                       WLAN                            

                                                Venuzuela                          

WiFi                                                                 Line of Sight                 (၆ ) 

                                    first Fresnel zone                                                       

Venezuela                                                                                      

                                                    G  y                                            

                                                           ၊                            “    ys”      (             

                                               )                                                                         

                                                                           A d s     (                    

               )                                                                                            

                                                                                                                     

                                                                                                   

                                         

Pico del Aguila                                                                     

                             ( ၁  )                                  Mèrida         (၂)                      

                                    j d s           El Ba  l              

      s f w            Radio Mobile                           (http://www.cplus.org/rmw/english1.html 

                 ) Pico del Aguila       El Ba  l            (                   ၂၈           )      first Fresnel Zone 

                                            

 

 

http://www.cplus.org/rmw/english1.html
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Action Plan 

                                                                                             

                                                 

                       Orinoco                                                    

                               (15) dBm       (-84) dBm                                                      

                  (၂၈ )                      (149 dB)                                                              

                       (   d i                                                                                   

                Linksys WRT54G          router     Li                          Open Source 

                   router                                                                                  

                      firmware                                    

           OpenWRT firmware     MAC                                                                       

firmware              DD-WRT         GUI                   site                                              

                     

          Linksys     laptop                                                                

                                                                                              AP          

configure                                        c  fi                   WRT54G                    linearity 

         100 mW                                      200 mW                            

                         non linearity                                   signal                                   

                   

              Router                                                                                          

                                                                                                           

                                                                                   

                       100 mW (20 dBm)                        Orinoco Card                 5 dB      

        

           WRT54G                           
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Pico del Aguila Site                           

(၂  ၆)        ၊           (၁၅)            Pico              site                Radio Mobile            

                                               

El Ba  l                                   (၈၅)                                               (၈)       (၁၆)       ၊ 

                                    (၉၆)                                         

                  (၉၆)                                                       Digital        

                                                         software                                        Line 

of Sight                                             

                                                                                                           

                                                                                                        Radio Mobile 

software                                                               ၊ GPS                             

                                 

                                                                       Google Earth                

                                     

 

 

 

 

 

 

 

 

 

 

 

 

 

    CsLD 1 : (၂၈ )                                  M   c ib                            Peninsula 

of Paraguan                         
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Radio Mobile            profile         CsLD 2                    

 

 

 

 

 

 

 

 

 

 

 

                                                       CsLD 3                    

 

 

 

 

 

 

 

 

 

 

 

       12 dB                                            margin                                              

          30 dBi                                      

    CsLD 2 : El Ba  l           Pico Aguila       M    c y                                               

                 profile     

    CsLD 2 : El Ba  l           Pico Aguila       M    c y                                               

                 profile     

    CsLD 3 : (၂၈ )                                                         

    CsLD 3 : (၂၈ )                                                         
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2.4 GHz band         i                          Venezuela                                       

                                           Parabolic Reflectors (                satellite                               

           )                                                                    Parabolic Reflector          2.4 GHz 

                                                                                                               (80) 

          dish                      gain                              2.4        f  c                       

                              gain                                 3.5       b  m (             )              

                            22.5                                                     dish                          

           

Yagi 12 dBi     feed                                                                                      

                 (၃၅  )                                            (၁၁)                                    

                                                                        (၂   )                                           

                  (၈)                                                                            dish     

(၁ )                                              

 

 

 

 

 

 

 

 

 

 

 

Aguada                                                                       gain     Netstumbler           

                                                                                                              

                                                       

 

    CsLD 4 :     d i                                       2.4 m offset fed reflector       ၊ (၁ )       

                                  ၈                      
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             gain                                  signal               (signal generator)                         

                         (spectrum analyser)                                                                

                                                                                             

                                                                                                        

                                                                                   i                               

            

(၂  ၆)                        (၁၉၉၆)                                      Trieste                  

                                                                                                                   

Carlo Fonda                                                                                             

                 

L  i  Am  ic   N  w  ki           (EsLaRed)        Abdus Salam  International Centre                        

                    (ICTP)     (၁၉၉၂)                                                           N  w  ki              

I TP                Merida                        

                                                                                                                  

                                                                                                 ( organized by ICTP) 

                                                     (organized by EsLaRed)     Latin America              

                                        

ICTP     Aeronomy                                                 Sandro Radicella                                   

                           Venezuela      April                  Carlo Fonda                              

                 

                                                           (2.7)      parabolic central fed mes  

                                                            Mr. Ismael Santos                         
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    CsLD 5      mesh reflector                                           

 

 

 

 

 

 

 

 

 

 

 

                     GH                           feed                                (၃ )          

                         signal               (generator)                                                           

(spectrum analyser)                           signal                                                     

     fed                                                               boresight                

                     

 

 

 

 

 

 

 

 

 

 

    CsLD 5 :  Carlo       Ermanno                Mr. Ismeal Santos                satellite dish                



520 
 

                        CsLD 6                    

 

 

 

 

 

 

 

 

 

 

 

                               signal                               d i                                     

                                    d                                                               gain     32 dBi 

                                                                                                     

                signal                                                                                                    

        

El Ba  l site               

                                                                                                                    

El Ba  l                                 site                                                Carlo Fonda , Gaya 

Fior        Ermanno Pietrosemoli                           (၈)                                            cell phones 

operators        telecom                                     (               )                                     

         El Ba  l                                           M    c y                                     (၇၅)            

                        (၁၂၅)                                             El Aguila                      

                                                                                                          

                              

 

 

 

    CsLD 6 :  2.4 GHz feed                                                    
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      (၁၂)                      vi   T ivi ’        Ermanno Pietrosemoli                                         

           Ba  l                             (၁၃)                                        

                                          (၂၆၈)       ၊                             (၈)            

                               (၂၇၆)                                                                           

(ICTP                        Carlo Fonda       Gaya Fior ၊                                 Franco Bellarosa , 

Lourdes Pietrosemoli         s ’ T ivi ’                                                 Pico del Aguila          c  

T  ck       (၂.၇)             m s                                              

 

 

 
 
 

 

 

 

 

                         ( ၁  )                                                    Aguila 

                                                 m s                                                            CsLD 8      

                                        (၃)                                                                       

Signal               (generator)                                         12 V DC    120 V AC inverter 

                                                    El Ba  l   (၁၁)                                  spectrum analyser 

                         2450 MHz                       -   d m                                                     

                                                             Carlo               signal                          

spectrum analyser                                                                               

                   (၂၈ )             signal                                           Signal generator     

                                                                                              ၊                               

                                                                            signal                   Carlo     signal 

generator                             Linksys WRT54G          router     access point                        Javier 

    spectrum analyser                                          WRT54G     Client                                      

                 

    CsLD 7 :        T  ck       Pico del   guila                          
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                                  ping packets                               “ b  c  s “                        

                   (၃  )                               (၁)                                           

                                                                  (၂)                                           ACK timing 

                        OpenWRT firmware               Carlo                     (၃)                 

                                                                           WiFi                                  packets 

        (၅)                                           

 

 

 

 

 

 

 

 

 

 

    CsLD 8 :  el   guila                                                

    CsLD 9 : El Ba  l                                ၊                   (22.5)                                  

          (၁)                  
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                 Carlo       Javier        laptop               PDF files                                                

 

 

 

 

 

 

 

 

 

 

 

 

 

Ping time                       milliseconds                    

 

 

 

 

 

 

 

 

 

 

 

 

    CsLD 10 : amplifier             WRT54G          Router                         (၂၈ )                   Carlo   laptop 

   Pdf file         Javier                                             Screenshot     

    CsLD 11 : El Ba  l                     Javier Trivi  o (     )       Ermanno Pietrosemoli                               
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M  rida , Venezuela , 17 April 2006 

                                                                                                               

                                    

                                 d i                         Berkely            Dr. Eric Brewer             TIER 

                                            Router                             

                       WiFi MAC                                                            

            application            SMA M di  Acc ss                  TDMA                         TDMA     

ACKs                                       point-to-point                                          

TDMA      (၃  )                                                           (၂)                                 

                   

(၂  ၇)        ၊      (၂၈)            Javier Trivi  o ၊ Jos   Torres       Francisco Torres                        El 

Aguila site                                           Leonardo Gonz  lez V. ၊ Leonardo Gonz  lez G. ၊ Alejandro 

Gonz  lez       Ermanno Pietrosemoli                              El ba  l site                                    

                   

    CsLD 12 : Aguila Site    Carlo Fonda     
    CsLD 12 : Aguila Site    Carlo Fonda     
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Linksys WRT54G router                                                                                 

             65 kbps                                                           TDMA router                     

                                   3 Mbps         

                 Berkely                       (simulation)                                      6 Mbps     

                     

                                                      ? 

                                broadband                                               

                                                                El Aguila    (၃၈၂)                     Platill  n       

                      

Platill  n                           (၁၅  )                      El Aguila (                   ( ၂  )      

            )      First Fresnel Zone                          

                                                CsLD 13                                

 

 

 

 

 

 

 

 

 

 

 

 

     Linksys       TIER                           Router                                                           

                    

Linksys                                           (၁၂)                   packet                            (၁) 

                                

    CsLD 13 : (၃၈ )                                                       profile     
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TIER                  Router                                                 (၁)                  packet 

                                  

                                                                                                 

Signal                                                                                       

              

                       signal     (-78) dBm                T MA                             TIER   

Router                                                                       6 Mbps          

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                                                                    

                        WiFi                    broadband                               

                                            WiFi                                                ၊ 

                                                                                 line of sight     

                                                     

 

 

    CsLD 14 : Jos   Torres(   ) ၊ Javier Trivi  o (    )      Francisco Torres (  )               El Aguila          
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El Aguila                 m s                                Mr. Ismael Santos                          

                                                                                Eng. Andr  s Pietrosemoli         

                                                        

Italy    Venezuela      Carlo Fonda                                 Abdus Salam International Centre of 

Theoretical Physics                             

 

 

 

 

 

 

 

 

 

 

 

 

 

 

(၂  ၆)                     Ermanno Pietrosemoli ၊ EsLaRed    Javier Trivi  o ၊ ICTP    Carlo Fonda       Gaya Fior 

                           Franco Bellarosa ၊ Lourdes Pietrosemoli       Jos  Trivi  o                              

(၂  ၇)                                                         MAC                   Router                       

Berkeley            Dr. Eric Brewer                                                                        Sonesh 

Surana                   RedULA ၊ CPTM ၊ Direcci  n de Servicious ULA Universidad de los Andes       Fundacite M  rida 

                                       

 

 

    CsLD 15 : Platillon             ၊              Leonardo Gonz  lez V. ၊ Leonardo Gonz  lez G. ၊ Ermanno Pietrosemoli       Alejandro 

Gonz  lez  
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                       d ’s I R                                              

             : 

 Fundaci  n Escuela Latinoamericana de Redes, Latin American Networking School 

http://www.eslared.org.ve/ 

 Abdus Salam International Centre for Theoretical Physics 

http://wireless.ictp.it/ 

 OpenWRT Open Source firmware for Linksys 

http://openwrt.org/ 

www.idrc.ca 

 Fundacite M  rida 

http://www.fundacite-merida.gob.ve/ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://www.eslared.org.ve/
http://wireless.ictp.it/
http://openwrt.org/
http://www.idrc.ca/
http://www.fundacite-merida.gob.ve/
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Case Study: PISCES           

Micronesia                             Wifi            

Bruce Baik ie       Laura Hosman,                Ictp    Marco ၊ Zennaro       Ermanno 

Pietrosemol i  

                                                point-to-point                      (၂ ၁၂) 

                                       Mic    si                                       Pacif ic   

Island  Schools  Connect iv it y,  Educat ion, and  Solar  (PISCES)           

(http://www.piscespacif ic.org/l ivesite/)                                              

                                                                                       

              v is-à-vis  solar-powered  informat ion  and  communicat ions technology  (ICT)      

                        

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

    CSP 1 :                         

    CSP 1 :                     



530 
 

PISCES                          Gam                                     

                     WiFi                                              

                                                                  WiFi         ၊                    ၊  

                    ၊ s ite                          ၊                                       

                                                                                          

                                                                                 

                                                                                       

                                                                           

                                               

                                   Island Sustainabil i ty                        

                                                             point-to-point            

bandwidth                                                     

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

    CSP 2 : Island Sustainability                                                                     
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PISCES                                     Micronesia                          

                             Chuuk                                                      Udot    

        Chuuk                                                                               

WiFi                           Solar-Computer-Lab-in-a-Box                          

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

    CSP 3 : Chuuk                  Weno    (၁၅)                   Ud                                    
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Ubiquit i                                           Weno                                 

        Truk Stop                                                Chuuk             Udot            

                           l ine-of -sight                                             

                    Udot                   Ubiquit i                      Wi i  

                                      (  )                                

                                             PISCES                                          

                                                           

                 PISCES                                                                  

                        

                      DSL                                                    

                                                                             

                                           

WiFi unit                  USA     SolarLand                                  (30) watt  

                     photovoltaic                                Power ov   E              

                                                                                    (38)  

amp                    

 

 

    CSP 4 :              Udot                  
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Ud                           Solar-Computer-Lab-in-a-Box     I l l inois Inst itute of 

Technology                           

    turnkey                          off-gr id                        -  d-   y              

                                 

    box      Intel Classmate Laptop (၆)      ၊                                              

၊                               ၊                                              ၊                ၊  

Laptop                                                                                

                                                                                             

                   

    CSP 5 : Udot 
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PISCES              Google ၊  Pacif ic Telecommunicat ions Counci l       Internet Society 

                                            

                                                                                           

                        

  University of Guam 
  I l l inois Inst itute of Technology 
  Green WiFi, Inveneo 
  iSolut ion 
  Internat ional Centre for Theoret ical Physics (ICTP)  
  U iv  si y  f    if   i ,    k   y’s TIER   s   c         

 

 

 

 

 

 

 

    CSP 6  
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Case Study: Ghana                         

                

        

Ghana             G                                     (၆)                   

                ( ၁   )                                              

                                          ဌ                          

                                                                                         

                                                                                 

                        

                                                                        laptop  

                                                            

                                                                       

                                                         ၊                              

                  IP                 ၊  DHCP server                      ၊             

                                            domain                                 

                                            

IT                    ဌ                                                  

                                                                                        router           

                                                                                            

                   

                                                                          

                                                                                       

                                 

Addressing                                                                      

                          ၊                    ၊                                      (core, 

d istr ibut ion and access)                                                                     

                                                                             

                       router                                                                      
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WiFi                              

                                                   (Access Point (AP))                  

                                                                         

                      
             
                    
             

                                                                          

                              (Enterpr ise Solut ion)                                            

                                                                   (                     

                            ( Access Point )                      ၆                        

       (control ler)                  ) WiFi                                     

                                                                                                    

                                                                                           

                         NSRC (the Network Startup Resource Center at University of Oregon) 

                                                                           ( Access Point )  

                    ၈                                                 Ubiquit i UniFi     

                              NSRC                                                   

                                                   ( Access Point )  (၁ )             

                                                       ၊                       ၊                       ၊  

                                         Ghana             Ubiquit i UniFi                    

                            ( Access Point )                                               AP (၁ ) 

         (၉ )                                         

                Ubiquit i AP         radius server                                     

                                  WPA                 WPA                       Ubiquit i     

                                                                      UniFi   
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                       (Access Point)             

AP                                AP              V irtual Local Area         (v lan) 

                   switch port                                  server                      

          

                    AP                                                  AP 

                                                                                        

                                                                      AP                                 

              ဌ          swi  c                  v lan                     

IP addressing 

                                                      IP addressing                     

    addressing      ဌ       ၊                  ၊                                             

                            subnet 25/ 24                   

Bandwidth 

                    dwid                            STM1 bandwidth   ၁               

          

                                                                    applicat ion         

                                                                                    bandwidth             

                         

           /                        

                    AP         802.1x                 radius server          

                                                                                                

                Mysql database                                               

                                                                                       

                                                                                      v    
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UG                                                         

UG                                            STAFF ၊  STUDENT ၊ GUEST          

        / SSIDs (၃)            

STAFF 

    SSID /                                                                              

                                                           ID       PIN                   

                                                

STUDENT 

    SSID /                                                           

                                                                                           

                 ID       PIN                                                      

GUEST 

    SSID /                                                                     

                                                                     

                                                               IT ဌ                          

                                        

 

 

 

 

 

 

 

 

 

 



539 
 

                                                                   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

    CSG 1 :                               

    CSG 2:                               
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    CSG 3 :           

    CSG 4 :              

    CSG 3 :           
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    CSG 5 :                AP                

    CSG 6 : AP           Ghana                       

    CSG 7 : UniFi                             signal                                                                         
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    CSG 8 :                                                   UniFi Controller                             

    CSG 9 : AP                                                       
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                                                             Cat5                 

                                                                                                        

                                                                                      Bandwidth 

                                       peer-to-peer                   cyberoam               

                             

                      

              (Ghana            IT ဌ  )                                                  

                                                                                 

                                                                                          

                                                                                                    

AP                                                                                             

          G    ’s   m      Sys  ms                   ဌ     ဌ       Emmanuel Togo 

 

 

 

    CSG 10 : Controller                                                                         
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  s  S  dy   Ai j  di’s G   w   N  w  k, I di  

        

                                     Dharamsala                        Mesh         

         Case Study                                                                           

                                                                   ISP                      

                                                                  

Ai j  di’s G   w           

Him   y                                                          

               

Rbb/ Airjaldi          

Rural Broadband Pvt. Ltd.,                                                

                                                                                          

                                                                                       

broadband                               ၊                ၊                          

                                                   (၂  ၉)                       

                                    RBB                            Himachal  Pradesh ၊   

Uttarakhand ၊  Jharkhand              k                                            

                                   RBB                                        

                                                                                 A ir jald i     

                

                                    (Delhi)                                           

                                              Dharamsala ၊  Himachal Pradesh                   

                                                                                    

                                           ၊                                                    

                                                            

                                                                     

                                                                              

                                                              

                                                                      

                        (၁၈                              )                                    
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                                                          “                      (retai l  

 c sys  m ”                                                                           

                                             package                                 

                                                                                          

                                                                                     

                                                                                

                                                                                                

RBB     Air jald i                                                               

                                   (sect ion 25)                                  (၂  ၇)        

                  Air jald i                                                                      

                                                                                       

                                                                               

                                                                             Air jald i     

                                                                                             

                                               Dharamsala                                 

            ဌ                            

                                                                              

                   Air jald i                                                                     

         

                                       (၁)          “Wi    ss    ”                       

                  “Wi    ss    ”            A ir jald i                                   

                                                                                        

                                (၃)                                                      
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The Airjaldi Garhwal         –                   

                          

(၂ ၁ )        ၊            

          

(၁  ) km2  ၊       d               T   i G  w                   (          ၂    

               ) 

                       

Micro Banking          ၊              ၊                             ၊                              

                           

                       

(၅၅)           

                   

169/ km 2  (                       -          1 km2       ၉၂၉        ၊                            1 

km2       ၃၆၃       ၊  USA      1 km2      ၃၃.၇      ) 

                                  

Thalaiya  Sagar   Him   y                               Uttarakhand   Tehri       P   i   

G   w       ၊ Jonl i            d                   Gangotr i           R ishikesh                 

                                                           G    s                H im   y   

                                                                                        

                                                       (rugged beauty)                   

                                                                                      

                                                                                                      

                                                                              

                                                                                           ၊  

              ၊               ၊                                                                            

        

(၂  ၉)            IFMR Trust                     micro-banking                        

KGFS                                                                       

                                                                                          

                                                                 (         )               
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               Tehri       P   i                                                                         

                                            (barely bankable)                                

                                  KGFS                                 (၁    )      

                                                                                          

                                                                                      KGFS     

                                                 KGFS                               

                                                                                      

                                                       VSAT                           

           ADSL                                                                                  

                                        

                            IFMR   IT                                                    

                          (၁၅)                                                        

                                                         

                 :                      ၊                

                         

                                                                                

                                    Air jald i                                            

                                                        

                                                      backhaul         (         

c loud                                           )                                        

                         b ck                                                

           Dehradun                                (    CSD 1                          )  

                                                              problemat ic    

                            Narrandar Nagar            BTS      b ck     “d   ”         (    

CSD 2                          )                                                                  

                     drop                        L ine of Sight                         

                                                                    (counter- intuit ive 

solut ion)                                                                                      

                                                    Network Operat ion Center (NOC)       

            N     d    N             backhaul                        
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                                                                                  ၊               

                                                      ၊                                 

                                                              ၊                                  

                                                                               

                               (                                               

                           )                                                LoS                      

                                                   

                                                                                  

                                                                                 

                                                                                      

                                                                   router         

                                                                                       

                       

    CSD 1 : (၂  ၉)     Garhwal         backhaul ၊ NOC       IFMR ဌ             
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                                                           ic             ၊  Google Earth  

                                                                                              

                                                                                        

         ၊                                                                                               

                                                                                 

                                        

                                                                                  

                                              (၁၈)                                 
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Case Study – Open Technology Institute 

Red Hook Initiative Wifi & Tidepools 

Red Hook Init iat ive Wif i     mesh                                                     

        NY     Brooklyn   Red Hook Sect ion                                                  

         applicat ion                                               p lat form       

                  Red Hook Init iat ive     Open Technology Inst itute       
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                                    RHI                                             Baldwin 
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                                                                 Sanborn     NYC Mesh 
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                           OTI     RHI   routers                             

OTI                           ၊  RHI                                                     
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571 
 

                                                                                   

                                                                                   

                                Red Hook                                     

                                                                                          

                      (ISP)              Brooklyn Fiber    RHI WiFi            gateway 

                                    

    gateway     mesh                             RHI      Brooklyn Fiber          Ai OS  

                          5 GHz Ubiquit i Nanostat ion Loco router       (f iber signal     

              )         mm  i                              Ubiquit i Nanostat ion       

(                                                   )    Coffey                       V istat ion 

                                            

                                                              router     (၁၂)          

                                                                                         

 

 

 

 

 

 

 

 

 

 

 

 

 

 

     sOTI                     node          ၊               Sandy                                                       

RHI WiFi node                                                         ISP                                    

                



572 
 

 

 

 

 

 

 

 

 

 

 

 

 

                    RHI                                                       

           (၁  )                              

       DHCP                         mm  i                                           

           ၊     di   w b           Google Analyt ics                                 

             Android                 Apple iPod Touches                                    

              

                                 RHI                                     

                               ၊  RHI                                                         

                 RHI                                         ၊                    

                                  ၊                                                   

                                              ၊                                               

                                               ၊                     

                                           

 

 

 

    CsOTI 14 :               S  dy                                      node     



573 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

    CsOTI 15 : RHI WiFi                  Google maps 2013                   
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New York City Workforce Development                           RHI       OTI     

                                                                                    (၂ ၁၃) 

                                                 OTI                  Modeled on the Dig ital 

Stewards       A l l ied Media Projects  in  Detroit ,   Michigan                                   
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Hook            RHI WiFi                                                           

RHI Dig ital Stewards                                                                
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                                         RHI       OTI               

                      ( router                            (၅ )    (၈၅)      )  

          ( s ite                             (၃)        (၅)                            ) 

Bandwidth ( RHI ၊  Brooklyn Fiber       FEMA               ) 

                                                                                  

                                                   

                        

                                                                               

                                 node                                     -   

                                                                    
                                                         
                                                                       

                                                                                            

                              

                                                applicat ion                      

                                  

                               website      

             :  

  New Community-Tech Too l to Help in Sandy's Aftermath  
http://ot i.newamerica.net/pressroom/2012/release_new_community_tech_tool_to_help_in
_sandys_aftermath  

  What Sandy Has Taught Us About Technology, Rel ief and Resi l ience  
http://www.forbes.com/sites/deannazandt/2012/11/10/what -sandy-has-taught-us-about-
technology-rel ief-and-res i l ience/  

  A Community Wireless Mesh Prototype in Detroit ,  MI  
http://www.newamerica.net/node/34925  

  Tidepools  
http://t idepools.co 
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http://www.animalnewyork.com/2012/t idepools -a-social-networktoo l- in-the-service-of-

the-community/  

http://wlan-si.net/en/blog/2012/05/26/introducing -t idepools-soc ia l-wif i/  
http://www.core77.com/blog/soc ia l_design/a_community -
owned_map_accessed_via_mesh_networks_23319.asp  
http://www.jrbaldwin.com/t idepoolswif i/  

  Stop & Fr isk App 
http://animalnewyork.com/2012/stop -and -fr isk-app -from -red-hook-init iat ive/ 
http://www.dnainfo.com/new-york/20121017/red-hook/stop -and -fr isk-app - launched-by-
red-hook-init iat ive  

  Red Hook 

http://www.nycgovparks.org/parks/redhookpark/history  




