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Inngangur

Fyrst skal tekid fram a0 ég er ekki sérfredingur i MPICH, betta skjal er skrifad af ahugamanni.
Klasinn sem er dtferdur hér er ekki @tladur til nota { umhverfum par sem krafist er 6ryggis og
areidanleika.

Saga

Eg kom mér i pau vandradi ad tyni lykilordi sem ég purfi mjog 4 ad halda, ad geta brotid pad upp
hefdi tekid of langann tima. Par sem ég hef adgang ad nokkud mérgum tolvum for ég ad leita ad
aoferd til ad fa peer allar til ad vinna saman med pad ad huga ad brjéta upp lykilordid.

betta skjal er afrakstur ringulreidi, ofneyslu koffeins og svefnlausrar netur.

Krofur
A0 minnsta kosti tveer net tengdar tolvur, eg mida vido Ubuntu Linux utgafu 10.04.
Eg notadist vid 802.11g (54Mbit WiFi), John parf ekki mikla bandvidd.

Stillingar netpjons

Krofur
Fost IP tala eda fratekin 1 DHCP.

Pakka krofur
Eftirfarandi pakkar verda notadir:
* libmpich1.0-dev - mpich static libraries and development files
* libmpich-mpd1.0-dev - mpich static libraries and development files
* libmpich-shmem1.0-dev - mpich static libraries and development files
* mpich2 - Implementation of the MPI Message Passing Interface standard
* mpich2-doc - Documentation for MPICH?2
* john - active password cracking tool
* openssh-server - secure shell (SSH) server, for secure access from remote machines

* build-essentials - Informational list of build-essential packages

petur@server:~$ sudo apt-get install libmpich1.0-dev libmpich-mpd1.0-dev libmpich-shmem1.0-

dev mpich2 mpich2-doc john openssh-server build-essentials
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Net stillingar
Sjalfgefna /etc/hosts skrain /etc/hosts lytur svona tt

localhost
server.petur.eu server

# The following lines are desirable for IPv6 capable hosts

localhost ip6-localhost ip6-loopback
ip6-localnet

ip6-mcastprefix

ip6-allnodes

ip6-allrouters

bu parft ad breyta 127.0.1.1 i IP t6luna pina
<server.petur.eu> a ad vera FQDN og <server> er hostname a vélinni.

bu getur fundid 1t IP téluna pina med pvi ad keyra:

petur@server:~$ ifconfig|grep "inet addr"
inet addr:10.0.0.1 Bcast:10.255.255.255 Mask:255.0.0.0
inet addr: 127.0.0.1 Mask:255.0.0.0

/etc/hosts a ad lita svona ut eftir ad huin hefur verid 16gud:

localhost
server.petur.eu server

# The following lines are desirable for IPv6 capable hosts
i localhost ip6-localhost ip6-loopback
ip6-localnet
ip6-mcastprefix
ip6-allnodes
ip6-allrouters

Stillingar notanda
Budu til nyjann notanda 'cluster' og battu ~/bin/ vid i PATH.

Mér finnst peegilegt ad nota sama lykilord a allar vélarnar.

petur@server:~$ sudo useradd -m -s /bin/bash cluster
petur@server:~$ sudo passwd cluster

Enter new UNIX password:
Retype new UNIX password:
passwd: password updated successfull
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petur@server:~$ sudo su - cluster -c "mkdir ~/bin;export PATH=~/bin:$PATH"

Stillingar a MPICH

MPI notast vid eftirfarandi styriskrar:

~/.mpd.conf

ATH: Skrain byrjar a .

Skrain verdur ad vera chmod 600

bessi skra inniheldur eina staka linu sem er “secretword=<password>" (skiptu tt
<password> fyrir pitt lykilord, sem VERDUR ad vera pad sama i 6llum ~/.mpd.conf skram i
klasanum).

~/mpd.hosts

Inniheldur lista yfir allar télvurnar i klasanum, einnig pjoninn.

Snidio & skranni er "host:kjarna-fjoldi", t.d. 10.0.0.2:4 ef 10.0.0.2 hefur 4 kjarna &
orgjorvanum.

Hegt er ad pvinga MPICH til ad keyra ekki a 6llum kjornum, pad er gert med pvi ad velja
leegri kjarnatélu heldur en fjoldi kjarna & érgjorvanum.

T.d. ef pjonninn hefur 4 kjarna getur verid gott ad nota einungis 3 svo hagt sé ad nota vélina
i eitthvad annad. ba sérstaklega ef huin er sett upp fyrir fleiri pjonustur.

EKKI NOTA localhost eda 127.0.0.1 sem vélarnafn, pt verdur ad notast vio IP télu sem
heagt er ad hafa samskipti vid fra neti.

Athugadu kjarnafjolda & vélinni og buidu svo til styriskrarnar.

cluster@server:~$ touch ~/.mpd.conf
cluster@server:~$ chmod 600 ~/.mpd.conf
cluster@server:~$ echo secretword=pass>~/.mpd.conf
cluster@server:~$ /sbin/ifconfig|grep "inet addr"

inet addr:10.0.0.1 Bcast:10.255.255.255 Mask:255.0.0.0
inet addr:127.0.0.1 Mask:255.0.0.0

cluster@server:~$ cat /proc/cpuinfo|grep processor|wc -1

1

cluster@server:~$ echo 10.0.0.1:1>~/mpd.hosts

Athugadu hvort allt sé i lagi med pvi ad keyra eftirtaldar skipanir:

mpdboot — keyrir klasann upp.
mpdtrace - gefur lista yfir allar télvur i klasanum.

mpdallexit — keyrir klasann nidur.

cluster@server:~$ mpdboot
cluster@server:~$ mpdtrace

server
cluster@server:~$ mpdallexit
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Uppsetning a John the Ripper

Pad ma finna MPI snidna ttgafu af John The Ripper www.bindshell.net/tools/johntheripper

cluster@server:~$ mkdir source
cluster@server:~$ cd source

cluster@server:~/source$ wget http://www.bindshell.net/tools/johntheripper/john-1.7.2-bp17-
mpi8.tar.gz

Afpakkadu henni og keyrdu 'make' tr 'src' méppunni.

cluster@server:~/source$ tar -zxf john-1.7.2-bp17-mpi8.tar.gz
cluster@server:~/source$ cd john-1.7.2-bp17-mpi8/src/
cluster@server:~/source/john-1.7.2-bp17-mpi8/src$ make

bu veerd lista yfir valmoguleika.

To build John the Ripper, type:
make clean SYSTEM
where SYSTEM can be one of the following:
linux-x86-mmx Linux, x86 with MM X
linux-x86-sse Linux, x86 with SSE2 (best)
linux-x86-any Linux, x86
linux-x86-64 Linux, AMD x86-64, 64-bit native w/SSE2 (best)
linux-x86-64-mmx Linux, AMD x86-64, 32-bit with MMX

Meér finnst 'linux-x86-sse2' virka best a intel based vélum.

cluster@server:~/source/j 17-mpi8/src$ make clean linux-x86-sse2

Athugadu hvort forritio sé i lagi p6 pu nair ad pyoa pad.

cluster@server:~/source/john-1.7.2-bp17-mpi8/src$ ../run/john -format=DES -test
Benchmarking: Traditional DES [128/128 BS SSE2]... DONE
Many salts: 1994K c/s real, 1994K c/s virtual

Only one salt: 1658 c/s real, 1654K c/s virtual

Feerou nypydda forritid yfir i ~/bin méppuna.

cluster@server:~/source/john-1.7.2-bp17-mpi8/src$ mv ../run/* ~/bin



http://www.bindshell.net/tools/johntheripper

http://www.petur.eu./ 17. Juni 2010

Keyrdu upp 'john' og vissadi big um ad pu hafir _MPI snidna utgafu.

cluster@server:~/source/john-1.7.2-bp17-mpi8/src$ john|grep version

John the Ripper password cracker, version 1.7.2_bp17_mpi

Ad baeta vido tolvum

Gerdu eftirfarandi i hvert skipti sem pu beetur vid télvu i klasann:
( I synideeminu hefur nyja talvan IP t6luna 10.0.0.2 )

Forkréfur
Fost IP tala eda fratekin i DHCP.

Net stillingar

Fylgdu sému leidbeiningum og farid var i gegnum i stillingu netpjons, mundu ad nota rétta IP.

Pakka kréfur

Sama og a netbjoni.

Stillingar notanda

Veldu sama lykilordid a pessari télvu fyrir 'cluster’ og & netbjéninum.

petur@nodel:~$ sudo useradd -m -s /bin/bash cluster
petur@nodel:~$ sudo passwd cluster
Enter new UNIX password:

Retype new UNIX password:
passwd: password updated successfully
petur@nodel:~$ sudo su - cluster -c "mkdir ~/bin;export PATH=~/bin:$PATH"

Stillingar a MPICH

Eftirfarandi skipanir & ad keyra a netpjoninum og ekki vélinni sem & ad beetast vid.
Opnum fyrir SSH an lykilords fra pjoni.

cluster@server:~$ ssh-keygen -t rsa

Generating public/private rsa key pair.

Enter file in which to save the key (/home/cluster/.ssh/id_rsa):
Created directory 'home/cluster/.ssh'

Enter passpharse (empty for no passpharse):

Enter same passpharse again:

'Your identification has been saved in /home/cluster/.ssh/id_rsa.
'Your public key has been saved in /home/cluster/.ssh/id_rsa.pub.
The key fingerprint is:
0f:d7:c4:14:cf:06:11:d5:80:ec:1f:c3:£3:3b:7f:22 cluster@server
The key's randomart image is:
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[picture omitted]

cluster@server:~$ ssh cluster@10.0.0.2 mkdir -p .ssh

cluster@10.0.0.2's password:

cluster@server:~$ cat .ssh/id_rsa.pub | ssh cluster@10.0.0.2 'cat>>.ssh/authorized_keys'
cluster@10.0.0.2's password:

cluster@server:~$ ssh cluster@10.0.0.2 'cat /proc/cpuinfo|grep processor|wc -I'

2
cluster@server:~$ echo 10.0.0.2:2 >> ~/mpd.hosts

cluster@server:~$ foriin “cut --delimiter=: -f1 ~/mpd.hosts";do scp ~/.mpd.conf cluster@$i:~;scp
~/mpd.hosts cluster@$i:~;done

The authenticity of host '10.0.0.1 (10.0.0.1)" can't be established.

RSA key fingerprint is 2d:94:¢6:40:b0:02:04:d9:86:¢8:16:f3:e6:a7:9f:35.
Are you sure you want to countinue connecting (yes/no)? Yes

Warning: Permanently added '10.0.0.1' (RSA) to the list of known hosts.
cluster@10.0.0.1's password:

.mpd.conf 100% 16 0.0KB/s 00:00

cluster@10.0.0.1's password:

mpd.hosts 100% 22 0.0KB/s 00:00

.mpd.conf 100% 16 0.0KB/s 00:00

mpd.hosts 100% 22 0.0KB/s 00:00

Beettu vid linunni
10.0.0.2 nodel
1 /etc/hosts skranna a pjoninum.

Lokaskrefid er ad skipta 1t /etc/hosts a 6llum t6lvum sem eru tengdar klasanum med nyju /etc/hosts
skranni & pjéninum. Sé petta ekki gert kemur eftirfarandi villa upp pegar pu reynir ad keyra
'mpdboot":

mpdboot_server (handle_mpd_output 407): failed to handshake with mpd on 10.0.0.2; recvd
output={}

Uppsetning a John the Ripper

Eins og a pjoni.
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Skipanir

Keyrdu upp klasann med skipuninni "mpdboot --verbose --ncpus=1 -n 2"
* --verbose :: gefur okkur betra yfirlit yfir hvad er ad gerast
* --ncpus=1 :: segir pjoninum ad notast adeins vid 1 kjarna

* -n 2 :: keyra upp klasann med 2 tdlvum (bjénn + 1 vinnuvél)

cluster@server:~$ mpdboot --verbose --ncpus=1 -n 2
running mpdallexit on server
LAUNCHED mpd on server via

RUNNING: mpd on server
LAUCNHED mpd on 10.0.0.2 via server
RUNNING: mpd on 10.0.0.2

Athugadu ef klasinn svarar skipunum
mpdtrace - gefir lista yfir allar télvur i klasanum
mpiexec -np 3 hostname, pydir “keyrdu skipunina 'hostname’ & 3 kjornum”

cluster@server:~$ mpdtrace

server

nodel

cluster@server:~$ mpiexec -np 3 hostname

mpdallexit - Keyrir nidur klasann

cluster@server:~$ mpdallexit

Ad nota klasann til ad brjéta upp lykilord.
Eg notast vid einfald MD5 hash

cluster@server:~$ echo user:47584a15f1ba6c65da3a2ef8e43e606b > crackmel.md5
cluster@server:~$ mpdboot --ncpus=2 -n 2
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cluster@server:~$ for i in “cut --delimiter=: -f1 ~/mpd.hosts";do scp ~/crackmel.mp5

cluster@$1:~;done

Skipunin ad ofan er notud til ad dreifa skjélum & vinnutélvurnar. Pad er naudsinlegt par sem vio
erum ekki ad nota sameigilegt ~. Petta er heaegt ad laga t.d. med NFS.

Hér er skripta sem hegt er ad nota til ad dreyfa skram:
--- distributer.sh begins ---

#!/bin/bash
# usage: ./distributer.sh filename
for x in “cut —delimiter=: -f1 ~/mpd.hosts";do scp $1 cluster@$i:~;done

--- distributer.sh ends ---

Sladu a 'ctrl+c’ pegar lykilordid hefur verid fundio.
bess er porf pvi vid erum ekki med sameigilega ~

cluster@server:~$ mpiexec -np 3 john --format:raw-MD5 crackmel.md5
Loaded 1 password hash (Raw MD5 [raw-md5 SSE2])
Loaded 1 password hash (Raw MD5 [raw-md5 SSE2])
Loaded 1 password hash (Raw MD5 [raw-md5 SSE2])

peturl (user)

Process 2 completed loop.

Threat: 2 guesses: 1 time 0:00:00:02 (3) c/s: 5616K trying: petciL. — petusc
ACcluster@server:~$

Mundu ad keyra nidur klasann eftir notkun.
cluster@server:~$ mpdallexit

If you have any questions, comments or would like to contribute to this document please send
me an email to petur [at] petur [dot] eu
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